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Mmuorocioiinble 1 MHOMOYPOBHEBDLIE
CHCTeMbI XpaHEeHUsT JTAHHBIX [

Astexkcanap Kibira, Minsk, Belarus

In multilayers data storages the storage drivers are grouped
into separate layers according to their technical characteristics.
The first layer contains high-speed solid-state drivers (SSDs),
whereas the other layers can have HDDs or others storage devices
(tape, optical devices). The multilayer data storage provides
high speed data access and can be formed by using hardware or
software solutions. In multilevel software-define storages (SDS),
the separate data storage are grouped with respect to levels
of their technical characteristics, the type of stored data, and
availability requirements for the end user. Multilevels SDS allows
for optimization of the data placement in the storage. The main
node of SDS is represented by a controller. The SDS controller
is a software platform (open source and other) which includes
solution tools for management, monitoring and migration of data
between layers.

MHorocJioiiHble 1 MHOTOYPOBHEBBIE CUCTEMBI XpaHe-
HUsl JJaHHbIX. O0630p apXUTEKTYpPhI U pelieHnii Ha 6a-
3e open source.

B macrosiee Bpemsi passurue cucreM xpasenus panubix (CXII)
0ByCIIOBIIEHO CJIEIYIONMMH TeHJeHIusAME (110 MarepuajiaM KoH(epeH-
man [1):

— IIOCTEIeHHO pa3paboTKa HOBBIX HAKOIMTEJ e Jjis XPaHEHUsI JaH-
HBIX Ha 0a3e MATHUTHBIX JUCKOB 3aMEJJISeTCs, IIPU STOM OTMe-
9ai0TCH TEXHOJIOTMYECKHE MPOOJIEMBbI C IPOU3BOACTBOM JIMICKOB
OOJIBIIION eMKOCTH;

— CTPEeMUTEJIbHOE Pa3BUTUE TEXHOJOTHIl MPOM3BOJCTBA YCTPONCTB
XpaHeHUsi JaHHbIX Ha 6ase flash mamsaru. Ilpu sTom ux eMkoCTh
[TOCTOSIHHO YBEJIMUUBAIOTC, & HAJEXKHOCTDb XPAHEHUSs JIAHHBIX I'a-
PAHTHUPYETCs Ha BBICOKOM YPOBHE;

“alex_kls@mail.ru, http://lvee.org/ru/abstracts/238
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— 1eHa ycrpoiicts Ha 6asze flash mamsitu GosibIlie He sIBJIsIETCS ClIEp-
JKUBAOMUAM (DAKTOPOM WX TPUMEHEHHs] B CHCTEMAX XPAHEHUS
JIAHHBIX;

— wucnosb3oBanneM Hosoro uHTepdeiica NVM Express (NVMe,
NVMHCI - Non-Volatile Memory Host Controller Interface
Specification [2]) juist TBEpIOTENBHBIX YCTPOHCTB XPAHEHHS JaH-
HBIX (SSD);

— WUCIIOJIb30BAHUE PEIIEHUl ¢ OTKPBITBIM KOJIOM JIJIsl TOCTPOEHUST
[IPOTPAMMHO-OIIPEIENISIEMBIX CUCTEM XPAHEHUS JAHHBIX.

omynsipubim apxurekTypubiM pertenneM CXJI SBISIOTCS MHOTO-
CJIOWHBIE XPAHWININA JAHHBIX pa3paboTaHHble Ha Oa3e TEXHOJIOIMH TU-
puHra (0T aHr. tiering) u UCIOIB3YIONINE MHTEJIEKTYAIbHbIE AJITOPUT-
MbI paclpeieieHnst JaHHBIX MeXKy CJIOsiMA. B OCHOBE TEXHOJIOIUU TH-
pUHTA JIEZKUAT TPUHITUI PA3IeIeHIs XPAHUIUIIA JAHHBIX HA CJIOU, OT-
JIMIAIOIIIXCS TPOU3BOAUTEIHFHOCTHIO B 3aBUCUMOCTH OT MCIIOIB3yEeMbIX
TUNOB 3aIIOMUHAIONMX YCTPOJCTB, U3 KOTOPBIX OHO COCTOUT (HAIIPH-
Mep, TBEpIOTebHbIe JUCKKA SSD m/ii pa3sHOCKOPOCTHBIE MIITUHIEIbHBIX
HDD). Jlna yupasienus pasmerienneM JaHHbIX 1m0 cjogm CXJIT mo-
I'yT UCMOJIb30BAThLCS KaK annaparHbie pernenust, Hanpumep, RAID kon-
TPOJLIEPHI C MTOJJIEPYKKON TEXHOJIOTUN THPUHTA, TAK U PAIUIHBIE [TPO-
rpaMMHbIe pelieHus (B ToM uucie Ha 6a3e open source). OgHuM U3 mpe-
UMYIIECTB UCIIOJIb30BAHMUsI IPOTPAMMHBIX PEIIeHUIl SBJISIETCS, TO YTO B
KaJecTBe CJIOEB MOT'YT OBITh UCIIOJIb30BAHbBI JIOIOJHATE/IbHbIE X PAHIIIH-
A JAHHBIX TMOJAKJI0UYeHHbIe K KOHTposepy CX/I.

IIpu muoroyposaeBom mocrpoennu CX/I oTmenpHbIE XPaHUIHINA
JAHHBIX I'PYNIUPYIOTCH 10 YPOBHSM Ha OCHOBAHMM UX TEXHUIECKUX
XapaKTEPUCTUK, TUIIA XPAHUMBIX JAHHBIX, 1 TPeOOBAHUIT JIOCTYITHOCTA
JJIs KOHedHoro morpeburess. Muoroyposaesbie CXJI, Kak mpaBuio,
peaM3y0TCst BUJIE IPOTPAMMHO-OIIPEIEISIEMBIX CHCTEM XPAHEHUs JTaH-
HBIX nan software-define storages (SDS).

MHorocJjoiinble CuCTEMBbI XpaHeHud JaHHbIX.

Texuosorusi THpUHTa IpUMEHsIEMAasl IPU CO3IAHIH MHOTOCJIONHBIX
CX/I mo3BoJIsieT TPYIIUPOBATH YCTPOUCTBA XPAHEHUS JIAHHBIX B OT-
JIeJIbHBIE CJION B 3aBUCUMOCTH OT UX THUIIA U XapaKTepucTuk. /s ymy«d-
IIEeHUs TPON3BOJUTEILHOCTY XPAHUJININA JIAHHBIX MEXKJLY CJIOMU MOT'YT
pacroJiaraTbCs OMOJHATEIbHBIE cache-layer, oOCHOBHOe HA3HAYTEHUE KO-
TOPBIX HOBBINIEHNE TPOU3BOIUTEIBHOCTH IIPU MUTPAIAN JTAHHBIX MeXK-
JIy CJIOAMM, WJIM yMEHbIIeHHe JATeHTHOCTU OTKJIMKA JAHHBIX MEXKTy



npocrpancTBoM noJib3oBaTesis u CX /. Obmast crpykrypa CXI ¢ MmHO-
TOCJIOMHON CTPYKTYPOIl IpUBEIeHa Ha PUCYHKE HIUZKE.

H Users space H

( ]
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O6brunO B KavectBe cache-layer ncrosbs3yror RAM-aucku cospan-
weie B O3Y wian SSD jaucku, eciim HEOOXOIUMO K3IMIMPOBAHUE MEXKLY
CJIOSIMU C MeJlJIEHHbIMU HakonwmTesmu. B cioit fast-layer, kak mpasmio,
00 beqMHSAIOT ObICTPBIE auCKHU, Tua SSD, HO Tpu 9TOM BaXKHO YUUTHI-
BATHh UX TEXHUIECKUE XaPAKTEPUCTUKH. 1aK, HAIIPUMED, IIPU UCIOJIb30-
Barnu SSD ¢ unTepdeitcom NVMe, pekoMeHIyeTcst J1eJ1aTh HECKOIBKO
cioes fast-layer, oO6benunsist B Kaxkblil cjoit SSD HakonurTem oaHO-
ro tuna. B cion slow-layer kak npaBujio, 00beIUHSIOT MIITUAHIEIbHBIE
nakonuTeau Ha MarauTHbX quckax (HDD), rpynnupys ucxomus u3 ux
TEeXHUIECKUX XaPAKTEPUCTHUK, JUOO WHBbIE TUIBI HAKOIUTEJEH, HAIPU-
Mep, JIEHTOYHbIE.

CymmMmapsbiit 06bem muorocsoitnoro CXJI paBen cymme 00beMOB
KaXKJIOrO CJIOs, IIPU 9TOM HEOOXOJIMMO YUUTHIBATE, ITO IO MEPe 3aIl0J-
HEHUsI CJIOS JJAHHBIMH, YaCTh ero 00'beMa MOYKeT ObITh 3ape3ePBUPOBAHO
JLJIs onepanuii Murpanuu JaHabix (10 5% uiau 6osiee ot obimeli eMKocTH
CJ10s1).

CyIecTByIoT JiBe OCHOBHBIE KOHIENIIUN CO3JAHUS MHOTOCJIONHBIX
CX/I ¢ wmcrosib30BaHHEM IIPOrPAMMHBIX peleHuil. B paMkax repBoit
KOHIIEIIIUY C TIOMOIIBIO IIPOIPAMMHEBIX CPEJICTB YCTAHOBJIEHHBIX Ha, KOH-
tposutepe CX /I 11y1s mpocTpaHCTBaA OJIB30BATENIS CO3/TaeTCs MHTEPdEiic
JOCTYIA K XPAHUINILY JAHHBIX KAK yCTPONCTBA GJIOYHOTO TUIA, TAKAM
00pa30M I0JIb30BATEb OLIEPUPYET C HUM KaK C OOBIIHBIM HAKOIIUTEJIEM.
Vupassienne kourposiepom CXJI ocyImecTBjsieTcss 4epe3 IporpaMmM-
HBII UHTEpPdEIC, a CTPYKTypa CJI0EB CKPBITA OT ITOJIH30BATEISI.

B pamkax BTOpPOIl KOHITENIIUN BO3MOYKHOCTH CO3IAHUSI MHOTOCJION-
weix CX/I peasm3yercs ¢ IOMOIIBIO TPOrPAMMHOIO MEHE?KePa, HAKO-
nureseil B dailiopoii cucreme (HanboJiee HOILYJISIPHOE DEINEHUs it



Xpanwming naHabx Mogean DAS). Takoii moixo/ peajn30BaHbl, Ha-
npumep, B dailnoBeix cucremax kak Beachefs [3], ZFS [] u Btrfs [5].
OCHOBHBIM IIPEUMYIIECTBOM ITOH KOHIENINN SIBJISETCS TO, 9TO TOTB30-
BaTeJIh MOXKET IMOJTHOCTHIO YIIPABJIATH KAK CJIOSIMH TaK U HAKOITUTEIISIMHI
B CX/I.

Tak ke BaKHO OTMETHUTb, YTO TEXHOJOIMU THPUHTA U KIIIUPOBAHUST
IIUPOKO UCHOJIB3YIOTCSl B PEIIEHUSX MPOTPAMMHEBIX CUCTEM XPaHEHUs!
IAHHBIX, HAIPUMED, B pacupeieseruoit daitmosoit cucreme GlusterF'S
[7], man o6bexTHOM Xpanumunie ranubx Ceph [6].

MHOF0ypOBHeBbIe CUCTeMbl XpaHeHUsdA JaHHBbIX.

B ocHOBy koHIEnmum MHOTOYPOBHEBBIX CHCTEM XPAHEHUS TAHHBIX
[IOJIOYKEH MIPUHIAT O0beIMHEHNS OTAEIbHBIX XPAHUIIUII TAHHBIX B €11~
ayto CX/I ¢ obrmuM [EeHTPOM YIIpaBJIeHUs] U MOHUTOPHWHIA, OCHOBAH-
HYTO H& MO/JIEJTH ITPOTPAMMHO-OIIPEJIENISIEMBIX CHCTEM XPAHEHUsI JTAHHBIX
(software-define storage mnu SDS). OCHOBHBIM KOMIIOHEHTOM MHOLO-
ypoeueBoro CX/I siBisieTcss KOHTPOJLIEP, KOTOPBI OCYIIECTBIISET MO-
HATOPUHT U AHAJIN3 CTATUCTUKA PAOOTHI OTIAEIbHBIX XPAHUJIHII JTAH-
HBIX, VIPABJISeM MHUTDAIell MeKIy yPOBHSMH, U O0OECIIEINBAET IIO-
kJitouenne HoBbIX Xpanuuiy K CX /. Obmas crpyKTypHasi CXeMa MHO-
royposreBoro CXJI nmpusejieHa HIXKe.

[ Users space ] [ Users space ]

; ;

[ DS L1-1 ] [ DS L1-k ]

Ha Bepxnem ypoBHE, KaK IIPABUJIO, PACIIONIATAIOT XPAHUJININA TAH-
HBIX B3aUMOJIENCTBYIOIINM C IIPOCTPAHCTBOM I0JIb30BaTesst. Ha BropoMm



YPOBHE, KaK [IPABUJIO, PACIIOJIATAIOT XPAHUIMAIIA JAHHBIX OCHOBHOE Ha-
3HAYEHNE KOTOPHIX XPAHUTDH «XOJIOHBIE JAHHBIE» C XPAHUJIUII IEPBOTO
YPOBHsI, ¥ MOJJIEPKUBATH MUTDAIUIO JAHHBIX MeXKJy HuMmMu. Ha Tpe-
TheM M HUKe YPOBHE MOT'YT HAXOJIUTCS XPAHUJIHUINA APXUBHBIX JTAHHBIX.
OcHOBHBIM TpenMyIecTBoM Takoit mogenn CX/I saBisercss onTuMusa-
[Usl XPAHEHWs JAHHBIX HA TIEPBOM YPOBHE W PACIpEE/IEHUE HAPY3KU
MEKJY XPaHWIAIIAMU.

s peamuzarnuu MEOTOYpoBHEBBIX CX /I MOryT 6BITH HCIOIBL30BA~
HBI Pa3/IMYHbIe IIPOTPAMMHBIE DEIeHUs, HAIPUMED, B KAIeCTBE KOH-
TpoJIepa MOKET OBbITh ucosIb30Ban open source npoekt CorpHD [8].
OHUM K3 €ro MPeuMyIIecTB ABJIAETCS UHTErpanus ¢ 00beKTHBIM Xpa-
amwmmeM gaHabix Ceph, u rubkast HACTPOWKA ApXUTEKTYPHI.

[IporpammuO-OTIpeIeisieMble XPAHUIUINA, JAHHBIX SBJISIOTCS Tep-
CIEKTUBHBIM HAIIPABJICHUEM DA3BUTHs CUCTEM XPAHEHUS JTAHHBIX U TO-
sromy Linux Foundation B okTsiope mpormnioro rojga o0ObsaBUI O CTapTe
HoBoro mpoekrta mo co3mannio Open Controller for Software-Defined
Storage [J], KOoTOpEBIil cTaHET OCHOBOM JIJIsi HOCTPOEHHsI OTKPBITHIX Pe-
meruit SDS. O3HAKOMHUTCS C 9TUM HOBBIM IIPOEKTOM MOXKHO Ha €r0
odurmansaom pecypee [10].
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BbIKaprCTaHHe BOJIbHarla IIpal'paMHala

zabecnstusnis ¥ JIHY ims IBana @panka i
JIHMY ims Haniina Fasinkara [f

C. Anyuesunu, I'. 35106in, P. Pukasiok, I1. Pukoschbkuii,
P. Illysap , Lviv, Ukraine

The report analyzes 20 years of experience in the implementation
of free software at Lviv Ivan I. Franko University and Lviv D.
Galitsky University

Ha mpamgry MHOTIX rajioy JibBOycKasi I'pylia KapbicTaJjbHikay Li-
nux IpaBoi3i/ia ariTalplifHy0 [Ipaly Ia YKapaHeHHI BOJbHATA IIpar-
pamMHara 3a0eCHsTIdHHS ¥ HABYYaIbHBI IIPAIIC HABYYAJIbHBIX yCTaHOY
r. JIeBoBa. 3 1998 r. magasnocs ykapanernre AC Linux y HaBy4YaJbHbBI
nparpc JIHMY ivma Haniina Naginkara. ¥V 2002-2003 rr. 6610 TPBIHATA
paIHHe Sy TanKkail kamicii ma nbITaHHgx aaykKarbl JIbBoyckara ra-
paJickora casera ab 3aKyIIbl Kjiacay Byus0HaN Kamir'foTapHail TIXHIKi
3 npajycransaBarail AC Linux. /I nacrayuikay 1Ko, sKist aTpbiM-
giBaji kamrr’orapuayio TxHiKy 3 AC Linux, 6bu1l IpaBe3eHbl HABY-
9JaIbHBIA Kypehl na acHoBax mpansl ¥ AC Linux [I]. V 2004 r. nauay-
csl IIPAEKT I1a alTbIMizarpl JblcTpbIOyTEIBa Debian /st KapbIicTaHHS
KaMmIl'foTapHail ToxHiKi 3 Ejponsl, sikas majjaBajiacst SKaJaridaHbIM ap-
rauizanpisiM YKpaidbl Ha Osi3pbiiarHail acuose [2]. ¥V Toit xka wac
nmagasiocs Kapbictanne AC Linux y HaBydJasbHBIM mparpce hakyabTITa
astektponiki JIHY ima IBama @panka. ¥ 2013 r. mpa3 mskKyo ciTy-
arplio 3 ¢dinamncaBanHeM (GakyJabTITa 3 aaHaro 60Ky i ¥ cyBasi 3 ma-
yaTKaM IicKy npajcrayainrsa Microsoft Ba YKpaine 1a BhIKapbICTaHHI
girpusitinara [13 ¢ipmer Microsoft y naBy4ganbHbIX yeTanoBax YKpainbl
KipayHinTBa HaKyJIbTITa JTEKTPOHIKI IPBIHSIO PAITYHHE ab IepaBoi3e
HaBy4JaJIbHBIX Jlabaparopsiit Ha AC Linux.

Ha »xasib, 3-3a pasHamacHail Kami'loTapHail ToxHiKi § mkosax (ma-
ubrHatoubl 3 [II9BM 3 nparpcapam Intel 80486) i cynpaniy HacTayHikay
indapMmaThIKi ag0bIycs mepaxo mKoJI Ja Hemimpusiiaait AC Microsoft
Windows i mparpamuara 3abecrsiasuus mjs sie. 3atoe § JIHMY ims

*zlobingg@gmail.com, http://lvee.org/ru/abstracts/248
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Hamniina Taminkara i JIHY ima IBana @panka BBIKApBICTOYBaEIIA IIa
céHHsHI 13eHb. Pa3rienzim ciTyarprio ma Beikapbictanai BII3 § rareix
HaBYYaJIbHBIX YCTAHOBAX.

1. Bapra magkpacits, MITo mepaxo/], HaBydaabHara mpaipcy 3 JIH-
MY ims Janiina laminkara sa BII3 agbsrycst naj marposaii npaBepki
JimpH3ii jeransgsanara [13 — «100pa3braIiyupry mansgpaa3iai pakrapa
JIHMY 3a majroma na 3amranaBaHaii nmpaBepki. CéHHsS Ba yHiBepciT-
s1e HasiuBaerna 60sbir 33 800 KaMIT IOTAPHBIX MPAIOYHBIX MECHay, 1a
HEKATOPBIX 3 iX MajIy9YaHblsd NPbLIAJIBI IPYKY, CKAHEPHI 1 mMaTdyHK-
NBITHABHBIS MPBLIIAIRI, 6ciib 20 KaMIT IoTapHbIX Kjaacay, 10 JIeKIiblii-
HBIX ayIbITOPBIN, fKis BBIKAPBICTOYBAIOIIIA JJI IMPABIJI3EHHS JIIIH-
3itiabrx sk3amenay KPOK i BimpakandepHIpIil, iMiTAIBIHBL KIaC, Y
AKIM 3HAXO/3AIIA 4 IIparpaMyeMblX MaHEKeHay.

Hanpawmki Beikapeicrannas CIIO y JIHMY:

— cepBepHbisi npbiMsHeHHss — Linux (Debian, Ubuntu), Unix
(FreeBSD);

— HABYYaJIbHBI mparpac —  ameparmplifHass — cicToMa
(Debian, Ubuntu), odicuer naxer (LibreOffice), cpouki nparpama-
BaHHS

(Bluefish), raxmasorii TaeMenbIIbIHbL, BigpakandepIHICYBs- 31,
KAHTPOJIb 38 HalliCAaHHeM JIIPH3IAHbIX sk3aMmenay KPOK, imita-
[BIAHBI MEJIBIIBIHCKI HABYYAJIbHBI KJIAC, 9JIEMEHTBI CICTIMBI JIHIC-
TaHIbITHATS, HABY YAHHSI;

~ CTyIPHIIKasi HaByKOBas Mpala — alepanpliias cicTama
(Debian, Ubuntu), odicusr naker (LibreOffice), cpouki nparpama-
BaHHs

(Bluefish), cicrambr kipasanusa 6azami qaazensix (MySQL, Base).

Brrmaikam ckazanara 3'saysrserniia Toit HaxT, mro:

1. V manepamni gac yHiBepciTIT nasikaM QyHKIBISHYEe HA JTIIDH3INH-
weim [13; mpaBe3ena ajiaBeiHast JaKyMeHTAIIbIHA 1 apraHiza-
IbIliHas Ipala.

2. HIepoki crekTp macTymHAra BOJbHAra IIparpaMHara 3abecrisid-
SHHsI [TaKa3ay MardbIMacib [MOYHAra 3aDeCIsTISHHS IparoyHara,
HaBydJaJibHAra i HaByKOoBara Imparpcay y yHiBEpCIiTIIIe.

3. Ilepaxosx Ha cBabojHae mparpaMHae 3aOeCIsTId9HHE TA3BOJIY He
TOJIbKI MMa30EeTHYIh BBIKAPBICTAHHS IMipallKara mparpaMHara 3a-
GecIisTusHHSI § HABYJaJIbHBIM IIPAIICE, aJie 1 TAMEHIIIBIIb PhI3BIKY
Hala ay Ha IPAoOYHbIsS CTAHIBI 3 OOKY 3/IaMbICHIKAY 1 anepaTa-
pay CTaHIbIil, TAMEHIIbLIACS Marpo3a BipycHail mapasbl i Heab-
XOJIHACIID TlepMaHeHTHal nepaycranéyki AC.
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4. IIpangreaerniia mpara ma BHIKAPLICTAHHI 3JIEMEHTay CiICTIMBI JIBIC-
TaHIbITHATS, HABY YAHHS.

I1. ¥V agposuenne ax JIHMY § JIHY ima Isana ®panka BbIKapbI-
cranne BII3 me mae jcéabmpiMHara xapakrapy, a aI0bIBaera § acob-
HBIX MaJpa3a3sennsx yaisepcitata. Céuns ¥ JIHY imsa Isana @panka
HaJjiuBaeria 6obI 3a 2000 KaMIT'IOTAPHBIX MMPAIOYHBIX MeCIay, HeKa-
TOPBIS 3 A JIyYaHbIMi IPBLIAJIAMI JIPYKY, CKaHepaMi 1 mMaTdyHKIbI-
sSIHAJIbHBIMI TpbLIagaMi, €cip 37 KaMI'IoTapHbIX Kjacay, 20 JIeKIbii-
HBIX aJJIBITOPBIH, fKid BBIKAPBICTOYBAIONIA M UBITAHHS JIEKIBIA 3
BijpamnpaekTapaM i mpaBsiIZeHHs BijgpakandIpIHIpi. 3 MITail 3a6ec-
nsraanns Jimpasiitnait AC Microsoft Windows y 2013 6bu1a npaseizena
amiaTa JaByXrajoBail nmajmicki Dream Spark jyist gsecsiii HaTypasib-
HBIX GakyabTITay, agHak asa HaxyabTdThl (bizidubl 1 31eKTPoHIK 1
KaMIT'IOTapHBIX TIXHAJIOIIH) raTal majmicki He arpeiMasi 3-3a rpyObIX
MaMbLIaK y alIKanbIRHbIX popmax. Ha rymamiTapasix dakymabTraTax
3abscrieyanacip JinpH3iiasmv 113 3’ajisiena yacrkosaii. Ha dakyiibr-
31e JIEKTPOHIKI 1 Kamir' orapubix Taxuasorit BII3 npeicyTrivae § msi-
[l HABYYaJIbHBIX JIA0APATOPBISIX, Y TPOX HABYYAJBHBIX J1A0APATOPBISX
MpAIyoIh 3B ameparblitabist cictambl: Linux i Microsoft Windows 7
abo 10 makyrousl bsicrmarHail masmicisl Dream Spark, sy Jaamocs
adopmins Ha Kadeapy paabiédisiki i KaMIT IoTapHBIX TIXHAIOTIH mac/Is
npaBaJly IiaTHail masmicisl Dream Spark.

Hamnpawmxi seikapeicranust BII3 y JTHY ims IBana ®@panka:

— cepBepbl — Linux (Debian, Open SuSE, CentOS), Unix Free-
BSD;

— HaBy4yaHHe — anepanpiiinas cicrama (Debian, Open SuSE,
CentOS, SlackWare), odicubia nakers: (OpenOffice, LibreOffice,
Planner), cicrama apicrannsiiinara nasydanss Moodle, cpozki
nparpamasanis (gee, IDE Kuzya, IDE CodeBlocks, Qt Creator),
maTamaTelaHbls nmakersl (Octave, SciLab, SMathStudio, Maxima,
Labplot), nakersr mampisasanus (Packettracer, Altera Quartus,
KiCAD,

Proteus), KiieHT-cepBepHbBIst THXHAJIOLI;

— CTyZPHIIKAasi HaBYKOBas mpara — ameparplifHas cicrama
(Debian, Open SuSE), odicubr maker (OpenOffice), cpozki npa-
rpamasanig (gee, Kuzya IDE, Qt Creator), MarsMaTbIaHbIsa Ha-
kerwl (Octave, SciLab, Maxima, Labplot), cicrambr KipaBamus 6a-
zami naazenbix (MySQL), smyssiTapbl anapaTHbix cpojikay i ame-
PAIBIHBIX CICTIM;

12



— HABYKOBBId JlacjiejaBaHHi — anepanpiiinag cicrama (Debian,
Open SuSE), odicust naker (OpenOffice), cpojxi nparpaMaBaHis
(gce, IDE Kuzya, Qt Creator), maramarsranbia nakerst (Octave,
SciLab, Maxima, Labplot), apranizanpis BbLIIYaJIbHBIX KJIACTa-
pay i kiacrapay Beicokail macrymnnacii (Scientific Linux, CentOS
PaceMaker, Kickstarter, Webmin, SGE, Ganglia, OpenMPI,
MPICH2, BLAS, FFTW, NorduGrid ARC, Condor, CUDA 5.0
production release).

Bricnosur:

1. Harmen3sasr Ha TPAIATIIBL 1 HATPOCTHI Iparc mepaxoay Ha BIT3
y JJHMY ima Haniina Taginkara aneinyycs ynaaeim  [3]. Bap-
Ta aJ3HAYBIb AKTBIYHYIO HAATPBIMKY IdTara Iparacy 3 00Ky
kipayuinrsa JIHMY, sgkas, na mgymky ayTapay mgakiiaiy, Mesa
acabJ1iBa MaTIPBISLIbHBL XapakTap. [3skytousl mepaxo iy va BII3,
JIHMY ima Haniina T'ajinkara He TOMbKI 39KAHOMIY 3HATHBIS
IPAIOBbIs CPOJIKI Ha HaObIMM Jjimpu3ii wa I3, ame i mazber
mrpadHBIX CAHKIIBI 32 BhIKAPbICTAHHE HestinaH3iinara [13.

2. Harnenzsawr Ha Toe, mro ¥ JIHY ima Isana @panka éciib Head-
XOJHBI KaJpaBbl MMATIHIIbISJI, CBADOJHAE IIparpaMHae 3a0ecIisid-
9HHE BBIKAPBICTOYBACIIA He Ba YCIX MaJIpa33seHHaX YHIiBep-
citara. AGyMoOyIeHa TaTa THIM, IITO KipayHIIITBa yHIBEpCIiTITA He
HaJlae HaJIeXKHAMl yBari JIIPH3IMHAN YBICIIIHI TTparpaM.

3. IlpsIxoxziniia KaHCTaTaBAllb, IIITO BHIKAPHICTAHHE IIPAIIPbleTapHA-
ra (i HaBar HeJinPH3IHAra) TparpaMHara 3a0eCITISHHS IIPbIBOI-
3inpb J1a Pa3pbIBy MaMiK HaBy4aJ bHBIM IparpcaM y JIHY ims IBa-
na @panka i BerTBOpubIM mparcam y [T-dipmax Yipaiusl, mro
J1ae MaJICTaBbl HEKATOPBIM ajTapaM CIBSIPIKAILL IIPA CACTAPIJIAC-
IIb HaBy4YaJbHAra MIPAIRCy ¥ HABYYAJIbHBIX yCTAHOBAX Y KPaiHbI i
y upeiBarHacti ¥ JIHY imst Isana @panko [4].
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Typical mistakes when submitting a new
code to Linux kernelf

Andy Shevchenko, Espoo, Finland

Code review is a crucial part of developing a stable and robust

open source project, such as Linux kernel. New comers and
surprisingly many active and known contributors have been doing
same mistakes, like using non-scalable APIs, over and over. How
can we eliminate or avoid them? Looking at the patterns the
best practices would be suggested. In addition, relatively new
Linux kernel APIs, such as Unified Device Properties, will be
discussed.

Introduction

According to the Linux kernel v4.11 development statistics [I] the
code base is grown by nearly 300,000 lines. It means that from now
on many of new drivers and other modules are in the vanilla kernel.
While performing review on some of the drivers I have noticed that
even oldbies have been making same mistakes over and over when
submitting a new code. Majority of the issues is poor knowledge of
the library APIs in the kernel. For drivers it includes, for example,
Device Resource Management API [2], [3] or Unified Device Properties
API [], while other modules re-implement simple helper functions,
like hex2bin(), from the internal library. Besides that driver developers
often are focusing on single CPU architecture or hardware platform
which makes the code not so scalable. In the following chapters the
most occurred mistakes will be considered. In some cases the non-
obvious issues would be discussed, e.g. devim_request threaded irq()
coexistence together with tasklets and 64-bit hardware registers access
and handling.

Device Resource Management

Device Resource Management API [2] [3] is quite old idea (it dates
back to 2007!), that is still evolving, though developers don’t use or use
it in a suboptimal way.

*andy_shev@mail.ru, http://lvee.org/ru/abstracts/240
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The most recent example I have met in [5] is the following piece of
code:

ret = of address to resource(np, 0, &res xbar);
if (ret) {
dev_err(dev, "Failed toygetyxbaryresources");

return ret;

¥

if (!devm request mem region(dev, res xbar.start,
resource size(&res xbar), res xbar.name)) {
dev_err(dev, "Failed toygetyuxbaryresources");
return —ENODEV;

}

xbar _membase = devm ioremap nocache(dev, res xbar.
start, resource size(&res xbar));

if (!xbar membase) {
dev_err(dev, "Failed toyremapyxbaryresources");
return —ENODEV;

}

Obviously the developer is not familiar with non-device tree plat-
forms and Device Resource Management API. The better approach is
just missed, i.e.

res _xbar = platform get resource(pdev,
IORESOURCE_MEM, 0);
xbar _membase = devm ioremap resource(dev, res xbar)

if (IS _ERR(xbar membase))
return PTR_ERR(xbar membase) ;

In the end we got much simpler code, resource provider agnostic
— it will work on Device Tree, ACPI, or legacy platform data enabled
platforms.

Of course there are some nuances when the driver is converted to
new API. One of them is a good understanding when it’s safe to use
devm_request threaded irq(). For example, if driver is using tasklets
the TRQ handler should be removed before tasklets. It will guarantee
that no more tasks are scheduled on non-existing data.

Nevertheless previously mentioned examples maybe are not the best
ones when we speak about hardware IP blocks which would have been
using on various CPU architectures and platforms, where Unified Device
property API is a big helper.
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Unified Device Properties

Back to 2014 Rafael Wysocki had submitted a new common API [4]
for drivers to get device properties in resource provider agnostic way. It
means legacy platform data, ACPI, or Device Tree resource providers
do not require special handling anymore in the drivers.

Besides that few other subsystems, i.e. GPIO, 12C, SPI, were updated
accordingly to hide resource provider details in their core parts.

One of the recent and nice example of conversion to new API is
the commit 95129b6f0806 ("NFC: pnb44: Get rid of code duplication
in probe()”) /citeShevchenko6 along with few preparations in vanilla
kernel.

While the above is related mostly to the drivers, the small parts
of the rest of the code might have been reinventing the wheel, such as
hex2bin() helper or even more often helpers to dump small buffers in
hexadecimal or escaped format.

Special extensions of %p

How often do you need to dump several bytes from the buffer
in the log to reveal some details about an error? I'm pretty sure it
have been happening sometimes. Linux kernel vsnprintf() and thus
its derivatives implements special extensions of %p specifier [7]. In
particular, instead of reinventing hexdump functionality the developer
may just use something like:

u8 data[100};

pr_debug("Buf: %*phC\n", (int)sizeof(data), data);
/+* only first 64 bytes! x/

That code will dump first 64 bytes in hexadecimal format with ‘:’
(colon) as a delimiter.

There are also many other extensions, e.g. printing buffer in escaped
format, IPv4 and IPv6 addresses, MAC addresses, architecture dependent
types, device resources and so on.

Recommendations on how prepare changes to Linux kernel

When developer consider the code tested and ready for submission
the last things to be worth doing are:

— Check the code again for duplication.
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— Take the material from the above chapters into consideration
when doing drivers.

— Establish internal mailing list for review and review process
if it’s not done yet.

— If in doubt, feel free to ask.
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Make your own USB gadgetf*

Andrzej Pietrasiewicz, Warsaw, Poland

A widely accepted standard for adding functionality to computer

systems is the USB bus. GNU/Linux systems have long been
supporting USB hosts, but a less known fact is that they also
support USB devices. The traditional way of preparing support
for devices includes creating a kernel module, which makes the
process significantly more difficult. A new approach is presented,
which requires only shell scripting.

Introduction

Serial communication has been present since very early days of elec-
tronic computers in the semiconductor era. In serial communication in
principle the data stream is finally decomposed into individual bits
which are transmitted over the medium and such a process can be
implemented in various ways. The most widely employed standard
used to be RS-232-C, which was formalized in 1969 [I]. Since then it
has found widespread acceptance and served its purposes very well for
the next 20 years. However, with processing speed increasing rapidly a
demand for faster transmission appeared. On the other hand computer
systems miniaturization progressing stimulated dropping the usage of
voltages higher than 5V. These, among others, have been the reasons
to introduce a newer standard, better suited for the then current and
future needs. Such a standard was USB, the Universal Serial Bus [2],
first specified in 1996. The standard was and still is successful, and
there have been a number of major updates to it in 1998 [3], 2000 [4],
2008 [5] and 2013 [6].

USB high level architecture

USB is a bus with one host node and many (up to 127) device nodes
physically connected in a ,tree” topology. According to the standard
the logical topology is in fact a ,star” topology with the host being
the central unit. The roles in the communication are strictly defined.

“andrzejtp20100@gmail.com, http://lvee.org/ru/abstracts/241
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In particular, a dedicated piece of hardware is needed at both sides
of the cable (host-device) to maintain the physical aspects of data
transmission over the medium and to maintain logical interaction
between the communicating parties. While the host part is in
widespread use in all modern PCs (and other equipment) and is
supported by GNU /Linux, the devices tend to be specialized appliances
or gadgets like printers, pendrives, broadband modems or digital TV
receivers.

USB gadget support in GNU /Linux

GNU/Linux systems have in-kernel support for the device part of
USB communication, which means that provided the system running
GNU/Linux is equipped with appropriate hardware it can be turned
into a full USB device controlled by Linux kernel and userspace running
on it [7]. Device (also called gadget) supporting code is organized in a
so-called composite framework [8], which factors out code common to
all USB functions implemented on the one hand, and delegates function-
specific implementation to separate ,function” files. USB standard
requires that a device provides at least one configuration, and in a
configuration there are a number of interfaces providing interesting
services to the USB host. There can be more than one configuration,
but only one can be active at a time. Composite devices are possible,
where there are a number of functions (interfaces) and configurations
available, e.g. a mass storage device composed with a broadband modem,
where the mass storage device contains driver software for the modem.
While Linux kernel provides a rather wide choice of USB functions
(interfaces), they need to be somehow combined into a device. The
traditional way of composing such USB devices has been to provide
dedicated kernel modules, where the choice of USB functions, their
composition into configurations and the gadget identity is hardcoded.
Such an approach makes it difficult to compose new devices as it requires
the skills needed to program Linux kernel. And even provided this
difficulty is overcome, the code of the new module must be maintained
either in-house or accepted by the community to become a part of
officially maintained Linux kernel. Either of the two is not necessarily
an easy task.
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New interface for USB gadget composition

Around the beginning of 2015 a process of adding support for
composing USB gadgets at runtime out of existing USB functions has
been completed. The new approach still uses the composite framework,
but the added functionality allows the components to be specified and
composed into a gadget at runtime, which means that it is the user
(the system administrator) who controls the gadget creation process.
The interface used for this purpose is based on ConfigFS, which in
turn is a pseudo file system similar to sysfs, so all interactions of the
user controlling gadget creation use well known file system concepts.
These are: directory creation/removal (creating gadget’s configuration),
symbolic link creation/removal (grouping things together, e.g. assigning
functions to configurations), file writing/reading (specifying gadget
parameters, querying gadget parameters).

The new interface for runtime composing USB gadgets out of existing
functions allows new interesting possibilities. Among them is the helper
userspace library, libusbgx [9]. It encapsulates the ,bare” ConfigFS
interface in an easy-to-use C interface. It also supports so called gadget
schemes, which allow specifying gadget’s composition and identity in a
declarative style configuration file, rather than using an imperative style
shell scripting. The former allows the gadget creator to concentrate on
what the gadget is going to be composed of, while the latter forces the
creator to also know how the ConfigF'S interface works. Such declarative
gadget schemes enable future use of the framework e.g. for distributing
gadget schemes as installable applications.
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O Moperm Tanubrx SQL/JSON

Annpees FOpumit, Cankr-IlerepOypr, P

An SQL/JSON model is a part of SQL 2016 Standard|I] which
describes a JSON data model for SQL. It describes a jsonpath
data type as a path language and nine functions to deal with
JSON data. A new type of queries will be shown on a special
branch of PostgreSQL.

BBenenne

B noBOMI0 pemakmuio crargapra SQL[I] 6puta Brmowena SQL/JSON
MO/JIeJTb. DTO O3HAYAET, UTO CTAHJAPT Telephb Ipejrojaraer paboTy
co caabo-crpyKTypuposanabiMu JaHabMEA B JSON dopmare|2]. CYB]T
PostgreSQL umeer 10Jryi0 HCTOPUIO MOIEPKKU TAKOTO TUIA JAHHBIX
u  Temepb wuAET paboTa MO MOJIEP:KKE HOBBIX BO3MOXKHOCTEN
crangaprald]. dasee Mbl 0KazkeM, KaKue IPEUMYIIECTBA JIAET CIHOCO0
xpanerus: B JSON dopmare u Kak peosaraeTcs JIeJaaTh 3apochl K
TaKUM JIQHHBIM.

Onucanue

st 3aIpoCOB B CTaHIAPTE OIUCAHBI JIEBATH HOBBIX (PYHKIIMA, C
npedurcom JSON_ (JSON_{OBJECT, QUERY, ...1}), a Takxke jsonpath
— a3bIK 1 Hapuraruu 1o JSON. 1o yacTuunbiii anajgor XPath gy
XML. Opgnako, B OTJIUYUU OT IOCJIEIHETO, €r0 CHHTAKCHUC OBLT IIPO-
IUKTOBAH y»Ke MMEIOIMMUCS KOHCTPYKIMSAMU B javascript. Boipaske-
HIE HAYUHAETCs CO 3HaKa JI0JIIapa, [epexoJ K I0YEePHUM 3JIeMeHTaM
OCYIIECTBIIAETC oeparopoM 'Touka’. (cM. noapobuee B [3]). Ilyrs ne-
peJaeTcss BO BTOPOM apryMeHTe (byHKITHIA.

IIpumep ucrnosb30BaHUSA

Xoporreit wiaaOcTpaiyeil MOXKeT CJIYKUTh CIUCOK JIOCTOIIPUMeYa-
TespHOCTEl. JlomycTiM, MBI XOTE M ObI XPAHUTH JIOMOJTHUTEILHYO WMH-
dopMmarmio 06 THTEPECHBIX MeCTax. KCum Mbl BO3bMEM apXUTEKTYPHYIO

“andreev.yurijOgmail.com, https://lvee.org/ru/abstracts/247
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JOCTOIPUMEYIATEIHLHOCTD, TO B (hopmare JSON unpopmaliums Moria 651
OBITH 3aIIMCAHA, CJIEIYIONTIM 00pa30M:

{
"nearest_city": "city_name"
"creator": "author_name"
"style": "style_name"
"date": {
"start_centery": number
"end_centery": number
¥
¥

B Toxe Bpewmsi, Jijisi IPUPOIHBIX OOBEKTOB OECCMBICIIEHHO YKa3bIBATH
WMsI CO3JATeJNsl WIA ATy, U MOTYT IMOHAIOOUTHCA HOBBIE KJIIOYM: CBE-
JIeHus O Teppuropuu, BbicoTe, riybune. C npyroif CTOPOHBI, W Te U
IPyTue MOTYT COJIEPXKATD UMsi OTMKAMIIEro HACEJEHHOrO IIyHKTa, Te0-
rpaduYecKoe PACIIOTIOKEHNE U IIPOYee.

Sanucars nHGOPMAIMIO B 6a3y MbI MOXKEM € MOMOIIBIO0 (OYHKITHIH-
KOHCTPYKTOpOB JSON_OBJECT, JSON_ARRAY.

Ecan namu jaHHBIE cojiepyKaTcs B KOJIOHKe details, To 3aIpoc Ha
HaM4ue co3zaresisa (K04 creator) MOXKET BBINVISIETH CJICLYIOMUM
obpazoMm:

SELECT

JSON_EXISTS(details, ’$.creator?)
FROM table_name
WHERE id = object_id;

U Bepuer GysieBo 3navenue (t/f). BoiBecTu BpeMsi Hadaia CTPOUTE b
cTBa MOXKHO (pyukimeir JSON_VALUE:

SELECT

JSON_VALUE (details, ’$.date.start_centery’)
FROM table_name
WHERE id = object_id;

Tyr 3amerum, 9T0 BOOOIIE MEPUOJ, CTPOUTEIBCTBA MOYXKET OIMUCHIBATH-
CsI TI0 PA3HOMY, B 3aBUCHUMOCTH OT TOYHOCTHU UMEIOIIEics nHMOPMAIIH.
[TosToMy MOTyT ITOHAIOONTHCST PA3HBIE KJIIOYX U, COOTBETCTBEHHO, Pa3-
Had JIOTHKa B 3allpoce.
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3akJroueHue

Ipenmymecrso JSON/SQL Momenu, HOMUMO IPOYEro, 3aKJII0UAET-
CsI B TOM, 9TO MBI MOXKeM 3(PHEKTUBHO paboOTaTh C JAHHBIMU, HE UMEIO-
UMK 9€TKOH CTPYKTYPbl. KOMIIAKTHO XPaHUTh U JIAKOHUYHO IUCATD
3AIPOCHI K TAKUM JIAHHBIM, JOOABJISITH HOBBIE KITFOUH, 663 HEOOXOIMMO-
CTH W3MEHEHUs! CXeMbI TaOJIUIBI (Y4TO 3aTPATHO).

JImreparypa

[1] Crasmapr SQL, ISO/IEC 9075-2:2016, https://www.iso.org/
standard/63556 . html

[2] Crapmapr JSON, RFC 7159, https://www.rfc-editor.org/
info/rfc7159,

[3] Ouncanue jsonpath, http://goessner.net/articles/JsonPath/

[4] Ucxomusrit ko PostgreSQL, sqljson branch, https://github.com/
postgrespro/sqljson/tree/sqljson/
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DJIeKTpoMuorpaduieckKoe pacio3HaBaHue
JIBUKEHUI TIAJIbIIeB PYKH desIoBeKa Ha Haze

Arduind’

Bamaum Illamonun, Bpect, Belarus

An open hardware project for the electromyography measurements
is presented. Arduino platform is engaged in getting data from
the epidermic sensors and passing them to the receiving software
to detect and classify muscle activity. Results of fingers movements
recognition are presented for two sensors placement approaches.

Bseaenune

B macrosiee Bpemst pazpabaTbIBAETCA OOIBITIOE KOTUIECTBO YCTPOHRCTB,
MIO3BOJIATONIIX HCIIOJIb30BATH MAJIBIIBI PYK B KAY€CTBE NCTOYHUKA YIIPAB-
JISTFOIIUX CUTHAJIOB. Bce MX MOXKHO pa3je/iuTh HA TPU KATErOpUH:

— MexaHNYecKHne MaHUIyISITOPbI, IOBTOPSIONNE IBUKEHNS YeJIoBe-
4eCKOl pyKu;

— B3aUMOJIEHCTBUE ¢ OOBEKTAMU B CHCTEMAaX BUPTYAJIbHONU U/Mju
JOIIOJTHEHHOI peaIbHOCTH;

— MOHUTOPHUHT OHMOJIOTMYECKUX [1apaMeTPOB OPTaHM3MA.

ITpumenenus 3nekrpomuorpadudeckoro meroga (IMI) musa sro-
ro Kpyra 3ajad jejaerT BO3MOXKHBIM He TOJBKO PACIIO3HABAHUE CTe-
IeHU CrUOaHUs MAJBIEB ¢ BBICOKOH TOYHOCTHIO, HO TAK¥KE IO3BOJISIET
HCIOJIb30BATH MOJyYeHHbIE JAHHbIE JJIsI BHISIBJICHUST MEIUIIMHCKIX OT-
kJronennit maruenta. YMI Takke mpegocTaBisieT HOBbIE BO3MOKHOCTH
B 00J1aCTH peadUINTAIINY TI0C/Ie HHCYIbTa. K mpumepy, anTporomMopd-
Hasl POOOTOTEXHUKA, IPUMEHSIEMast B MEJIUIIHE, TI03BOJISIET PEryJIsipHO
pasrubaTh PyKy y UesIOBEKa, KOTOPBIH B pe3yJjbrare OOJIE3HU ITOTEPSIT
TAKyI0 BO3MOXKHOCTB (9T0 Ha3bIBaeTCs Hefipopeabunrarmedi, 1 mpume-
HSETCs B TOM YHCJIE [OCJIe UHCYJIHTOB U HEAPOTPABM ).

*shadimx@gmail.com, http://lvee.org/ru/abstracts/245
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Puc. 6.1. Ucnonb3yemblie nakoxkubie 3ekrpoanl Ag/AgCl (a),
BU3yaJIM3alUs CUIHAJIOB C HUX, CHATBHIX 6e3 ycusenus (6) u cxema
HOJIKJIIOYEeHUs yeuauresis (B)

AnmaparHaga niiatrdopMa 1 0COOEHHOCTH peain3aliun

PaspaboranHoe ycTpoiCTBO IIOCTPOEHO Ha ocHOBE iardopMbl Arduino.
IIpoexT pazpabarsiBaeTcs kKak open hardware, HapabOTKU JOCTYITHBI IO
anpecy https://github.com/shadimx.

[Ipu momomu Heé maHHbIE 0OPAOATHIBAIOTCS IIPHU MOAKIIOYCHUH K
[TK. DeKTpriecKyo aKTUBHOCTD MBIIIIIL TP TOMOIIN HAKOXKHBIX Ag-
3JIEKTPOJIOB, IMTMPOKO UCIOJIB3YEMBIX B MEJIUIINHCKUX [I€JIAX IIPH 3AIIHCH
KT (puc. . st 6oJiee TOYMHOTO BBISIBJIEHUS OUOIIOTEHITUAJIOB HC-
nosb3yercst cuerman3upoBanubit OpenHardware-momyns nudposoro
ycustenus curnasioB mig Arduino — muscle sencor v3 or sparkfun (puc.

[6.1)).

OcobeHHOCTU M3MepeHUit

it peleHus 3a7a9u PACIO3HABAHUS JIBUYKEHUN IaJbIlaMU BarK-
HYIO POJib urpaer Meroauka perucrparuu dMI. B pabore paccmorpenst
2 METOIUKN PErUCTPAIIMH CUTHAJIOB IIPU UCITOJIb30BAHNN HEMHBA3UBHOM
OMI.

B pamkax 1-it meromuku nosnoxkenus Ned u Neb, takke xkak u NeG
u N7 (puc. PEruCTPUPOBAINCH OTHUM 3JIeKTPo oM. CUrHAIBI 3a-
MICHIBAJIUCH OTHOCUTEJILHO KaHaJa “Reference”, mooxkenne koToporo
BBIOMPAJIOCH Ha, YIACTKE BBIIIE JIOKTsI, HA KOTOPOM OTCYTCTBYIOT COKPa-
MIEHUST MBIIIIT TTPYW JBWKEHUN TMaJbIaMu. DJIeKTPoa KaHaga “Ground”
pacrmojiarajicss B paiioHe ILJIeYeBOro cycraBa. B pamkax 2-if MeToauku
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Te 2Ke TOJIOXKEHUSI PErUCTPUPOBAJINCH OTIEIbHBIME JIEKTPOJAMU, IIPU
moJioykeHnn y1eKTporoB KauaimoB “‘Reference” u “Ground” takom ke,
KaK B 1-it meronuke. Kpome toro, cummasiocs takxke 5 auddepenim-
aJbHBIX KAHAJIOB MKy TtostoxkeHusaMu 1 n 2; 3 u4; 5u 6; 7 u 8; 9 u 10.
B pesysibrare MeTouKa ¢ UCIOJIb30BaHUEM JuddepeHInaIbHbIX KaHa-
JIOB TIO3BOJIMJIA YJIyYIIUTh OTHOIIEHUE CHHIAJ/IIYyM, 9TO 00ECIednsio
CYIIECTBEHHO JIydlliee Ka4eCTBO PACIO3HABAHUS JBUXKEHUN Kjaaccudu-
KaTopoM (puc. . OTMeTrM, YTO UCIIOJIH30BAHNE HEKOTOPHIX KAHAJIOB
He yaydInaeT paboTy Kiaaccuduraropa. s 2-#f MeToauKkn 10CTaTOIHO
UCI0JIB30BaTh 5 I pepeHInabHbIX U 2 OTIEIbHBIX KaHAJIA.

Puc. 6.2. Tlosoxkenue 31ekTposioB npu perucrparun IMIT

[TpakTudeckum METOIOM OBIIa YCTAHOBJIEHA B3ANMOCBA3b AMILIUTY-
JbI II0JIy9a€MOI'0 CUT'HAJIa Ha KOHKPETHOM y4YacTKe MBIIIIILI OT CTeIIeHN
crubaHusl NaJIbIEB PYKH.

B pesynbraTe npoBepKu BHIOpAHHBIX METOIUK U3MEPEHUs OBLIN 10~
siyuenst 65% u 95% BepOATHOCTH PABUIBLHOTO ONPEICICHUS CrUCAHMST
nasbla g 1-if u 2-if MeToIuK COOTBETCTBEHHO (pHC. . Bpewms pa-
60TbHI HanboJIee YI0BJIETBOPUTEIHHOIO aIrOPUTMa KIacCu(UKAIUU CO-
crapiisier 0,5 MC, 9TO HO3BOJISIET IIPUMEHSTDH €r0 B PEKUME PeaIbHOIO
BPEMEHU.
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Puc. 6.3. IIpumepbl pacio3HaBaHusl ABUKEHUH MU3UHIA (&, B) U
yKasarespHOro nassia (6, r) B pamkax 1-if (a, 6) u 2-it (B, r) MeTOIUK

JImreparypa

[1] Muscle Sensor v3 Kit https://www.sparkfun.com/products/|
11776
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Hubzilla — BBeaenne, BO3MOXKHOCTH,
Hubzilla-coobiectso [f

Gustav Wall, Oldenburg(Oldb), Germany

Hubxzilla is a free and open source platform running on a special
kind of web server, called a «hub», that can connect to other
hubs in a decentralised network called «the grid», providing
sophisticated communications, identity, and access control services
which work together seamlessly across domains and independent
websites. It allows anybody to publicly or privately publish content
via «channels».

Y10 Takoe Xabdb3umainaa?

Hubzilla (Xa6zwuia, B nansueiiniem Hbz) — sro miardopma B dop-
Me JIENEHTPAILHON CeTH, CO3AHHAA C TEIBI0 00ECIIEYUTh BOBMOKHOCTD

*tech@sprechrun.de, http://lvee.org/ru/abstracts/244
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obrmernst 6e3 MeH3ypbl u ¢ cobirroenneM npuBarHoctu. Cama CTPyKTy-
pa Hubrzilla ceru u Hbz nporokon Zot E| obecrieanBaOT KOMQOPTHOE
obIIeHne BCeX YIaCTHUKOB ceTw Ha paBHbix. Hubzilla obmamaer muo-
TUMU [TOJIE3HBIME CBOHCTBaMU. BayKHOCTD, 3HAYEHUE KAXKJIOI0 U3 ITUX
CBOMCTB B KaKJIOM KOHKDPETHOM CJIydae 3aBUCHUT OT TOI'O, JJIs KaKUX
1eJieit Bbl MCIIOJIb3yeTe 9TO IIaThOpMy.

CBoiicTBa, Ba>KHbI€e JIJIsI BCEX — BE3/I€CYyHIHOCTb U
JOCTYITHOCTDb

HBa 3amevarenbubix cBoficTBa Hbz moHaTHDLI, BayKHBI U TPUBJIEKA-
TeJIBHBI [T BCEX I0JIb30BaTeseil 9Toil mraTdopMbl — Be3/IECYIITHOCTD
U JIOCTYITHOCTb.

BE3IECYIIHOCTh B KoHTeKcTe Hbz 370!

— C OJIHOM CTOPOHBI B6€30eCyUHOCTND 6 OYKGANLHOM 2A00ANDHOM
CMDBICAE, T.€. CIIOCOOHOCTh U BO3MOYKHOCTH JIJIsi YIACTHUKOB CETH
Hubzilla momyauTs 10CTym 1 OIB30BaTHCA CEPBUCAMU ITON CeTH
Be3Jie, TJe YIACTHUK WU YYACTHHUIA CETH MMEIOT BO3MOXKHOCTH
BOITH B CBOIO YYETHYIO 3aIlUCh U KOHTAKTUPOBATH CBOEI'O BUPTY-
AJIHOTO Kouyrou,e2o d6otiHuka. HermcripaBHOCTH OHOTO U3 y3JI10B
HE OKa3bIBAET CYIECTBEHHOTO BIUSHIUS HUA HA PADOTOCIOCOOHOCTH
OTIETbHBIX YYACTHUKOB CETH, HA HA PabOTOCIIOCODHOCTH CETH B
LIEJIOM.

— BE3JIECYIIHOCTb B CMbICJIE BO3MOXKHOCTH € HEOOALULUMY 34TMPA-
mamu — epemeny  obmenusams  coobwenus ¢ 6oALWUM
KOAUYECTNBOM KOHMAKMOS. DTa BE3/IECYIHOCTb 00ECIeINBAECTCS
3a CIET TOrO, UTO IPH BBOJE coolImeHust yaactuuku Hbz-cetn
IPOCTBIM BBOJIOM cHMBoJIa @(cobaka) ¢ MOC/IeAYIONMM BBOIOM
KaKOH-HUOY/Ib OYKBbI I HECKOJBKUX OYKB MOTYT ITOKA3aTh BCE
KOHTAKTBI, COIep:Kalllie BBEJIEHHYIO IOC/IEI0BATEIbHOCTh CUM-
BoJIOB. Takoif KOHTAKT MOXKET OBITh U pacchbLIKOi. KarKabiii mo-
MMACYUK PACCHLJIKA MOXKET TOJyIUTh COODIIeHne 6e3 Toro, 9To OT-
[IPABUTEJIb U MOJIYYIATETb IO ITOTO ODIIAINACE.

HeobbruHO BhICOKME 3HAYEHUS JJOCTYMTHOCTU CEPBUCOB B CMBIC-
se ITIL E| SIBJISTFOTCS €IE OJTHUM YHUKaJBHBIM cBoiictBoM Hbz cetn u
JOCTUTAETCsT OIarogapst Be3AeCYIIHOCTH €TI0 YIaCTHUKOB. JIoCTyIHOCTh
CaMOW CeTH M BE3JECYIHOCTD €€ YIaCTHHKOB — 3TO JIBE CTOPOHBI OTHOM

Thttps://hub.libranet.de/help/developer/zot_protocol
?https://itsm365.ru/blog/upravlenie-dostupnostyu-availability-
management-po-itil/
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menanau. B cern Hbz nocrynHOCTD, CTAOMIBHOCTD CETH PACTET IIPOITOP-
IMOHAJBHO C YBEJINIEHNEM KOJUIECTBA €€ yIACTHUKOB.

Kouyrorumit ABOMHUK u JIpyrue ygobcTBa

Kouyroruii ABOMHUK sIBISIETCS OJHUM U3 IEHTPAJIbLHBIX TOHITHH
B Hbz-ceTu, KoTOpOe 103BOISIET peasn30BaTh B ceT 3 MEKT Be3aeCyIIl-
HOCTH. YHUKAaJIbHOE CBOMCTBO BE3I€CYIIIHOCTU BO3MOXKHO 0J1aroaps To-
My, 9TO yYaCTHUKM MOTYT Ha CBOE YCMOTPEHHUE C COTJIACUs OIeparopa
y3J1a Pa3MeIaTh CBOI0 YIETHYIO 3AMACH MapAJLIEIbHO HA PA3HBIX Y3JIaX
CeTH, YJAJIIATh 3TY 3alUCh, YTO TPUBOJUT K IMOBBIIIIEHUIO HALEXKHO-
CTH AocTyna K y4&éTHoli 3anmcu nmpaktudecku go 100%. Ecin
YYACTHUK M3MEHUT JIaHHBbIE HA OJIHOM M3 Y3JIOB, OOHOBJISIOTCS JAHHBIE
¥ Ha y3JjiaxX-JBoiiHukax. HelnpepblBHO B pexkKuMe peasilbHOIO BpPEMEHU
IBOWHUKM OOMEHWBAIOT NaHHBIE, Ojarofapsi demy Jiro0oi u3 JBOMHU-
KOB MOCTOSTHHO 3HAET TO, YTO 3HAET W €r0 MPOTATOHUCT.

docTynmHo Mo yMoJI9aHuio

Cute Ty 'omuMu BO3MOXKHOCTSIMU MOTYT TIOJTb30BaThCS BIIAJIEBITHI Y3+
Jia ocsie yctanoBku Hbz mo ymoJsrdaHwmrio:

— aJpecHasi KHUra (KOHTaKThI)

— caiiT, BeO-pecypc

— COIMAJILHBIE CETU

— dopymbr

— KaJIeHJapb MEPOIPUATHUIL

— BUKH

~ 9gar

— obsavHoe XpaHuauie GaiioB

— Habop npusoKeHuil (apps), KOTOPBI MOXKET PACHIUPSATHCA B CO-
OTBETCTBHUHU C MOTPEOHOCTAME BJIQJIE/IbIA Y3JIa.

Ob6MeH COODIEHnsIMA B CETH IIPOU3BOINTCS B COOTBeTCTBHUU C https-
MIPOTOKOJIOM. JIOTIOJIHUTETbHO MMeeTCs BO3MOXKHOCTH 3aKOINPOBATH
9aCTh WK BCE COODIIEHME TTapOJIEM.
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MHorocTopoHHE OJIJapEHHbBIN JTBOWHUK

OOIUTEIBHOCTD — CIIOCOOHOCTH OOMEHUBATH COOOIIEHUS C JPY-
CUMH CeTSIMHU, HAIIPUMEP TAKUMU Kak ,Z[Hacnopzﬂ WIn @pHHm/IKzﬂ

BcesimHocTh — CII0COOHOCTD NEPEBAPUBATEH, HHTEIPUPOBATH MHO-
xKectBo dopmaroB — HTML, upoctoii Tekct, bbcode, markdown,
application/z-php, Grarogapa 4emy MOJL30BATENU MOTYT B CBOUX CO-
OOITEHNSTX KOMOMHUPOBATE COJIEPXKUMOE U3 Pa3HBIX UCTOYHUKOB C Ma-
JIBIMU 3aTpaTaMi BPEeMEHH.

YHuBepcaJibHOCTDb, HEIIPUXOTJIUBOCTh — B 3aBUCUMOCTH OT Ha-
rpy3KH Ha KOHKpeTHOM y3Jjie Hbz, 3aBucsiimeil oT KoJmdyecTBa 3aperu-
CTPUPOBAHHBIX II0JIB30BaTE €, OT aKTUBHOCTU, B TOM YHUCJIE OT KOJIU-
9ecTBa KOHTAKTOB ITUX IMOJIb30BATE/EH U OT KOJIUIECTBa IIOCETUTe el
Ha y3Jie MOXKHO YCTAHOBUTD 9TOT y3€JI Ha COOTBETCTBYIONIEM YKejie3e —
Hbz paboraer na munu-kommbiorepe Raspberry Pi E| TaK yKe HaJIEZKHO,
Kak Ha cepsepe ¢ monrHeimumu AMD- mwim Intel-Xeon- mynsrunporec-
copaMmu.

BupryanbHblii kabuHeT — pabodee MeCTO ABOMHUKA

Zot — 31O E CHenuaJIbHBINA IPOTOKOJI, KOTOPBIil obecriedanBaer 00-
MeH nHdOpMAaIueil, yrpaBieHne JBONHAKAME U YIIPABJICHUE JOCTYIIOM
B JICLIEHTPAJILHON ceTH, cocTosImeli n3 HezaBucuMbix y3710B (hubs). Dty
cerb B Hbz-kourekcre yacro nazsisaior rpug (grid). Hbz-y3isr Bbimos-
HSIIOT pas3jinyHble (PYHKINU, BAXKHEUINE U3 KOTOPBIX JJIsl BJIAJIEJIbIa
y3ia;

— IIpeJloCTaB/IeHne BUPTYAJBHOTO KabUHeTa kKouyowemy 080t-
HUKY BJIaJIeIbIIa y3J1a, KOTOPBI NMeeT B CBOEM PaCIOPSKEHUN:
— KOHTAKTBbI BJIaJeJIbIla y3JIa
— MECTO BCTPEYH C JIPYTUMHU JIBOMHUKAMA
— CBOEro poJia Iepelarollyio CTAHIUIO C OJHUM WUJIU MHO-
KeCTBOM KaHAJIOB WJIM M34AaTeJIbCTBO C OJHUM WJIA MHO-
2KECTBOM U3JIaHUN
— cucreMy JJigd NPEenUu3NOHHOIo yIpaBJIeHUsI JOCTYIIOM K
KakKJI0My U3 OObEKTOB Ha y3Je

Shttps://ru.wikipedia.org/wiki/Diaspora
4https://ru.wikipedia.org/wiki/Friendica
Shttps://www.raspberrypi.org/
Shttps://hub.libranet.de/help/developer/zot_protocol
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— JIBOMHUK B COOTBETCTBUU C JOBEPEHHBIMU MY [TOJTHOMOYMSMY BbI-
TIOJTHSIET MACCy JeJj, CBI3aHHBIX C OOIIEHUEM C IPYTUMU IBONHI-
Kamu u3 cetu Hbz mimm ¢ rocrssmu ceTu

— NPaKTUYECKU HEOI'PAHUYEHHOE KOJTMYECTBO IIPUHAJJIEXKAIINX BJla-
JIeJIBIYY y3J1a BHPTYAJbHBIX KaOWMHETOB, KyJa OH MOXKET IIy-
CTUTBH KaK NOCMOAALUEE TYIKUX JTBONHUKOB:

— KaXKJIplii M3 4yXKUX JIBOHNHUKOB UMEET B CBOEM PaCIIOPsizKe-
HUHM IIPAKTUYECKHU T€ K€ BO3MOXKHOCTH, YTO JIBOWHHUK BJla-
IeJIbIa y3J1a, OCODEHHO eCJIM ITOCTOSIJIeN] U BJIaJeJsier] JT0Be-
PATOT ApPYT APYTY WX OHU 3aKJIIOUUIA COOTBETCTBYIOIIMIA
JIOrOBOP O HaliMe BUPTYAJIbLHOIO KaOMHETA.

Taxum obpazom cers Hbz npescrasisier coboit mpocTpaHCcTBO, Cpe-
sy obuTaHus JJIsl TBOWHUKOB, OOBEM TMOJHOMOYNN KOTOPBIX IIPEIOpe-
JIEJISIeTCsT OPUTUHAJIOM.

BosmoxkHocTu IIpnMeHeHusd

Kapruaku orobparkaior 06pa3HO WK CXeMATHIHO BO3MOXKHbBIE CIIe-
wapun npumenerus Hbz. MicroSD orobparkaer Tor dakt, 94To cepsep
Hubzilla MoxkHO ycTaHOBUTH Ha ITOI KapTe pa3MepoM ¢ HOTOTOK.

JIureparypa
[1] Hubzilla momons — http://hub2.sprechrun.de/help/

[2] The history of Hubzilla — http://www.talkplus.org/blog/
2016/the-history-of-hubzilla/
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13l
4]

Axxkaynr, nsoitnuk asropa (Gustav Wall) B cern Xab3mwmwia —
https://%hub.libranet.de/channel /nmoplus

Web of Trust Von https://commons.wikimedia.org/wiki/
User/Ogmios, — https://upload.wikimedia.org/wikipedia/
commons — |https://upload.wikimedia.org/wikipedia/
commons/4/4e/Web_of _Trust.svg,CCBY-SA3.0, https:
//commons .wikimedia.org/w/index.php?curid=30127548

Zwei gleiche Schliissel Von Sebastian Hartlaub ~— Eigenes
Werk, CC BY-SA 3.0, https://commons.wikimedia.org/w/
index.php?curid=696513
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bizusc-Ma a1 11 cynobHall yiacHaci
abo sIK mpajiaBalb aTaMbl i He OiTbI [

Mikhail Volchak, Minsk, Belarus

In the presentation different business models based on the digital

commons were summarized. The first point is a consideration
who controls a modern pool of resources and which characteristics
are critical for the resource management. In the second point
we discuss how the digital revolution change price-creation of
a digital content. Further we elaborate how to make money
and foster development based on Creative Commons principles.
The last section describes how businesses can operate based on
non-market premises and develop the third way in the content
creation, distribution and consumption.

Bizaac mamaiti s cymosbHAil yiaacHacIi abo K TpajaBallb aTaMbl i
He OITHI.

«Koxubr 36prTak crBapae HOBbI AbidinbiTy (Ceabommbr, Aumspcan)

Hait6obim yacTae mbITAHHE, STKOE 33JIAI0Ib CAYXAdbl MaI9aC JIEK-
nplil i BeICTymHAy ma ToMe pacuaycomay imaii Creative Commons: sik
TBOPYBI JaJIABEK MOXKa 3apabie y Benapyci cabe Ha XKbIIIE abo cramb
baraTbiM BeIKapbicTomBaoodbl Creative Commons yimam3ii?

[Tepas ThIM sIK AYAIE TepaiYBaIlb IITO 3HAYBIIE ObIIb 3POOIEHBIM
TBOPYBIM aryJabHBIM, 3BEPHEMCS 8 aCHOYBaY CydacHail MaJiTOKAHOMII.
Tyt Oynse massaramp d9acTKa aJgKa3y MeTa Y3pPOYHIO, a MeHaBiTa XTO
Kipye pacypcaMi.

ArynbHae cyrnoJjibHae

TNicrapbrana ckiaacs 3 aCHOYHBIX A IBIX0IA y KipaBaHHI pacypami:

1. IzapxkayHnasd MaHAIOJis, 3HAYBIb, IITO YPaJ KAHTPAJIOE BbI-
TBOPYACIb, pA3MEPKaBaHHE | CIIaXKbIBAHHE PICypCay,

2. Ilajprxo/ peIHKABBIX aJHOCIHAY KAHTPAJIIOE PICYPCHI IHCTBITYTaM
IpbIBaTHAN YIacHACIT.

3. CynonpHBISI PICYPChl — I'9TA 3HAUBIID, IIITO PICYPCHI KAHTPAJIIO-
I0I[I1a KAJEKTHIYHA, IPAMa/I3aHaMi.

**fannrm@gmail.com, http://lvee.org/ru/abstracts/253
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Hoyri wac y Benmapyci Mbl MeJti ciTyaIblio, KaJi phIHKaBBIA 1 Tpa-
MaJICKis MeXaHi3Mbl ObLI YIydaHbl § aia3iH — I3APXKAYHBI, 1 KAaHTpa-
JigBagtics ypajam (abo maprhlisii).

Anommuis 25 rom Hezanmexuacni bBesjapych abpajia  pPhIHKABBI
MexaHi3M. ¥ pasyMeHHI IIISXOy Pa3Billlld 3aMalaBajacs JIBa acHOY-
HBIX naJpixofa. Ilepisr Karka, mpa Toe, MTO [A3dpKaBa IAaBIHHA KaH-
TpaJisiBallb PICYPCHI 1 3KAHOMIKY, a JIpyTi pacoyBae CBabDOIHBI PhIHAK,
sIKi TIaBIHEH BbIKAHAIL (DYHKIIBIIO MaJdPHI3aTapa SKAHOMIKI 1 JKBIIIIIsT
rpamMaI3siH.

Aute § rarail cxeme Eciib He/laalldHEHAs] KAMIIAHEHTa — I'PaMaJCTBa.
fkoe npamanoyBae iHIIBIS BAPBISHT KipaBaHHA PICYPCaMi y aIpO3HEH-
Hi an m3aprkajHara adbo measgibepasabHara KamiTagdizma. ['9ThI maabpIxosr
basyeria Ha — CyTOJIBHBIM, ab0 CYTOJbHAM yIaCHACII.

Omianop OcTpam BbII3sijisge acCHOYHBIS 4 KaMIIAHEHTHI § KipaBaHHI
pacypcami:

— XapaKTapbICTBIKa pacypcay. SHbl HATYypaJabHBIA ab0 CTBOPAHBI
qajaBekaM, ix JGireIT, ado Jinrak, MamIb ¢Gizigayio abo Jitda-
BYIO aCHOBY!

— Hopwmbr i npasisier. [lTo kanTpasoe pacypcbl: HedapMabHBIs
HOPMBI, a00 apMaJjbHbIS MPABLIBI — 3aKOHBI?

— Jlronzi i mparmacesl. XT0 Mae JOCTYII i MO2Ka KapbICTAIa iMi, XTO
Mae ¥Iay Hal pacypcaMi, IpaMyio abo YCKOCHYO?

— Mb>arel. dx KapbicTaenia 31abbiTae, pICYypC NacTasgHHA Ja1aellla
(sx Biximespisi) abo BeifiMaera (sax HadTa)?

VY 1980-90x amdnLnacs jiabasas pasasonbia 1 CToaMaH 3 mamiedHi-
kami ab’sBiai 4 cBabozpl JjId 9KAHOMIKI cynosbHara (abo rpamajckara
HaOBbITKY Ha NAJICTaBe IPABATHBIX JaMOBay ):

— KapBICTAIIA IparpaMai;

— 3MHAHSIIb 1 BBIByYallb IPArpamy;

— pacuaycroazKBallb de;

— pacHaycIoJKBallb Y ThIM JIKY 3MeHEeHbIs KOIIil.

I'sThr pyx HajaJeil crBapbly IepajlyMaBbl J1jis JiidbaBara CyoJibHa-
ra, y siki ObLjla yKJIFOYaHbBI HE TOJIBKI KOJ, aje i KAaHTIHT.

[uTapHeT 1ay TPHI aCHOYHBIS MardbIMAaCI:

— IIpbI6i3inn KOMTO KOIii aMafb Jga HyJIsd, IMTO Jae MardbIMacilb
HeabMeyKaBaHAra THIPAXKY.

— I ayrapcrBa crasna yHiBepcasbHail 3’gBail J3e aMaJjb KOKHBI MO-
2Ka OBIIb ayTapaMm i pacmaychIKBallb CBOI KAHTIHT, Y THIM JIKY
OsICILIIATHA.
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— IIlTo ¥ cBaro 4apry cTBapbLIa HOBBISI Y¥MOBBI JIjIs KipaBaHHS P3-
cypcami. /I3e cTBapa/bHIKI KAHTIHTY KAHKYPYIOIb HE TOJBKI 3
TBIMIi, XTO IIPaJiae KAHTIHT, aJje 3 ayrapaMi, siKi pacriayciojizKBae
Aro bscHIaTHA.

TakiMm ybrHAM, ayTapay, dKis KaJAI0Nb TPBITPHIMIIBAIIIA CYIOJb-
Hara maIbIXoJly Jla KipaBaHHSI pacypcaMi CTaillb HANPOCTAae MbITaHHE:
K 3aX0YBaIOYbl KAIITOYHACIIH IKPbITara JIOCTyIa, J1a CBaéil TBOpYac-
i 3apabilb IPOIIbI?

IIIto pabiib 3 HYJISIBBIM KOIIITAM !

Hixxsit npamanaBanb! naisrxo/isl cabpanbist [Tosra Craitcni i Capait
[Tepcan 3 24 maubiHaHHSY sIKi BHIKAPBICTAJI HACTYITHBISI TIPBIHIBIIBL Y
cBaix OIZHAC MaJIRJIAX:

— Bousbm aymerropeii. Creative Commons He cTBaparoib BipyCHBI
3pdeKT, ate sTHBI CTBAPAIODL YMOBBI JJIsT CBADOIHATA PACIIAYCIO-
y. TeIM caMbIM TTpaBaKyI0ubl 3M@MEKT JaTyIIHH /18 OOTBITACII.

— Ilpeiznanne i pamyrarpisa. Creative Commons MexaHi3Mbl aTpa-
OyIoIh Ma3HAUIHHE ayTapCcTBa TBOPAY, IITO 3’syJIsiela HopMait
A8 MIMATIIKIX TpaMaJCcTBay 1 cynoabHacigy. Takmm YbiHaMm
ayTapCcTBa sIK 3HAYHBI ATPBIOYT JIJIsI JAIAHHS BAPTACIIA TBOPIAMY
IPaIYKTY.

— Packpyrka i mpacoyBaHHe. DJIEKTPOHHAsI BepCist HPAILyKT JIJIsi
npacoyBaHHs, a (pi3iuHasi K TaBap, TaKiM YbIHAM SKAHOMSIIIIA
CPOIIBI HA PIKJIAMY.

— T'yumsme ma cBaix mpasirax. Creative Commons mgae mardbimac-
IIb BbI3HAYAIH CBae IMPABLIBI TYJIbHI 1 VIIATHEHHS &y IbITOPBI, HA
PBIHKY ¥ TBIM JIKY.

— Cycrapanne. Creative Commons Jiae MardpiMacilb epamparoy-
Ballb TBOPBI 1 r9Ta YKIIOYae CHAXKBIYIOY (HAIPBIKJIA, MACTAKOY
1 My3bIKay) y CyMECHYIO TBOPYACIb, ThIM CAMBIM IIABAIIYBAI0YbI
CyBsi3i 3 TBOpaMi.

Sk 3apabasdaib rporbI?

lanoynae mplTanne ¥ raTail 9acnpl, IMITO YK CTBapae ITATKOBYIO
BapTacilb, 3a AKYIO JIOA31 raTOBbI ILJIAIIID !

BrikapbicToyBalOUbl CTAHIAPTHBIA PHIHKABBIST ME3aHI3MBbI:

[Ipagacraynenne kacramizaBanara cdpsica. KanTsurty Oscriaraa-
ra mmMaT, aje, Kab aTpbIMallb MATPIOHBI TOJbKI cabe KaHTIHT, Heab-
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xofHa 3araring. [Ipamacraynense disiunail Komii. DIeKTPOHAS KOITist
bsciaTHa, ajte diziuras plamizareia 3a rpombl. Hanpbeikiam, abr3ain
M301i 200 TEKTPOHIKI.

— Anjara 3a nepcanizaBanyio Bepciio. IlepcanaabHbl J1I0CBe TBOP-
qacri. Hampbikia r, KaHIPT, ab0 JEKIThbIs.

— Ilpomazx cBara i mepwanmaitza. Iimorki i T.11.

— Cbop rpomaii 3 pakaaMagaya i crioncapay. TpajIbIbIiiHbl Ma b
XOJI.

— CreapaJjbHIKI KAHTIHTA AILUIOYBAIONGL Mecia. Hampbikia, miar-
dopMa HABYKOBBIX apTHIKYJIAY.

— Angnara rpamsakuprit. Hanpoeikian, miardopma, Ha sKOM y3ae-
Ma/I3€HIYa0Ib KJIi€HTHI 1 TBOPIIHI.

— Armrara npeutagay. Ilnardopmbl 36iparils IPOIIbI 38 BBIKAPBI-
CTaHHe [PACYHYTHIX IHCTPYMEHTA.

— Brikaproictanae 6pauga. Hanpbikiaar, Op3mga, sKi acamblioenia 3
MYHAN SKACIIO, HaKIPYHKaM, JlaBepaM.

Aute Ecip HaKipyHaK, sIKi OOJIBII (DAKyCyeIlla Ha He PHIHKABBIX Me-
XaHi3MaXx, a Ha {3aeMHACITi:

— Csabpoyckist yHECKI abo IHTBIBIIyaJIbHBbIS axXxBspaBaHHI. UbIM
GOJIBIII THIX, XTO aTPBIMJIBAE JIAJATKOBYIO BAPTACIlh, THIM OOJIBIIT
TBIX, XTO BEPATrOIHA MOYXKA A ITPHIMAID TPAEKT.

— Cpabonus! komT. KapbicTambHIKI MIONAL CTOMBKI KOJTBKI Marka-
JAI0Ib, sIK aKT yI3SIHACIH.

— Kpayndangsar. BoipomnraBante cymoabHACIN I Taro, Kab sHa
HEe TOJIbKI TaJITpbIMaJIa, ajie i Xaresa mocuexa mpaeKTy.

3iydarlib Jgoa3eit

Axkpawms Beikapbictanasg Creative Commons, sik mpaBaBora iHCTpY-
MEHTA, 3’ dyJIsIeIa CPOAKAM HAraIBAHHS, IIITO 33 KOXKHBIM TBOPAM CTai-
I[b YaJIaBeK, THIM CaMbIM’ CTBaparOdbl Madyiié abaBsasky. Jlaseit me-
pajiyaHa mapar 19, siKisi BRIKAPBICTOYBAOIIA § HOBBIX OI3HIC Maj3-
JISIX:

— Packaszapartip ricropsii TBop4Yactii i He GasiIiia KPbITHIKi, KaMaHIa
HE JIAITYOHBI OPIH/I.

— AjxpbiTacip jga KaMyHIKanbl 1 aakasHacib. AjKazHacib — He
3HAYBINL KaHdapMi3M, a MardbIMacllb ayabITOPbIl BeJallb Palll-
3HHI 1 HmajicTaBbI.

39



Hanéka we §cé M10131 IPBLIMAIONh PAIIHHE Ha 1aJICTaBe dKAHA-
MigHA# BBITAIRI 1 sraizma. Hampeikiaam, MIIMaT XTO II9HINL MArdb-
MacCI[b IalparaBalpb pazam abo nasep ai3iH ma agHaro.
Pazrnanans monzeit sk iHapBigay. ['9Ta 3HAYBIL TpaMbIsd KaH-
TAKThI CTBApaJIbHIKa 1 KapbicTaabHIKa/ dhaHaTa.

[Iy6uiuna 3asyasyieHHe cBaix NPLIHIBIIAY. Boipaxkanne Kamroy-
HAaCIIy TaBiHHA OBIb SYHBIM, HE XaBAIOThI iX.

Bynasanp cynosbaactp. CTBapals MPaKTHIKY MATPIOHACI 1 TpbI-
HaJIEXKHACIII JIa CYTIOJIbHAM ITPAIIbI, 1 CTBAPIHHS aryJibHara aj3ina-
aymiami. CyrosibHacHb 3abipae cijibl, ajie ab’siJHOYBae BBICLIKI.
IIspeiHr  — 3HAYBIb, JaBalb OOJIBII, YbIM Opallb. AJKPBITHI
KaHTIHT — TITa He TMOoJe XAJIIYHBIX PICypcay, 1 He mpocTa mo-
CTBIHT CBaiiro KaHTIHTA, aJjie JaJaTKoBasd Bapracib.Hanpsikiram,
myHasg KyJabTypa 3HOCIHAY ab0o MaJATPBIMKI YI3eabHiKay.
VYxao4arp Jio3eit y Toe, mrto pobimt. Masbis YHECK] HAROOIIBITT
3HATHBIS.

CrarbICThIKa IaKa3Bae, IITO ¥ CBelle icHye GoJibI 3a 1.4 Miji'sipia

tBopay max CC. I'sta Hacampsdu ypaJpkBaiodas 3’sBa CBEIUBIIL IPa
HasgyHACIH CYCBETHAl CyHOJIbHACIY, sSIKast HanayHse MeHaBiTa “riubaBae
cymnosibHae”, siK aJIbTYPHATBIYHBI MIJIAX dKAHAMIYHAra, KyJbTypHara i
CAITBISITbHATA PA3BIIIld ABYM KpaifHACIIAM: I3sIprKajyHail abo phrHKaBai
MaHaIIoJIi ¥ KipaBaHHI pacypcaMi.

Jlitaparypa

[1] Paul Stacey, The new world of digital commons, 2017 (Book. Made

Wi creative Commons)

[2] Sarah Pearson, How to be made with creative commons, 2017

(Book. Made Wh creative Commons)

[3] Report. State of the commons, 2016 — https://stateof.
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AZKpBITBIA rpadiunbla npeutaabl Gimp i
InkScape. [Litochl 1 miaych][

Caarmana Epmakosiu, Minsk, Belarus

Comparison of the basic functions and particular tasks is done

for free/libre (Gimp, InkScape) and non-free (Photoshop, CorelDraw)
graphic editors from the amateur designer point of view. Things
which were successfully performed with use of FLOSS are listed

as far as those which weren’t. Also disadvantages are classified
along their severity.

Cpaboubis rpadiunbis npeutaasl Gimp i InkScape agposniBarora a
cBaix npanpbleTapubix anasaray (Bosmem, Photoshop i CorelDraw).
[Tapajraem acHOYHBIS (DYHKIIBI i TaCThIs 3aa9bI CBAOOTHBIX 1 HECBaA-
0OIHBIX TIPBLIAJIAY Ha ¥3POYHI aMaTapy JIbl3aifmy.

I'padiunbisg 3agaHHi i acHOYHBIA (DYHKIIBI
Gimp vs Photoshop
Kapskipisa dorasabiMKay.

AcHoyHbIs DYHKIBI KAPIKIBIi: APKACIH, KAHTPACHACIH, DAJIAHC KO-
Jiepay, arieHHe, HACHIYAHACID 1 IHITBIA eCIib y A3BIOX npbuiagax. Kpeixy
aJIPO3HIBAIOIIA AJIrapbITMbI I'ITHIX (MYHKIBIA. | TaMy pa3ynbrar npbi-
MSHEHHSI aJTHOH 1 To¥Ka MO2Ka, ObIIb PO3HDI.

Kamaxk: mparia ca ciasami, BeIIajieHHe POHY, 3MEHa ImaMepay,
abpa3ka.

Abpaska dony. Y Gimp éciib QyHKIBI K BBII3AJICHHS aIHATO
i Taro XK KoOJIepy VCIOJIbI, TaK 1 «MariuHas majiadkay, SKasd BbIJI3dA/se
HeKae a/IlleHHe § iHTapBaJje Kojepa. [HTapBas MOXKHA 3a/1aBallb. 3pyIHA
JUIsL anparoyisl cdararpadaBaHblx ad0 aJICKaHABAHBIX MAaJIIOHKaY. Y
Photoshop ecup «mariunast majiadkas Taxcama.

3Mmena mamepay. Y Gimp icHye acobHasi KHOIIKa Ha HaHII. Y
Photoshop — rara «rapagas kuonkas Ctrl+T, ysragamns a3e 3HaxXo0I-
3inra aHajgariaHas QYHKIBIA § TaHIAX TPbLIAIaY MaKy/Ib HEYIATI0CH.

“imfantina@gmail.com, http://lvee.org/ru/abstracts/239
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Ilpana ca caasmi. ¥ Gimp Tp30a KpbIXy OpBI3BBIYACIIA 1A
Jerayki MaJlOHKa Ha HOBBI CJION, 60 €H Jajaelnia He ayraMaTblaHa (K
upbl BeiObapsl cioio § Photoshop), a na Bipryasbubl cioil, gki neabxo-
Ha 3adikcaBarp acobHail kHomkailt Ha BbIOpaHbl. OyHKIBI OGavHACIT-
HA0ATHACII, TIepacoyBaHHs CJIagy, CKJIeHK], KallipaBaHHs, PITY/IsIBAHHS
npaspeicTacii Takcama icuyionbs y Gimp. AmHak ckiefika aj0biBaerl-
na He mamix abpanbiMi ciaagmi (sx y Photoshop), anamix cyceamimi
(BepxHi cKJeiBaena 3 HiXKHIM).

Abpazska. ¥ Gimp mardsiva agpasy 3MSHSAINb TaMep 0JIst aOPI3Ki
macyist Beaasitenns. ¥ Photoshop mamep BBIIBsITEHHST MOXKHA 3MSTHSIIT
[Ipa3 MEHIO IpaBail KHOIKi. ¥ abea3BIOX NPBLIAJIAX €CIb <«Pa3yMHas
abpaszkay, KaJji MaJIioHaK abpasaera 1ma KOHTapy.

MansiBanHe 3 HYJId

Tyr ma cyrHacii 4YacTa BBIKAPBICTOYBAIOIIIA BBIMIDN a3HAYAHBIS
bYHKIBI: TTparia ca caasMi, mpara 3 TIH3IiKaMi 1 Koepami. Y 13BIOX
IPBLIAJIAX MOKHA JIEIKA 3MAHAID 9K KOJIephl (aCHOYHBI 1 KoJsiep doHa),
maMephl 1 BiJIbI TI9H3IIIKAY, Mpa3pbhIcTalb caaéy. Takcama dacTa YKbIBa-
IOLIA KHOIIKI «pPasMBIIIy, «acCBATICHHS» 1 «3algMHEeHHs»>. AIOMHis
3Be mpajcTayiensl ¥ Gimp agHoil KHOMKaN 3 MArdbIMACIIO BBIOAPY
Jakaaaabii GyHKIb, a ¥ Photoshop — ma3BromMa acoOHBIMI KHOTIKAMI.

Ilpama 3 Takcram.

Y Photoshop mpama 3 TokcTam 3pydneii: éH Jierka Mamrabdbipyeria
(K MaJIIOHAK ), 3aX0YBAIOYbl CBOWCTBLL. ¥ GImp MsHAIb IIaMeP TIKCTA
MOXKHA TOJIbKI 3MsIHsIs U0 § aj3iHkax mpbidra (HAIPBIKIAL Y HOMH-
Tax, 1 TOJBKI ¥ aJraBeHbIM [ rarara moJi). MamrrabaBalgs TOKCT K
MaJIIOHAK MOKHA TaKCaMa, ajie TMPbI MITBIM TIKCT IepayTBapacIia ¥
MAaJIIOHAK.

ITepacoyBams TareT § Photoshop moxkua abpajiisr ciioit, Ha AKiM
saaxonzinna Taker. [lepacosanue ¥ Gimp Toxery (i IHIIBIX MAJIOHKAY,
sIKisl CKJIaIAIONIA 3 KOHTYDAY) BRIKOHBAEIIA TOJIbKI KaJi Tpamilb Kyp-
copaM MeHaBiTa Ha HATPIOHBI TIKCT (He Ha Ipabesibl i IyCThis MeCIb),
i 3 garmamMoraii Kaasimbl «shifts.

OKcmapT

Y Photoshop dbyuknpist «3axaBanp sgk» npamaHoysae Bbioap dap-
Mary 3axoyBanns. ¥ Gimp «3axaBaip sik» — I'9Ta 3aXOyBaHHE TOJIBKI
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¥ dbapmare .xcf, a kab 3axaBaip y iHIIBIX (hapMaTax HeaOXOIHA Kaphbl-
crara (GYHKIBIAN «IKCIapTaBallb K.

InkScape vs CorelDraw
KpriBbist Bes’e

. , ..

Y A3BIOX OpBLIAJIAX MPaJICTayIeHbl sIK KPbIBbIg bes’e, Tak i iHIIbIsSA
KpbIBbIst. HaMa siBaHbIsT KOHTYPBI MOXKHA PIJAraBallb 3MAHAIOYLI BY3-
JIaBbIsl KPOIIKi, 3 AKIX CKJIaIAeIIa MaJJIOHAK.

Tpacipoyka

Auraperrmbr Tpacipoyki ¥ InkScape i CorelDraw mna-smoyuanuio
posubis. ¥ CorelDraw masroHak pasbiBaera Ha KaBaJiKi, aJIMasiéBa-
Hbigd ¥ BekTapbl (HiGbiTa mas3m). ¥ InkScape masmonak Tpacipyeria Ha
KOJIBKACITh CJIaéy, SKyI0 MOXKHA 3aaib. Kami ciraey 6ombmr 3a 5-7 mMa-
JIIOHAK Y2KO BeJIbMI IIsIPKKa pajarasallb. 1 ObBae, MITo Jsardsii ajamadis-
Ballb SI'0 HAHOY Y BEKTaphI.

P yHKIIBII JIOTiKI.

Union, difference, intersection, exclusion, division — écip y a3BIOX
upbutagax. (Y CorelDraw siubl 6osibin iHTyiThIYHBLA). DyHKIBIT a0PI3-
Ki cBaeacabsiBa prasizaBaHa ¥ KoxKHait 3 ix. [laj abpaskait s Maio Ha
§Base, MITO § BaC eclib MaJIOHAK (BEKTApHBI, Il PACTPaBbl) 1 Bam Tpada
BBIPI3aIlh 3 S0 aJIMBICJIOBYIO dopMmy. Kasi rata ¢dopma — mpamany-
ronbHiK, TO ¥ CorelDraw rtakasi abpaska pobiIia KHOIKAN 3 JIS30M.
A kani dopma mpaizBosbHast, TO Mpa3 (PYHKILIIO 3MSITIIHHST Balnara
MaJrionka y kKauTditaep dopmbl. Y InkScape me BaxkHa sIKyio (opmy
Tp306a BBIPI3allb — BBIKOHBaemIa GbyHKIbIst abpa3Ki (3 MaIOHKa 3HI3Y
BbIpaszaeni@a Gpopma, MTo 3BEPXY ).

IIpana 3 T®KcTtaM, BEpCTKa

[Ipama 3 T9kcTaMm y A3BIOX IPBLIaIaX AaBoi 3pydHas. [amoynae He
3a0BIBaIlb IEPABOI3II MIPBIPTH § KPBIBBISI MIPHI IKCIIAPIIE 1 JPYKY.
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I'pagzient.

V¥ CorelDraw mparia 3 rpajgiearami 6osbin inTyiTerynaas, y InkScape

Tpa0a MPBI3BLIYALIIIA Ja BAKHA TPAITLI 3 Tpaj3ieHTam i BbioapaM KoJie-
pay JuId Kpolak Iepaxojy 1 3a/JaHHs IPa3pbICTACIN JJIS iX.

Dkcnapt

InkScape 3axoyBae § mamyasapHbIx dhapMaTax .eps .Svg, gKisd MOTYIIb

Obinp aqubiHenbis 1 ¥ CorelDraw, mi iHmbix npbiiagax. InkScape skc-
maprye TOJBKI ¥ png, mro ObiBae He 3pydHa (Jacra png BazKalp Gosedt

3a jpg)-

Yaro He xamae cBabOJHBbIM NPbLIAIAM?
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1. ¥V Gimp i InkScape ajcyTrivae nepajrsapsune i nmpara ca CMYK

ramaii. ['sTa He 3pyuHa [UIst JIPYKY, OO CKAYKAIOIIA HEKATOPDIS
KOJIEPHI.

. ¥V InkScape ajcyrriyae mpala 3 HEKaJIbKiMi CTapOHKaMi, IITO

BeJibMi HeabXO/[Ha IIPbI BEPCTIhl HEBsIIUKIX OyKJjeray i Oparryp.

.V Gimp azcyruivae 3a7aBaine CI3HAPOY (MACIAI0FHACII KAMAH],

sKis Heabxo/Ha 3pabinp 3 daitiam).

. Immapt 3 Photoshop y Gimp mardeiMbl, ajie 3HIKHYIIb HEKATOPBIsT

dinbrpbr (byHKURI), HATPBIKIAA, IeHb. Takcama mpbl iMmapie
ry0Jsieniiia IpIBa TIYAK I cJiaey, cjial YrajKkoyBaloIia ma na-
pasky (I'sra He 3pyuHa IpPbI CTBapaHHI JbI3afiHa Jyuist cafita, J3e
3BBIYAiTHA CTBAPAEIIIA IPIBA TIUAK JJIsI CJIaey 3 PO3HBIMI 3JIeMeH-
rami). Axsaporasl imnapr 3 Gimp y Photoshop nemardsivbr.

. Hpwr immapre .svg 3 CorelDraw y InkScape, ni naagsapor, Bek-

TapHbI MAJIFOHAK MOXKa CKasKalllla. BbIBae, IMITO 9KCIAPT 3aJ1€XKbl-
b ax Bepcii sk CorelDraw, Tax i InkScape.



Kaprorpaduuecknii ceppuc na OpenSource
- JIOCTYIHAsT KapTorpadust Kazk oMy

Jmutpuit Cremnanos, Munck, Belarus

In the modern world, geoinformation technologies are widely
represented in the life of both individuals and companies as
a whole. These are navigation systems, transport monitoring
systems and many-sided programs and applications that use
spatial information mapping on a cartographic basis. Modernity
as a period is an era of commercial development of GIS
(geoinformation systems), expansion of the field of their applica-
tion through integration with DBMS, the emergence of network
applications - all this has opened the way for systems that support
corporate and distributed geodatabases. This pushed develop-
ment of not only commercial geoinformation systems but also
freely
distributed products (QGIS, NextGISWEB, MapServer and others).

— T'ne kapra, Bum? Ham HyzkHa Kapra. . .

— Kakasg kapra?! YV menst HeT HUKaKOH KapTh!
— T'ne xapra?!

(mysbrduabm «OcTpos cokposuiny, 1988)

Bsegenne.

B coBpemenHOM Mupe reonH(MOPMAIMOHHBIE TEXHOJIOIUH ITOBCETHEB-
HO MIPUCYTCTBYIOT B YKU3HU KaK IMEPCOHATBHO KaXKJOTO Y€IOBEKA, TaK
¥ KOMIIAHUHN B IEJIOM. DTO HABUTAIIMOHHBIE CUCTEMbI, CHCTEMBI MOHUTO-
PUHTa TPAHCIIOPTA M MHOTOJIMKIE IIPOrPAMMBI U [IPUJIOXKEHUS, UCIIOJIb-
3yIoIie 0TobparkeHrne MPOCTPAHCTBEHHON MHMOPMAIMN Ha KapTorpa-
duueckoii ocHoBe. COBPEMEHHOCTHb KaK IIEPHOJ, — 9TO 3pa KOMMep-
uyeckoro pasputusa [YIC (reourdbOpMAIMOHHBIX CUCTEM ), PACIIUPEHNE
obstacTu ux npuMenenus 3a cuer uarerpamun ¢ CYB/I, mosiBienne ce-
TEBBIX NPWJIOKEHNN — W BCE 9TO OTKPBLIO IMYTh CHUCTEMaM, IOJJEP-
JKUBAIOIIAM KOPHOPATUBHBIE U PACIIPEJIeIeHHbIE 6A3bl TeOJIAHHBIX. DTO
CTaJI0 TOJYIKOM K PA3BUTHIO HE TOJBKO KOMEPUIECKUX MeOnH(MOpPMAIIH-
OHHBIX CHCTEM, HO U CBOOOJIHO PACIIPOCTPAHAEMBIX ITPOJyKTOB.

*d.stepanov@itg.by, http://lvee.org/ru/abstracts/242

45


d.stepanov@itg.by
http://lvee.org/ru/abstracts/242

ITocTanoBka 3amadn.

B onmoit «Mudutueckoity KOMIAHHE KaK-TO 3aMETUJIH, 9TO XOTs
B Ha3BaHWM Yy HUX €CThb CJIOBO NeOMH(OPMAIIMOHHBIE TEXHOJIOIMH, HO
YCJIyT, Ja U COOCTBEHHO IeOnH(pOPMAIMOHHBIX TEXHOJIOIHil, HeT. Pyko-
BOJUTE/M KOMIIAHUY HAILJIN HA CTOPOHE WHXKEHEPOB W IIOCTABUJIN 3a-
JIady peasmu30BaTh cobcTBeHHY0 reontndopmanuonnyio cucremy (I'MC)
Ha CBODOJIHO-PACIIPOCTPAHSIEMOM TPOIPAMMHOM ODECIIeYeHNH, HE BBSI-
3BIBAsICh B JIOPOTOCTOSIIINIA IPOIECC COBCTBEHHO PAa3pabOTKHU IPOLYKTA.

OYHKITMOHAJ PEIEeHNS JIOJI2KEH BKJIIOUATD:

— BO3MOXKHOCTH Pa3BUTHUSI CHCTEMBI KaK IMPOYKTA

— BO3MOXKHOCTb UHTEIDAIMY PEIeHNs] B CyIIeCTBYIOIIe COOCTBEH-
HBIE IPOrPAMMHbBIE KOMILIEKCHI OPTaHI3aI[Iu

— BO3MOXKHOCTB ITyOJIMKOBATH COOCTBEHHBIE KAPTHI M KapTorpadu-
YeCKHUe OCHOBBI

— BO3MOXKHOCTH PEaJIN30BBIBATE CJIOM Ha KapTOorpaduyeckoit OCHO-
Be

— cHCTeMa JIOJKHA OBITh IPOCTa B IKCIIYATAINH, Jabbl HE COJIEP-
JKaTh JIOPOTOCTOSINNN IEPCOHAJ, JJIsT UCIOJb30BaHUS (DYHKITHO-
HaJjla MPOAYKTA W B CJIydae MPOMAaKU He YCJIYTH, & COOCTBEHHO
mporpaMMHOTro perrenust, To ects I'MC.

Bri6bop penieHnus.

IIposenst anamms npemaraembrx ['MC-ardopM Ha npompuerap-
HOIl OCHOBE W ONPEIEUBIINCH C TeM, UTO Obl XOTEJIOCH IOJIyYIUTH B
WUTOTE, MBI IPUHSJINCH 33 PaboTy.

Yro nmonamodburnesa?

Kaprorpaduueckas ocuosa. ITo npuuune orcyTcTBUs (PUHAHCUPO-
BaHUs, a TAKKE U3-3a 3alIPETa IKCIJIYATUPOBATH TOKYIIHBIE KAPTHI, MBI
OCTAHOBUJIUCH HA UCIOJIHL30BAHUN COOCTBEHHOTO TailJIoBOrO cepBepa, Ha
kaprorpaduueckoii ocuose OSM (openstreetmap) [7]. [omyusprocts
JIAHHON KapTorpaduvecKoil MOJJIOKKN O0yCJIOBJIEHA, BO-TIEPBBIX, II0-
JINTUKOMN IIPEJIOCTABJIEHUSI TAMJIOB, MMO3BOJISIONIEH JIIOOOMY KeJIAIoIe-
My CBODOJIHO HCIT0JIB30BaTh Taiibl OpenStreetMap miin MHBIX KapTO-
rpaduuecKux OCHOB, paspaboranubix Ha 0aze OSM B cBomx mpmiio-
JKEHUSIX, & BO-BTOPBIX, IMPOCTOTON WX MOJKJIIOYEHUs] B COBPEMEHHBIX
Beb-kmenTax, Takux Kak Leaflet u OpenLayers.
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Ucnonp3oBanne cOOCTBEHHOTO cepBepa KapT ObLIO 0OYCIOBJIEHO
HEOOXOIMMOCTBIO HAJINYIUsT KapTOrpadudecKoil MOJIOKKH MIPU OTCYT-
cTBUM JocTyna B obmiegoctynnabiM Kapram OSM, fdunexkc Hapoauas u
T.1I. DTO MMO3BOJISET, B CIydae HEOOXOMMMOCTH Pean30BaTh MPOEKT 0Oe3
[PUBSI3KM K CTOPOHHEMY CEPBUCY KapTorpadudecKoii OCHOBBI. B or-
JIEJIBHBIX CIydasiX BMECTO KapTOrpadUIecKoil OCHOBBI MOYKHO UCIIOJIb-
30BaTh shape-cJioii, CO3TaHHbBIN HA OCHOBE KapTOrpaduIecKoil OCHOBHI.

B kadecTBe perienust Jijist CO3/IaHUsl MEYATHBIX KAPT, a TaK ¥Ke CJIO-
€B IPOCTPAHCTBEHHBIX JIAHHBIX, ObLI BHIOPAH MPOTPAMMHBIN IIPOILYKT
QGIS [I] (pacupocrpansiemsrii o smnensun GNU General Public
License) — kak yHuDUIMPOBAHHOE PELIEHUE ¢ GOJIBIIUM COOOIMIECTBOM
W COOTBETCTBEHHO MOJIEPXKKOIM Pa3HOCTOPOHHUX MOJYJIEH U MYJIbTH-
wraTOPMEHHOI aAPXUTEKTYPOil.

CepBepoB mybauKanuy JAHHBIX OBLIO TPOAHAIM3UPOBAHO HECKOITb-
KO:

— MapServer (Ha JaHHBIH MOMEHT HaBEPHOE CAMBIH MOIYJISIPHBIN

BapUAHT cepBepa JJisi IyOJUKAIUU [TPOCTPAHCTBEHHBIX JAHHBIX
— Kapr).

— QGIS Web Server (paccMarpuBasics UCKJIIOUATENLHO U3 38 BBICO-
KOT'0 YPOBHsI COBMECTUMOCTH ¢ IpoiykToM QGIS)

— NEXTGIS Web Server (IanHoe pemenue, GbLI0 HaleHO CIIy-
JaifHO M KaK Pe3yJIbTaT IIO3BOJIMIIO [TOJIYYATh MaKCUMAJIbHBIN pe-
3yJIBTAT)

[To pesysibraTam u3ydeHus: JAHHOIO HAITPABJIEHNUs, OBLI CJIEJIAH BbI-
6op B 1osIb3y 1pojIyKTa oT poccutickoit kommanuun NEXTGIS: ato oby-
CJIOBJIEHO KaK pacipocTpanenneM ux permenns mo jgunensun GNU GPL,
TakK M TeM, 9TO OHU (COOpAB BCE ONMCAHHBIE BBIIIE IIPOIAYKTHI) PEAsIH-
30BaJIM JIOBOJIBHO MHTEPECHBIN U (DYHKITMOHAILHBIH TPOYKT B «KOPO-
GOYHOM>» WCIIOJIHEHUHY, JIOCTYIHBIN JJIsT OCBOCHUST OOBITHBIM MTOJIH30Ba~
resisim [4]. Takzke MOAKYINIIO HAAYNE MOOUIIBHBIX IPUIIOYKEHUH (KJIn-
€HTOB) LIS PEJAKTUPOBAHUS CYIIECTBYIOIUX CJIOEB Ha BeO-cepBepe u
YIPaBJIEHUsSI CEPBEPOM C HAXOSICh «B IIOJIE>.

Yro xe kacaerca QGIS Web Server [5], mannoe nporpammuoe pe-
[EeHre JIOBOJBHO MTPOCTOE B KCILUIYATAIINN, HO [TO3BOJISET IIyOJINKOBATE
JIAaHHBIE KaK JIEMOHCTPAIMIO CJIOsT M KapThl, 6€3 KOHETHOTO B3anMO/Ieii-
CTBUSI C OObEKTaAMU HAHECEHHBIMH Ha KapTOrpadUIecKyio OCHOBY, UTO
caMo 10 cebe KOHEYHO Y K€ MHOI'O, HO HEJIOCTATOYHO JIJIs Peajin3aIluu
IOCTaBJICHHON 3a/1a4u.

OTebHO XOYeTCst OTMETUTh TPOAYKT MapServer, Tak Kak OH OKa-
3aJICST CTPYKTYPOOOPA3YIOIIMM IIPOLYKTOM ¥ 110 CYyTH IIPUCYTCTBYET B
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KaXkKJIOM U3 OIMCAHHBIX BBIIIE PelIeHuii. 9To 60jee yeM rubKoe perre-
HEe Ui TyOJUKAIMH MPOCTPAHCTBEHHBIX JTAHHBIX Ha KapTorpadude-
CKOIl OCHOBE, HO peajiu3alldsl Ha HeM CJI0eB TpebyeT JOIMOIHUTEIbHBIX
3HAHUI OT KOHEYHOI'O I0JIb30BaTe/Isl.

[Tpumep cosmanust mapfile jist MapServer u ciiost.

MAP
NAME "sample"
STATUS ON
SIZE 600 400
SYMBOLSET "../etc/symbols.txt"
EXTENT -180 -90 180 90
UNITS DD
SHAPEPATH "../data"
IMAGECOLOR 255 255 255
FONTSET "../etc/fonts.txt"

#
# Start of web interface definition
#
WEB
IMAGEPATH "/ms4w/tmp/ms_tmp/"
IMAGEURL "/ms_tmp/"
END # WEB

#
# Start of layer definitioms
#
LAYER
NAME ’global-raster
TYPE RASTER
STATUS DEFAULT
DATA bluemarble.gif
END # LAYER
END # MAP

JIis XpaHeHus: MPOCTPAHCTBEHHBIX JIAHHBIX OOJIBITHHCTBO PACCMAT-
pUBaeMbIX CBOOOIHO PACIIPOCTPAHAEMBIX MPOAYKTOB uctoibdyer CYB /[
PostgreSQL [8], a Tounee, mamcrpoiiky max CYBJ — PostGIS [9],
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HO3BOJISIIONLY IO XPAHUTh B ce0e IIPOCTPAHCTBEHHbIE JaHHbIe (TOYKH, 110~
JIUTOHBI, JITHAU U HEKOTOPbIe rpaduueckne 00bEKThI).

OnpIT UCIIOJIL30BAHUS B pea/ibHOM IIPDO€EKTE.

— Peammzarun npoekra mo cosmanuio omsaiu-I'VIC mis pa3mere-
HUs KYJBTYPHBIX U TyPUCTUIECKHX 00beKTOB Besrapycu Ha Kap-
TorpaduIecKoit OCHOBE, JIOCTYITHON BCEM.

m———

Kamanguszaen kommn

Arpatyrss Onmcanne Encmesnn ——

B 2 B [ o e
) BedTn N

SI0KA" appicatonnd me-ssl v

MESKA - applamaNATRIMOCtSt
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— OrobpakeHue Ha KapTorpadguueckoil ocHOBe HH(MOPMAIMHE O pa-
60Te ¢BeTOMOPOB ¢ AMHAMUIECKUM U3MEHEHNEM CTUJIUCTUKYI OTOO-
PaXkaeMoro CJIosi.

— Orobpaxkenue Ha KapTorpadudecKoili OCHOBE 30H OTHOIICHHUS K
OIIPEJICJICHHOMY T'OC. YUYDEXKJICHWIO (MUJIUIUS, I[IOJUKJIUHUKA,
K3C n 1.avl)

g

IToapITOXKUB, XOUETCsI BOCIIOJIB30BAThHCSI IUTATON U3 KMHOCEPUH TIPO
nupara /[:xexka Bopobbst:

— Ja, panbIe 3ToT Mup ObLT KyJa OOJIBIIIE. . .
— Her, Mmup ocrasica npexxkaum. CTaJlo MEHBIIE CONEPIKI-
MOTO.
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JIureparypa

(1]

Odunmasbabiit nmopras npoaykra QGIS — — http://qgis.
orgqgis.org

IIpoext QGIS na rurxabe — https://github.com/qgis/QGIS
Beb-kiment st paborsl ¢ QGIS — https://github.com/qgis/
QGIS-Web-Client

Caiir  mponykra NEXTGISQGIS — http://nextgis.ru/
nextgis-qgis/

Peammzamua QGIS WEB Server — https://live.osgeo.org/
ru/quickstart/qgis_mapserver_quickstart.html

GIS-Lab — medopmasibHOE COOBIIECTBO CIIEIUAJIUCTOB B 00JIaCTH
I'MC n 133 — http://gis-1lab.info/

Pecypc  kaprorpacdmaeckoit  OCHOBBI —  http://www.
openstreetmap.org

CYBJl — https://www.postgresql.org/

Pacimmpenne st 6a3er ganabix PostgreSQL  — http://www.
postgis.net/

IIpoexr NEXTGIS na rurxabe — https://github.com/nextgis
Caiit nponykra NEXTGIS — http://nextgis.ru/

IIpoekr NEXTGISWEB ma rurxabe — https://github.com/
nextgis/nextgisweb

Wurerparus nybsmkamuu cruieii ciaoes QGIS na NEXTGISWEB
— https://github.com/nextgis/nextgisweb_qgis
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USB attacks explained [f

Krzysztof Opasiak, Warsaw, Poland

USB is the most common external interface in the world. Even
machines which, for security reasons, are disconnected from the
Internet often offer USB connectivity. This creates a new attacks
surface for skilled hackers.

USB implementation may be exploited on various levels. To
effectively protect against such attack, knowledge about already
exploited vulnerabilities is required. This paper is a survey of
state-of-the-art USB-related attacks.

Introduction

On a very high level, USB is a communication protocol which allows
to provide and use some abstract services (functionalities). Machine
which provides some additional functionality is called a USB device and
machine which uses this functionality is called a USB host. Typically
USB host is a computer, DVD player etc. and USB device is a pendrive,
web camera or sound card but it can also be a mobile phone or tablet!
One of very famous USB features is Plug&Play. It means that USB
host is able to automatically detect new USB devices and discover
functionalities offered by them. Together with automatic support
provided by most of host operating systems it makes USB very user-
friendly and easy to use. Unfortunately, the same automation may lead
to new security threats ...

USB attacks

Popularity and blind trust in USB security seem to be one of the
major reasons why malware started spreading also using this attack
vector. From the security perspective we can distinguish three types of
attacks toward USB based on their main target:

— USB host focused attacks,

— USB traffic analysis, modification and injection attacks,

— USB device focused attacks.

*kopasiak90@gmail.com, http://lvee.org/ru/abstracts/243
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USB host focused attacks

This type of attacks aims at taking over the control of the USB
host machine. We can distinguish three subgroups of such attacks. The
first group of such attacks uses vulnerabilities in the high level system
infrastructure related to support of given USB function. Very good
examples of such attacks are Conficker [I] and Stuxnet [2], which
used the vulnerabilities in external storage support. The second group
of USB host focused attacks tries to exploit vulnerabilities in USB stack
and drivers implementation. This is mainly done by creating malicious
devices which sends specially prepared payload to exploit some buffer
overflow or other vulnerability. Very good repentant of such attacks is
Plug & Root device presented during BlackHat Conference in Las Vegas
back in 2005 [3]. Thanks to dedicated fuzzers like facedancer [4] and
umap [5] and increasing developers’ awareness USB stacks (esp. Linux
stack) are getting more and more resistant to this group of attacks.
Finally, the third group of attacks abuses Plug & Play philosophy
and blind user trust in harmlessness of USB devices. This group of
attacks became famous in 2014 thanks to BlackHat USA presentation
— BadUSB [6]. This attack simply tries to trick user to connect device
which offers different functionality than user may assume based on its
physical outfit.

USB traffic analysis, modification
and injection attacks

This type of attacks usually aims at discovering some secret
information like passwords or at modification of USB traffic to abuse
functionality expected by user. First group of those attacks are passive
listeners usually recording HID protocol which is used by for example
keyboards. Those devices are relatively cheap and are being found from
time to time in public places like libraries [7] or schools [§]. Second
group involves not only listening but also modification of USB traffic
and injection of additional messages. Recent example of such attacks
may be BadUSB 2.0 introduced by David Kierznowski and described
in [9].
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USB device focused attacks

Third type of attacks is targeted at USB devices. Usually not those
simple tiny device lie pendrive because people try to keep them safe
but rather those more complicated like mobile phones and tablets. All
those devices carry a lot of sensitive user data which can be accessed via
USB. It’s worth to mention that the same USB port is often used for
both data transfer and battery charging. Short battery life encourages
user to connect mobile device to publicly available charging stations.
This leads to hazard of unauthorized access to private data like photos
or contacts. More advanced attackers may event try to take over the
control of device using for example ADB resource exhaustion attack
[10].

Summary

USB is a extremely popular external interface. It has been adopted
to various use case and incorporated by most devices on the market.
Through being extremely usefully, USB should be also considered as a
real security thread especially in high security environments.
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BesonacnocTs B Opaysepax:
AJibrepHaTUBBL S

Anekceit Xmebuukon, Oslo, Norway

Browser makers spend a lot of effort for making SSL right
and make PKI harder then ever, but pay too little attention
to alternative methods of estimating the web site security. In
this talk I will tell about such alternative methods and a little
bit about using risk management for security level estimation.

O}KI/I,HaHI/ISI n peaJIbHOCTb

Ha nepsbix stamax BHempenuss SSL B Web, na SSL Bosnarajmch
GosbIre HaJdeXkKIbl. IIpeamnonaranoch, 9To OyaeT MIPUMEPHO TaK:

Safe
Unsafe S 6@ o 15@’
o g

Puc. 12.1. SSL-6e30macHocTs B Web: 4TO 1IIpeioiarajochk

OjtHaKo, pealbHOCTh OKa3aach cyioxkuee. Hampumep, mon30BaTh-
cst SSL crajm ¥ KOMIIBIOTEPHBIE IIPECTYITHUKH.
Cxkpusrior ¢ ¢popyma, riae DDOS-epbr mipejiaraor ¢cBou yCayru:

“alexei.khlebnikov@gmail.com, http://lvee.org/ru/abstracts/249
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Puc. 12.2. @opym kubeprpecTyIHIKOB, HA KOTOPOM IIPE/JIATAIOTCS
yearyru DDOS. SSL-ceprudukar yCcHemrtHo mporiésn mIpoBepKy

Kak Bumno, SSL-ceprudukar ycremno mpoBepeH, 3aMOYEK TOKa-
3aH. [Tosb30BaTEIb MOXKET OBITH YBEPEH, ¢ CAfiTOM «BCE B IOPSIKE>.

Bunuwm, uro ceprudukar 6paysepy onpeieIeHHO He HPaBUTCS
BuuMaTebHbIN duTATENh HABEPHOE YIKE JIOTAJIAJCS, 9TO CepTU(DUKAT
BBIITHCAH HA WMS «WWW.visa.comy», a BBEJCHHBIN ajpec — MIPOCTO
«visa.comy», 6e3 mpedukrca «www». Ho OOBIMHBIH MOIB30BATEb BP
JIX 9TO MOMMET, & BIIOJIHE MOXKET IIO/[yMaTh, 9TO €r0 aTaKyoT.

CogsceM 11oxo npuxourcs HekommepdecknuM CA. Vx ceprudukarot
OyayT IpU3HAHBI HEJEHCTBUTEIHHBIMIA 06€3 PYUHON yCTAHOBKH B Opay-
3ep, a 3HAYUT y OOJIBIINHCTBA MOJIb30BaTeseil. Bpaysep orsepraer ja-
;ke caM cafit Takoro CA [[2.4

3amMerum, 4TO Opay3epbl COBCEM HE BBIJIAIOT TAKHUX IIPEJYIPEeKIeHU
JJIsI caiiToB, KOTOphIie mpepoctasisiiorces He mo HTTPS, a mo HTTP, To
ecTb BOOOIE Oe3 ceprucukara. Takum 0O0pa3zoM, YyIPOIIEHHAS MOJIETH
SSL-6e3omacrocTr B Web BBITVISIANT CKOpee 9TO HE OYEHDb JIOTUY-
HO, TaK KaK <«IIJIOXOi» CepTUGUKAT BCE-TAKU JIYHUIITE €r0 OTCYTCTBUI.
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Puc. 12.3. Caiir mnaréxnoit cucremsl Visa. SSL-ceprudukar me
TIPOIIEST TPOBEPKY

Jlornunee 6bL10 6b1 [12.01

Bzaombr SSL

Ha sTom mpobGiembr SSL He 3akaHIunBaroTCs. 3a MPOIIE/IIIIE T0-
JIbl CITydasinch MHIMAeHThl 1 B3soMbl CA-nadpacrpykTypsl. Bor ux
HEIOJIHBIN CIIMCOK:

— 2001 — Arakyrommuit npukunyJsics corpyaaukoMm Microsoft u mo-
Jgyant y Verisign ceprucdukar st Microsoft.
— 2008 — Ha cepsuce live.com 3aperucTpupoBaH OeCIIATHBINA e-

mail sslcertificates@live.com, 3arem y Thawte mosryden ceprudu-
KaT s login.live.com.

58



) Blank page

L e, T =l ]

=

€ > X o [ [hupsiwwwcacertory/

Document: 08 | [ = Search with Google @& /

Security Issu

e

Warning Se(umyl Details

The server's certificate chain is incomplete, and the signer(s) are not
registered. Accept?

Server name:

www.cacert.org

oo e |

Update Ready

Puc. 12.4. Caiit nekommepuecckoro CA. SSL-cepruduxar He mpomén
IPOBEPKY

Safe

Puc. 12.5. SSL-6e30omacuocts 8 Web: ato mostyamiocn
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Puc. 12.6. SSL-6e3omacnocts B Web: uTo 66110 OBI JIOrndHee

— 2008 — Bazaowmbr StartCom u Comodo, y Comodo mostyden cep-
Tudukar g www.mozilla.com.

— 2009 — Bajiom ipsCA uepes NULL prefix attack, momyden cep-
TuduKAT I Www.paypal.com.

— 2011 — Bamomsr Comodo, Diginotar u TurkTrust. ITosry4enst cep-
THHUKATEI IS www.google. com, mail.google.com,
addons.mozilla.org, |login.live.com, |login.yahoo.com,
login.skype.com. [Ilyrounas araka «Honest Achmed» na Mozilla.

— 2014 — Bsmom NICCA, monmydenbl cepTudUKATHI JJjIsd JOMEHOB
Google u Yahoo.

— 2015 — Bazmomer CNNIC, WoSign, Let’s Encrypt u Symantec.
Tonyuensr ceprudurarer qus gomenos Google, GitHub u apy-
IHUX.

— 2016 — HaiiieHbl yI3BUMOCTH B HHPPACTPKYTYPaX BbIIAYU CEP-
tucdukaro y StartCom m Comodo. Beumm s 3tu ysizsBuMocTu
HCITOJTb30BAHBI M KAK — IOKA HEU3BECTHO.

A rtakzke B3JIOMBI pasHoO crenenu 3(hHEKTUBHOCTH CAMOTO TPOTO-

kosta SSL/TLS:
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— 2009 — Renegotiation attack, SSL stripping.


www.google.com
mail.google.com
addons.mozilla.org
login.live.com
login.yahoo.com
login.skype.com

— 2011 — BEAST, StartTLS injection.

— 2012 — CRIME.

— 2013 — BREACH, TIME, Lucky13.

2014 — FREAK, POODLE, Triple Handshake.
- 2016 — DROWN.

A takxke He OymeM 3a0bIBATH O MEPUOJANYECKH HAXOIUMBIX YI3BH-
MoOCTsIX B peasmsanusax SSL, manpumep Heartbleed 8 OpenSSL.

Cucrema CA HemocTaTOYHO HAOAEXKHA

o cux mop HUKTO TaK M CMOT JIaTh yOeIUTeTbHOIO OTBETA, [TOUYEMY
CaflThl U TOJIB30BATEIN JOJKHBI JOBEPATH TeM caMbiM CA, KOTOpBIX
GOJIBIIIMHCTBO TOJIb30BaTesiell B Tiiaza He Bujeso. OTBET <0 yMOJI-
YaHUIO» HA 9TOT Bompoc - nmoroMy uro CA GepyT JeHBIM 3a BBIIATY
cepTuduKaTa, ¥ eCJIi OHU BAPYT BBIIAIYT HEIIPABUJIBHBIN cepTuUKAT
wim OyIyT B3JIOMAHBI — Cpa3y MOTEPSIOT JOBEpUe, KJIUEHTOB U Pa30-
psarcsi. MHe B 9TOT apryMeHT MOYeMy-TO He O4eHb-TO Bepurcsa. Oco-
OGEHHO B CBETE M3BECTHBIX BBINIEIEPEINCTEHHBIX B3ToMOB. Kro m3 CA
MOHEC CePhE3HOE HAKA3AHUE B PE3YJILTATE B3JIOMA M IPEKPATII BbIIATY
cepruduraro? [louru Hukro. Tosbko Manerbkuit Diginotar. A B3jiom
Comodo B TOM 2Ke TOJTy, Ha Je/IaBIIui HEMAJIO IIIyMa, - CILyCTHJIA Ha TOP-
mo3zax. IToromy uro Comodo — «too big to fail». Paboraer nanpie n
MIPOJIOJIZKAET «PAJIOBATH» HAC MEPUOJINIECKUMU YSI3BUMOCTH CBOEH WMH-
dpacTpyKTyphl BbIIAYN CepTUMUKATOB. A CKOJIBKO B3JIOMOB HE CTAJIO
nocrosinueM obiiecrerHocT? A Besb CA 10BOJIBHO HEOXOTHO PACKPBI-
BalOT (GAKThI B3JIOMOB CBOEil MH(MpPACTPYKTYPhI, U ObIBAJIN YIUYEHBI B
COKPBITHH TaKOH MHMOpMAIUN.

A MozkeM Jin MBI OBITH yBepeHbl, uTo ecau B opuc CA mpugyrt co-
TPY/IHUKA MECTHBIX CIETCJIy?KO U MOIPOCIT BBIJIATH UM CepTUdHUKAT
Ha He npuHajexamuii uMm jgomeH, 7o CA orkaxker um? Ckropee, Mbl
MOXKeM OBbITh yBEPEHBI B 0OpaTHOM. A 3HAET JIM YBayKaeMblil IUTATE b,
qro B CIIIA mosmnumeit u crienciiy>K0aMu y2Ke HECKOJBKO JIeT UCIOJIb-
3ytorcs Tak HasbiBaeMble MITM boxes? DTo ycTpoitcTBO, KOTOpOE B
peanmbaOM Bpemenu ocymectBisger MITM-ataky u pacmudpoBbIBaeT
Becb SSL-tpadduk, npoxousimii gepe3 ycrpoiicrso. [Ipuaém, mosn-
30BaTe/b, KOTOPOIO IPOC/IYIINBAIOT, HE HOJIyYaeT HUKAKUX [IPeJlyIpe-
XKJIeHU oT cBoero O6paysepa, nmoromy uro MITM-box Ha Jiery BbimaéT
«IPABUJIbHBIE» CEPTUMDUKATHI JJIsI BCEX CEPBEPOB, MOCEIAEMBIX MOJIb-
zoBaresieM. Kak ycTpoitarso 310 sienaer? O4ueHb IpocTo — yCTPOMCTBO
obnasaer intermediate-CA ceprudukarom, KOTOPBIH JIO0E3HO BBIJIAH
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KpynHbIM aMepukanckuM CA, KOTOpOMy, KOHEYHO, JIOBEPSIOT Bce Opa-
y3€ephl.

Bouibmast npobiema 3j1ecb — 10 9To abcosroTHO J060it CA MoxkeT
BBIJIATH cepTUdUKAT aOCOJIIOTHO JIFOOOMY CAlTy. DTO €IE XyxKe, YeM
enuHast Touka orkaza. Jlosepue CA-nearpam — abCoOJIOTHO, a OHU
€ro, MPsMO CKayKeM, He 3aCJLyKUJIH.

A emé nekoropbie CA JI0BEPSIOT BBIIATY CBOMX CEPTH(MUKATOB JIPY-
ruM pupmam, 37aKuM guaepam. [Ipsmo Kak moak/odeHue reaedona B
cajione cBsa3u. A emé muorne CA BrosHe opunnaabHO BBILAAIOT HEKOTO-
PBIM KPYIHBIM OM3HEC-KJIMEHTAM CePTU(UKATHI, TO3BOJISIOIINE BbIIa-
BaTh JApyrue cepTudUKATHI, TO €CTh YACTUIHO JEJErUPYIOT TOTHOMO-
qust CA. Bcé a1o ysenmmuauBaer npubbiis CA, HO, K COXKATIEHUIO, YMEHb-
maer 6e30IaCHOCTh CAfiTOB U MOJIb30BATEENH.

Yem oTBedaeT MHAYCTPUSA

Kaxk Bunno, B mpobstem B xkoumernuun SSL u CA xBaraer. Yem xke or-
BevaeT uHycTpusi! IIpaBuiibHO, HHYCTPHUS OTBEYAET 3aKPy IMBAHUEM
raek. «PKI them harder». B wacTrOCTH, ITpe tarajnch Wan mpejiara-
IOTCsI CJISJIYIONINE PEIeHNUs:

— Koporkoxusyirue ceprudukars

— Ilybamgnble cIMCKU BBIIABAEMBIX CEPTU(MUKATOB

— Ob6szarenpuoe OCSP

— HTTP Strict Transport Security (HSTS)

— HTTP Public Key Pinning (HPKP) u TACK

— Convergence u Mutually Endorsing CA Infrastructure
— The Monkeysphere Project u Web of Trust

Hekoropbie u3 9Tux 1pe I0yKeHnit XOPOIn, HEKOTOPbIEe COMHUATEI b~
HBI, HEKOTOPBIE YK€ He BBIJEPKAJIU WCIBITAHUE BPEMEHEM, HO 0O0JIb-
[IUHCTBO U3 HUX IIBITAIOTCS «HAJIOXKHUTD 3aIJIATKUY Ha CYIIECTBYOILY IO
cucremy SSL u CA, BMecTO TOro, 4T00BI B3TJISTHYTh Ha, MIPOOJIEMY IIUpE.
Benp nama mesib — MOBBICUTH OE30MIACHOCTD MOJIB30BATEIS, U 3aKPY-
gquBanmne raek B PKI — mameko me eIMHCTBEHHBIN CIOCOD.

JuBepcuduKanus 3aliThl U yIIPaBJIeHNEe PUCKAMU

PKI — ne cepebpsunast myis. U He cBsamenHas koposa. Hyxxa
nuBepcudukanus cpeacts 6esomacHoctu. He cTonT cKiIampiBaTh BCe
ST B OJTHY KOP3WHY, MoJiarasch b Ha PKI.
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JHuBepcudukariys 3auThl TPUMEHSIETCA B PEaJbHOM MHUPE C Hada-
Jta BpeMéH. K€ npenMyIiiecTBO O9€BUIHBI — HET €IMHON TOYKHU OTKA3a.
Eciin mexaum3m 3amuThl BAPYT OTKA3aJ, TO

— 0e3 auBepcudUKAINA — OTKa3aJia BCS CUCTEMA,
— ¢ auBepcuduKanyeii — BO3POC PUCK, HO HE OTKA3aJia BCsl CHCTe-
Ma.

BesonacHocTh ¢ TOMOIIBIO AUBEPCUMDUITNPOBAHHON 3AINTHL U yIIPAB-
JICHUST PUCKAMM:

— IlpumensieTcs KOMILIEKC 3aIIUTHBIX MEP.

— Hu onaa u3 mep cama 1o cebe He JaéT CUIBHON 3aIUTHI.

— KoMOuHanus 3aluTHBIX Mep JaéT CUJIBHYIO 3allUTy.

— BosMmoxkHa JeraabHas OlleHKa 6€30IaCHOCTH U «OOpaTHAas CBA3h».

OrneHka ypoBHsi 6€30IIaCHOCTHU caiiTa

Bpaysep s0KeH OleHUBATL YPOBEHDb HE30MACHOCTH CARTA MCXOJIST
73 MHOTHX KPUTEPUEB, YTOOBI MIPEIOCTABIISTh KOMIUIEKCHYIO JTUBEPCH-
durnmpoBannyio 3amuTy. UT0 Ke MOKHO HCIOJIL30BaTh B KAYECTBE Ta-
KHUX KpUTEpPUEB?

ITpexkie Bcero, HECKOJIBKO MIPEJJIOZKEHII OTHOCUTEIBHO caMoro SSL.

Tak moeesioch, aro SSL mpuMeHsIOT Kak abCoOIOTHO «OecrnaMsiT-
HYIO» TexHoJioruio. B oryimune ot, Hanpumep, SSH. Kaxioe obmienue
¢ caliToM — Kak B nepsblii pa3. CMenunsics ceprudukar y cepsepa —
HUKaKOHN peakiuu y Opaysepa Ha 9710. CMmenuscsts CA — Toxke HUKAKOM
peakIum.

Crenyromnue (hakTOpbl JIOJKHBI IOHUXKATH OINEHKY 0e301macHOCTH
caiira:

— V¥ caiita apyroit ceprudurar

— U cpok jeficTBust peblIyIero He BhIIIes
VY ceprudurara Apyroit Ko

— W upenpaynmit ceprudpukar He 0TO3BaH
— Buezannas cmena CA

— Opaniysckuit CA, 6pasuiibckuii cair?

— Cwmena EV na DV

«ITaMaTh» HEIIOX0O OBI UCIIOJIB30BATH HE TOJIBKO it SSL, HO 1 /1y1st

IP:

— Kapaunanabno cmennics IP
— CoBceM Jipyrasi mojICceTh?
— Coscem jsipyrasi crpaHa?
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— Traceroute cran ropaszno kopoue (MITM?)
Bpayszep 10/17KeH TOMHUTD 0 paHee MOCEIEHHBIX caiiTax, KOraa caiT
MTPOCUT TAPOJIb:

— CailT mocermascs MHOTO pa3, 1 MHOTO Pa3 MapoJib 3/1€Ch y2Ke BBO-
JIAJICS - PUCK MEHBIIIE.

— CaiiT nocem@aercs B MEPBbIA pa3 U y¥Ke MPOCUT MApPOJb — PHUCK
6oJbIITe.

Xocrunr. Crour nposeputh whois u AS (autonomous system) info.

[Ipumep: 6ank Societe Generale.

— Xocturcst Ha AS.

— Nma AS: SOCIETE-GENERALE.

— Togkmrouena k dpaniy3ckomy 63KOOHY.

— Paboraer ¢ 1995 rozga.

Taxoit XOCTUHT 3aC/Iy2KUBAET TOBEPHS.
ITo wactu DNS M0KHO IIPOBEPUTH CJIEIYOIIIEE:
— Reverse lookup: client321.adsl-pool.isp.com
— Maurenpkuit TTL
— Kombunamnus zamuceit A, MX, NS
— Perucrparop DNS u IP:
— RIPE: puck menbiire
— GoDaddy: puck 6ouibie
Mozkuo nposepurs u TCP/IP stack fingerprint cepsepa:

— E-commerce caiit xocrurcs va Windows Home Premium?

— OTKPpBIT TIOPT, 110 KOTOPOMY CJIVIIAET <IIOIYJISPHBIN» TPOSH?

IIposepka URL:

— Cwmemanublit aiaBUT B IMEHAX TOMYJISIPHBIX CANTOB.

— Spell-check: panascanic.com, bankoffireland.ie|

— IoacTpoku: «memberss, «adsl-pool», etc.

Mpbrl BuauM Ty K€ BeO-CTpPAHHILy, UTO M OCTajbHble VHTEpHET-
[I0JIb30BATEJIM, UK HAM €€ ITOJMEeHUJIN !

— CpasHenue ¢ BeO-apXUBOM.

— Cpasuenue ¢ kamem Google.

— Cpasrenne ¢ User Agent = Googlebot.

IIpoBepka comep:kaHus caMoil BeO-CTPAHUIIDL:

— CrpaHuna neiTaercs 3a/efiCTBOBATH U3BECTHBIE YSI3BUMOCTH !

— HTML T5ru B «HENPaBUIbLHBIX> MECTaX !

— Heckombko Taros html, head, title, body?

— MHOro 00beKTOB LOAIPYKAETCHA U3 JAPYIUX JTOMEHOB?
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IIposepka Javascript Ha crpanure:
— JIJIMHHBIE CTPOKM U UX SHTPOIIUSL.
— Bososer eval(), Gosbrmoe Kosmdvectso substring(), concat(),

fromCharCode().

Jlns oneHKU GE30TMACHOCTH CTPAHUIIBI HABEPHSIKA MOYKHO HCIIOJIb-
30BaTh W OaitecOBCKU (PUIBTP, MUPOKO MPUMEHSEMbBIH JIsT OIEHKHN
6e3orracHocTu e-mail u 60pbOBI CO CIIAMOM.

3JI0yMBIIILJIEHHUKY MOTYT IIPEISITCTBOBATE aHAJIM3Y CTPAHUIIBI C I10-
MOIIBIO 00 ycKammm, Ho 00 ycKalus cama 1Mo cedbe BhI3BIBAET I10103Pe-
HUE, a 3HAYUT CHUKAET OIEHKY GE30IaCHOCTH.

ITocne Bcex mPOBEpOK, OlEHKA OE30MACHOCTH CANWTa MOXKET BBITJIsI-

JieTh, HaupumMep, [12.7]
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Puc. 12.7. Ilpumep onenku 6e3omacunoctu Web-caiita mpu
UCIIOJIB30BAHUY YIIPABJICHUST PHCKAMU
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[IpeBpamenne Android-ycrpoiicTB B
MOOUTBHBIE cepBepbl pn oMot FOSS

Buramuit Copoko, Minsk, Belarus

Modern mobile devices such as smartphones and tablets now
have powerful processors and sometime large amount of memory
inside. So these devices can be suitable for standard server tasks,
for example data warehousing and HTTP request handling. However,
since the architecture of mobiles is different from standard PCs
and servers, it is necessary to recompile open source server software
for further usage. This is not very simple process and here is the
description of key points and main ways of that.

CoBpeMmeHHbIE MOOWIIBHBIE YCTPOMCTBA, TaKne KakK CMapTGOHBI, IIJIaH-
METHl U JIaXKe «yMHBIE» FaChl, C KaXKJIbIM T'OJIOM CTAHOBSATCS BCE MOIII-
Hee n MorHee. Biraromapst yBesmauBaoonemMmycss 00beMy MaMsaTH, MHO-
rOsIJIEPHBIM IIPOIECCOPaM M HAJIMYUIO BCTPOEHHOI Oarapen OHU BIIOJIHE
MOryT paboTaTh B Ka4eCTBe MAJIEHHKOTO IIEPEHOCHOTO CepBepa, BeJlb y
HUX BHYTPH €CTh BCE UTO IJIsl 9TOIO HY?KHO — BBIYUCUTE/HHBIE MOIII-
HOCTHU W PE3EPBHBINI UCTOYHUK IMATAHUS HA CJIydail cO0d B SHEPIOCETH.
O1HAKO, TIPOTIECC TIPEBPAIEHUST MOOMIBHOTO YCTPOMCTBA B MAJIEHbK UL
[IEPEHOCHOI CepBEP HE TaK IIPOCT KAK MOYKET [MOKa3aThCsd Ha IEePBBIi
B3Isi. Jljist TOro 9ToOBI ClIesIaTh 9TO, BaM IMPUIETCS IPOUTH depes
CJIe/IyIOIre OCHOBHBIE INArN:

Tlokynka m mOATOTOBKA OOOPYIOBAHMUS.

Bri6op nabopa meobxoaumoro cepseproro 110
Kommmisinusi, ycraHoBKa u HacTpoiika cepeproro 110
IIpoBepka paboTOCIIOCOOHOCTH CUCTEMBI

OnruMusarus

G o =

Wrak miepBbIM 3TAIIOM SBJISETCHA MOKYIKA U IOATOTOBKa 000pYyIO-
Banus. Kak uzBectHo, miist paboTsl cepeeproro 110 BaM moHao0buThHCst
caM CcepBep M CeTeBOe COEJMHEHNsI, a TaKxKe 000pyIoBanue s obectre-
JeHusi paboOThI CeTeBOro coequueHusi. B kadecTBe cepBepa Mbl OyaeM
HCIIOJIB30BaTh MOOHJIBHOE ycTpoiicTBo. [losToMy, BaM MOHAI00UTHCS
cMapTdOH, IJIAHIIET WA KaKoii b0 1pyroit rajker Ha 6aze Android.

*vitalyok@tut.by, http://lvee.org/ru/abstracts/252
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Kpowme sToro, neobxonuMo Tak»Ke OLpeIe/uTbcst OyJeT I BaM JOCTa-
TOo4YHO TOJIBKO coepuuenus o WiFi wim 3G /4G/LTE. dyis Toro 4ro6sl
9TO CleJIaTh, HY>KHO YETKO MMOHMMATh B KAKUX IEJIAX OyIeT HMCIOJIb-
30BaThCs Bamr cepeep. Ecmm 310 Oyzmer mpocToit BeO-cepBep, IpeiHa-
3HAUEHHBI JIJIsI BBIIOJHEHUsI 33184, KOTOPBIM He TPeOyeTcsi TOCTOsIH-
HOe, HaJIE2KHOe 1 Oe30IacHOe COeIMHEHNe, TO BIIOJIHE OyJeT J0CTaTOu-
HO 3G/4G/LTE coenunennsi co crarmdeckuMm IP-agpecom mim obme-
Ha ganabiMu depe3 WiFi-maprmpyruzarop. CoBcem apyroe Jesio ecin
BBl 3aXOTUTE CJEJIATh MAKCUMAJILHO MPUOJINKEHHBI AHAJIOT OOBITHO-
ro cepBepa, paboTaromuit 1Mo MPOBOAHOMY coenHeHuo. JIjist 3Toro Bam
MoHa100UTCsl JIUOO yCTPOUCTBO M3HAYaIbHO obopymoBanHoe Ethernet-
noproM (a Takux ceidyac MpojaéTcs He OYeHb MHOIO), JubO Mepexoji-
uuk OTG u USB-cereBoii aganrep (mepej; mMOKyIKOH BaM HeOOXOM-
MO TPOBEPUTH TOJIEPKUBAET JIM BAIle yCTPONCTBO paboTy B KAIecTBE
USB-xocTa mpy NOIKJIIOYUEHAN JAHHOTO nepexonnuka). Kpome sroro, B
ciaydae OTG-niepexonuuka u BrHemHeit USB cereBoit KapTbl BaM HE0b-
XOIMMO OyJIeT TaK?Ke HACTPOUTDH IIPOBOJHYIO CETh, a 3TO B 3aBUCUMOCTHU
OT yCTPOMCTBA MOXKET IPECTABIATE COOOI HE OYeHb ITPOCTOM IIPOTIECC.

Ha BTopoMm 3rarme BaMm HEOOXOIUMO OIPENEJUTHCS C CEPBEPHBIM IIPO-
rpaMMHBIM OO€eCIIeYeHHeM, TO eCTh BBIOPATH IOIXO/ISINUI BeO-cepBep,
CYB/I, a Tak»Ke jpyrue BcrioMorarejbHble KOMIOHeHTHI. [locsie sToro,
BaM HYKHO OyIeT 3arpy3uThb WX Ha Ballle ycTpoicTBo. TyT K CJIOBY,
Kak ¥ B OObIYHBIX Linux cucremax crocobbl MOryT ObITh pasnbie. Ca-
MBIl JIETKHii CIOCO0 3TO KOHEYHO IIOMCK M yCTAHOBKA IOTOBOIO HAOOpa
yepe3 Google Play. [1aBHbBI HEIOCTATOK JAHHOTO CII0CO0a — 3TO 3aBU-
CUMOCTB OT IIOCTABINHWKA HAOOpa CEpBEPHBIX KOMIIOHEHTOB, 8 MMEHHO
BBI OyJIeT T0JIb30BATbCS CEPBEPHBIMU KOMIIOHEHTAMM TOJIBKO TeX BEp-
cuii, KOTOpbIE JTOCTYIIHBI B JaHHOM HabOPe, a OOHOBJIEHUsT OYILYT IIPUXO-
JUT TOJBKO BMecTe ¢ obHoBjIeHrneM Android npujioskeHust, cojepKalie-
ro JaHHblil Habop. K cjI0By, U3 JIUYHOrO OIBITA, MOTY C YBEPEHHOCTHIO
CKa3aTh YTO MHOI'ME IPUJIOXKEHUsI COjieprKalliue Takue HabOpbl OYeHb
qacTo He 00HOoBIsgIOTCsS. KpoMme 3toro, 3a Android npusoxkenus: conep-
JKalue BHYTpHU cebs HaOOp CepBEPHBIX KOMIIOHEHTOB BaM CKOPEe BCETrO
IPUIETCH 3alUIATUTh TE€M WM MHBIM 00pa3oM (Jaub0 MyTéM HOKYIIKA
[IPUJIOXKEHUs, JIOO0 Iy TEM IIPOCMOTPA COJEePXKAIIEHcsd B HEM DEKJIaMBbl).
[TosToMy, 9THM CITIOCOOGOM $I PEKOMEH/IYO TIOJIb30BATHCSI TOJBKO €CJIU BbI
COBCEM He IIOHMMAaeTe YTO Takoe Linux u Kak Ha HEM MOXKHO yCTAHaB-
JINBATH MPUJIOKEHNUS M3 MCXOMHBIX KOJ0B. Kpome mepBoro crocoba Ha
MIPOCTOPAaX MHTEPHETA BbI MOXKETe HAWTH CTATHU MPO TO, 9TO YCTAHO-
BUTH CepBepHble KOMIIOHeHTHI Ha Android BaM MOMOXKET MPUJIOKEHNE
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BotBrew (mmu anajsorununoe). B mesiom Mory ckazarh, 9TO JAHHBIH CIIO-
cob BIoJiHE PAbOTOCIOCOOEH, HO €CTh HECKOJIBKO «HO». BO mepBbIX 3Ta
BotBrew coBmecTnM Ja/ieKO He CO BCeMH yCTpoicTBaMu. BO BTOpBIX
OH CHJIBHO I'PY3UT MOOUJIBHOE yCTPOUCTBO. VI B TpeThUX 3Ta IMITyKa IO
CYTH IpEJCTaBJseT cOOOM YTO-TO CpejiHee, a MMEHHO IoCje eé ycTa-
HOBKH BBI IOJIyuuTe HeKoe mojobme Debian perosmropus m3 KOTOpO-
IO MOXKHO YCTAHABJIMBATH NMPUIOXKEHUsSI TAKUM K€ CIIOCOOOM KaK U B
Debian. C ofHO#t cTOPOHBI 3TO XOPOIIO, & ¢ JPYroi mpobaeMbl HE ca-
MBIX CBEXKHX BEPCUIl CEPBEPHBIX KOMIIOHEHTOB HUKY/JA HE HUCUYe3HyT. B
00I1eM 3TO CIIOCOO MOT'Y PEKOMEH]IOBATH TOJBKO B TeX CIIyUasix KOTJa
BaM JIEHb BO3UTBHCSI C KOMITHJISIIAEN M3 MCXOJHBIX KOJIOB, BB XOPOIIIO
3HaeTe 9To Takoe Debian m Ha CTO MPOIEHTOB YBEPEHBI YTO Ha BAIIEM
yCTpOiicTBe 9TO OyZeT paboTaTh, 4 TAKKE €CJIM CHU2KEHUE TPOU3BOIM-
TEJILHOCTH YCTPOMCTBA BAC He CUILHO OecrtokonT. U Ha Beakmit cydait
IIOJIEJIIOCH CBOMM OIIBITOM HCIOJIB30BAaHUS JAHHON IIPOIPaAMMBIL: IIOCJIE
eé ycraHOBKH ILIaHmeT Ha 6aze Android 4 craj memjieHHO paboOTATh U
PEryJISpHO JIeJIaTh ONTUMUABAINIO YCTAHOBIEHHBIX puiiozkennit. [Tocsre
TOr0 KakK s MOHSII B 9éM esio, yaaauTb BotBrew moszsosmn Tosbko
cbpoc ycrpoiicta Ha 3asojckue nacrpoiiku (Hard reset). Uroro, ec-
JIX TIOCJIe TPOYNUTAHHOI'O BBl IOHSJIM YTO IIEPBBIX JIBA CIIOCODA BaM He
[IOJION/IyT, TO CKOpee BCEro MHE YJAJOCh Bac yOeInTh 4To Hambosee
MPaBUJIBHBIA U XOPOIIUH CIIOCOD YCTAHOBKYU CEPBEPHBIX KOMIIOHEHTOB
— 9TO X cOOpKAa, KOMITMJISIIIAST U YCTAHOBKA U3 MCXOIHBIX KOIOB. Bean
TOJIbKO TaK BBl MOJIyIUTE y CceDs HA YCTPOWCTBE CaMble CBEXKHE Bep-
CHUU KOMIIOHEHTOB, KOTOPbIE K TOMY 2Ke OyIyT OTHOCHTEJIHHO OBICTPO
paboTarh u 6€30 BCAKON PEKJIaMBI.

Wrak, Tenepb 4yTh 60JIbIIIE KOHKPETUKH IPO IIPOIECC COOPKU, KOM-
MUJISIIAA U YCTAHOBKY MTPUJIOXKEHUH U3 MCXOTHBIX KOmoB 1oy, Android.
B mesoM OH MOJHOCTHIO aHAJOTHYEH TAKOBOMY B OOBIYHOM JIMHYKCE.
Bam myxHo 6ymeT ckadaTh MCXOMHBIE KOJBI ¢ OPUITHAILHBIX CANTOB
(peno3uTopues) BHIGPAHHBIX KOMIIOHEHTOB W IPUCTYIUTh K KOMITHJISI-
nuu u ycranoske. [jist aToro , kak u B Linux, Bam Haj0 Oy/1eT UCIOJIb-
3oBaTh KoMmamiy ./configure u make. Tem He MeHee eCTb U OTIIMYUSL.
Tak, manpumep, B 00IEM ciIydae BaM HEOOXOoaAuMo OyaeT cKadaTh U
ycranoBuTh Ha Bamr kommbioTep Eclipse ¢ CDT, Android SDK, NDK
U Ipoure HeoOXOJIUMblE KOMIIOHeHTHI u Oubauoreku. Cama cOOpka u
romrmmjistiiust Jyisi Android ycrpoiicTBa OyeT OCyIIeCTBIATHLCS HA Ba-
eM TIepCoHAJBHOM KoMIbioTepe. Jlasee mocie cOOpKY U KOMITUJISIITAN
BaM HEOOXOIMMO OyJIeT MOMECTUTH TOJIyYeHHbIH pe3yabrar Ha Android
YCTPOHCTBO M HEMHOTO «IIOKOJIJIOBATH» JIJIsI €10 HACTPONKY U 3aITyCKa.
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Jljist 3TOTO HY2KHO Oy/IeT IIPOBEPUTH CETEBBIE HACTPONKHU, KOH(MUIYPa-
IUOHHBIE (aiiyia KaXKJIO0ro M3 CEPBEPHBIX KOMIIOHEHTOB, HY M KOHEYHO
[IPOBEpPUTH paboTaer BCE 9TO MM HET IPU HOMOIM Opaysepa (B Ciry-
1ae BeG ceppepa) i KinenTa (B caydae CYBJ] u npyrux cepBuCOB).
ITo cyTu aT0 M ecTh 3Tanm npoBepku paborocmocodbroctu. ITocae 3aBep-
[IEHUs] JTAHHOTO ITAlla MOXKHO OYJIeT CMeJIO MOMpo0OBaTh CIEIaTh CBOE
cODCTBEHHOE TIPUJIOKEHNE ¢ HADOPOM CEePBEPHBIX KOMIIOHEHTOB, HO 9TO
HE OYeHb IIPOCTOH IPOIECC, KOTOPBIT UMEET CBOU OCOOEHHOCTH U TIOITO-
MY BBIXOJIUT 33 PAMKH JAHHOM TEMbI, TAK KaK 3aC/IyKUBAET OTIEILHOIO
paccMoTpeHus.

Hy u B 3aBepiennn, xo4y cKa3arh [apy CJIOB PO OIMTUMU3AIIMIO.
Eciin wectHO TO 663 HEE MOXKHO ODOONTHCH, HO BCE-TAKH JIyUIlEe ITUM
3aHATHCA. Ha MO B3IVIsiZ] ONTUMU3UPOBATH HAJO BCE, HO B Mepy. Ha-
9UHATH ONTUMU3BAIMIO 1 PEKOMEHIYI0 C U3MEPEHUS [TPOM3BOIUTEIb-
HOCTH BBIODAHHBIX BaMH CEPBEPHBIX KOMIIOHEHTOB U WX BJIMSHUS Ha
cucremy B 1iejioMm. Celfdac CyIecTByeT OrpOMHOE MHOXKECTBO Pa3Jidd-
HBIX MIPOIPAMM-MOHUTOPOB HAa JIFOOOI BKYC U IIBET, TOITOMY MHE JaXKe
CJIOYKHO TIOPEKOMEH/IOBATH YTO-TO KOHKpeTHOe. Barra riraBnast 3asa-
9a — 9TO IPOBEPUTDH IIPHU MIOMOIIU TAKUX IPOrPAMM HE MOSBUJIOCH JIU
y Bac Ha MOOWJIBHOM YCTPONCTBE KakKOro Jinho CepBEPHOIO KOMIIOHEH-
Ta, KOTOPBIi ITEPerpyzKaer Balle ycTpoiicTBo. Kcju ciryunioch mMeHHO
TaK, TO BaM HEOOXOAUMO JIMOO MPOU3BECTU ONTHUMU3AIIAIO CEPBEPHOIO
KOMIIOHEHTA 33 CUET M3MEHEHUsI HACTPOEK B KOHMUTypannoHHoM daii-
Jie min aiax JaHHOrO KOMIIOHEHTA, JIn0O, €C/IM IIePBOe He [TOMOLJIO,
caMoe BpeMs 3aJ[yMaThCsl O BBIOOPE JAPYTrOro KOMIIOHEHTA BBIIOJIHAIO-
mero ganabie Gy, Kak nssectao B mupe Opensource 0ObIYHO Cy-
MECTBYET HEMAJIOE YHCJIO Pa3ndHbIX BeO-cepeBepoB, CYB I u nmpounx
CEePBEPHBIX MPUJIOKEHU C OTPBITHIMUA UCXOTHBIMU KOJAMHA U BBl BCETIA
MOKeTe BBIOpATh KaKyro Ju00 6ojee JTErKOBECHYIO 3aMEHY C aHaTOT I~
HbIM (yHKIMOHaI0M. KpoMe Takoro posa onTuMu3anuii, B HEKOTOPBIX
caydasix MOTYT OBITh TaKKe II0JIE3HbI APXUTEKTYPHBIE U allllapaTHBIE
onTuMusaruu. Hampumep eci MOOGMJIBHOE YCTPOICTBO HE TSIHET HYK-
HBII BaM HAaOOP CEepBEPHBIX KOMIIOHEHTOB, TO MOXKHO JTUO0 KynuTh 60-
Jiee MOIITHOE YCTPOICTBO B3aM€H IIPE2KHEr0, JInOO PA3HECTH CEPBEPHBIE
KOMIIOHEHTHI HA HECKOJIbKO YCTPOMCTB, TEM CaMbIM IIOMEHSB apXUTEK-
TypY.

W nocnennee: B KayecTBe IOJBE/IEHUsI UTOTOB si PEINJI HAIMCATH
mapy CJIOB IPO TO, 3a9eM 9TO BCE HYKHO U ITOYEMY BOODIIE si PEITuI
9TUM 3aHATbCs. [IpeBparienne MOOMIBLHOTO YCTPOICTBA B CepBep MaéT
LEJIBIA PSIJT IPENMYIIECTB: MEHbIIIee SHEPronoTpedIIeHne 10 CPABHEHUIO
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CO CTAHJIAPTHBIMU CEPBEPAMHU, BLICOKAsi MOOMJILHOCTD (BBl MOXKETE BCE-
[Jla B34Thb cepBep ¢ coOOi KyJa YroiHO), Hy U KOHEYHO MOOHJIbHBIE
YCTPOMCTBA 3aHUMAIOT TOPA30 MeHbIme (BU3UIECKOrO IIPOCTPAHCTBA
“eM, HApPUMED, UX OpaTbsi B MOJIYJIBHOM HUCHOJHEHWH (CepBEpHI TU-
nopasmepa 1U). YV MOOGUIIBHBIX yCTPOHCTE, IPEBPAIEHHBIX B CEPBEPHI,
€CThb KOHEYHO U HEJIOCTATKU, OJUH U3 KOTOPBIX IPOU3BOIUTEIHHOCTD,
HO TYT BCE 3aBHUCHUT OT TOI'O YTO U C YeM CPABHUBATb.
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[IpakTn1ieckoe UCIOIb30BAHNE CEPBUCOB
KOHTeliHepu3aluu B obake AMa30H

Andrew Rewoonenco, Minsk, Belaru

Amazon cloud service (AWS) provides several container-based
services (EC2 CS, Lambda, CodeBuild). These services are quite
special to Amazon and differ a lot from Open Source analogs
however based on them. The goal of this report is to review
common problems based on real experience and to show solutions
author had find out.

BBenenne

CoBpeMeHHbIe TEXHOJIOTHH YaCTO OPUEHTUPYIOTCSI Ha 0DJIATHBIE Cep-
BUCBI U3-3a UX BBICOKOH HAJEXKHOCTH U IIPOCTOil pacuiupsiemoctu. O uH
u3 crapefmmx obIauHbIX TPOBAIePOB 3T0 AMa30H (0OBIYHO COKOAITA-
embiit 10 AWS). On npenocrasiisier OrpoMHbIii HAGOP PA3IUIHBIX CEP-
BHICOB, OY€HBb XOPOIIIO CBSI3aHHBIX B €JIHOE TEJI0E.

3/1ech MbI 32TPOHEM CEPBUCHI, CBsi3aHble ¢ KOHTelHepu3anueii. Jlo-
KJIaJ] OCHOBAH MCKJIIOUUTEIBHO HA SMIMPUYECKUAX BBIBOJAX (PeasbHOM
UCIIOJIb30BAHUY ), U MHOLJA JOCTATOYHO CUJIBHO PACXOIUTCH C NEKJIapH-
PYEMBIMU HMJIN OXKHJIAEMBIMU OCOOEHHOCTSIMU CEPBUCOB U UX HCIIOJIb30-
BaHUS.

W3 Gouibiioro Habopa cepBucoB AMasoHa ¢ KOHTeHepHu3aleil Mbl
PAcCMOTPUM HECKOJIBKO CEPBHUCOB, 10 KOTOPLIM €CTh JIOCTATOYHO J10-
CTOBepHas BBIOOPKA:

— cepsuc koureiinepuzaimu Amazona (EC2 CS);

— cepsuc Kparkocpounbix onepaiwuii (Lambda);

— cepsuc kommmtsinmn/ recruposanust (CodeBuild).

Obr1riee y HUX cJieTyToIee:

1. Bce a1u cepBuCH 3allyCKaOTCA HA BUPTYaJIbHBIX MAIIMHAX (MH-

craHcax), paboraomux no ynpasaeanem Amazon Linux.

2. Oum mocTpoeHbl Ha cepBuce KoHTelHepu3anuu docker.

3. Bo3MOXKHO KOHTPOJIMPOBATH IPAKTUYECKU BCE ITapaMeTpbl KOH-

TeitHepa.

“arewoonenco@gmail.com, https://lvee.org/ru/abstracts/255
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Paccmorpum nekirapupyeMoe Ha3HadYeHHE, HEIOCTATKHA U CIOCOOBI
WX WCIIPABJIEHUsT JJI KaXKJIOTO M3 CEPBUCOB.

CepBuc konreitnepusanuu Amasona (EC2 CS)

Iekapupyemoe Ha3HAYEHUE JAHHOI'O CEPBUCA ITO PA3HOOOpa3HbIE
BBICOKOJIOCTYITHBIE CEPBUCHI, 00CILYKUBAIOIINE BXOAANIINI Tpaduk, mpe-
UMYIIECTBEHHO BeO-CEPBUCHL.

OO6bIuHbIi clieHapuii paboThl: CO3Aa6TCSA KJacTep KOHTEHHEPOB M3
neckoybkux BM (uHCTAHCOB), M cepBuC 3amycKaercs Ha Hux. s Bbi-
COKOJIOCTYITHOCTH UCIIOJIBL3YETCs eIé oaun cepsuc Amasona — Basan-
cuposiuk (ELB), nepenanpasiisiioniuii 3apochl 10 HeOOXOAMMOCTH B
HECKOJIBKO KOHTEHHEPOB U JlaXKe YMEIOINil PACIHIUPSATh UX YHUCJIO IPU
[IOBBIIIIEHUY HATPY3KHU.

Ho B peasibHBIX ClleHAPUAX UCIIOJIB30BAHUS OH UMeeT DsiJl HEeJ0CTaT-
KOB:

1. ®uxcuposannoe orpanndenune CPU/Memory.

2. Ilpm pasmerennn HeCKOMbKUX KOHTeitHepoB Ha 1 BM 310 He pa-
6oTraeT, eciii KOTHEHHEPHI UCIIOIB3YIOT OJHU U T€ YK€ MOPTHI.

3. He ymeer pacupenensaTb KOHTeHHEDHI IPABUJIHHO IO JIATAIlEH-
tpam Amasona (Availability Zone), u u3-3a 3Toro HecTabHILHO
paboTaeTr 6aJIaHCHPOBIINUK HATPY3KU.

4. Ilcerma mago uMersb pe3eps 1o BM, nnave nmpu nepesalrycke cep-
Buca MOXxkHO onactb B Deadlock.

CepBuc kparkocpodnbix onepanuii (Lambda)

Iekapupyemoe Ha3HAYEHUE JAHHOI'O CEPBUCA ITO PA3HOOOpa3HbIE
BBICOKOIOCTYITHBIE KPATKOCPOYHbBIE KJINEHT-CEPBUCHI, HAIIPUMED, CHCTe-
MbI MOHUTODPHWHIA, KOHTPOJIsA, coobImenuii. meor XKETkuit uMuT Ha
BpeMst JieficTBUs — He 6ojiee 5 MUHYT, UCIOJIB3YIOT TOJIHKO CKPUIIT JIJTst
paborsl (python, java jar, javascript nodejs). He umeror Bxozsmux mop-
TOB IPUHIUITHAIBLHO, HO YMEIOT 00pabaThIBATHL COODITIEHNUST U3 OUepe/Ieit
Awmazona (ranpumep SNS).

Cepsuc o4eHb y006€eH JJIsl KPOIIEYHbIX IpOCTefimux onepanuii (Ha-
npumMep, poBeputhb Beb-ceppepa u orocsiars CMC B cirydyae HEJIOCTYTI-
HOCTH) HO 1pu 6ojiee-MeHee CephbE3HOM UCIOJIH30BAHUN OYEHDb OrDAHMU-
4geH. B peasibHbIX CIIeHAPUSIX UCIOJIL30BAHUS UMEET PsiJi HeJIOCTATKOB:

1. Usz-3a BPEMEHU HUCIIOJIb30BaHUA MHOTUE BOSMOKHOCTHU ITPUHITUITN-
AJIbHO HEJIOCTYIIHBI.
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2. Het Bxomgmux rmoptoB uiu nporokosia UDP 3a peakumu nckJo-
GEHUSIMUA.

3. Oriagka TPOCTO YUYJAOBUIIHO CJIOXKHA U3-3a WCIIOJIH30BAHUS
CloudWatch jist xpaserus Jioros.

4. Paborta c GUHAPHBIMU IPUJIOXKEHUSMU CTPAIITHO HEYTO0HA, U CJI0K-
Ha.

5. Hoctyn k cepsucy SSH Becbma HeTpuBHAJIEH.

CepBuc komnuisiuu /tectupoBanus (CodeBuild)

JekiiapupyemMoe Ha3HAYEHUE JAHHOIO CEPBUCA 3TO KOMIIUJISIIINS /C-
6opka,/TecTpoBanne Pa3HOOOPa3HOro Koja. B uease mo3sosiser 3ame-
HUTH KOMOaitH Tuia Jenkins Ha KoHTeliHepu3oBaHHbIE pernenus. CTaH-
JapTHOE WCIOJIb30BaHWEe — KCXOJIHBIA KOJI 3a0MpaeTcsi ¢ XPaHUJIAIIA
S3 (BeO-xpanmiuiie AMa30HA), CTPOUTCA B KOHTEHHEPE, 3aIUChIBACTC
cHOBa Ha S3.

CepBuc ovenb ymobeH Uil CTAHJAPTHBINA IIPOCTEHINUX Oleparuii
(CKOMIIMIIUPOBATD), HO it GOJlee-MeHee CJIOXKHBIX MPOEKTOB OIDaHMU-
4qeH. B peasibHBIX CIleHAPUSX HUCIIOJIb30BaHUs UMEET Psiji HeJIOCTATKOB:

1. Jlast cepBuca HaJl0 BHa4YaJje IOJANOTOBUTH 6a30BBIN KOHTENHED C
CcHUCTEMOIT COOPKHU.

2. Omragka MOCTPOEHUsI OYEHb CJIOXKHA U3-338 HUCHOJIb30BAHUS
CloudWatch mrst xpanerust jtoros.

3. Cama moctpoiika TpebyeT O4YeHb MHOTO BPEMEHU U3-3a JacTeil:
pa3BepHYTH KOHTeHEp, 3abpaTh (pailibl, MOJOKUATL (HaMIIbI.

4. Tlpu nocrpoiike ecTb (PUKCUPOBAHHBIN HAOOP ITAIOB, OH BBIIOJI-
HSIETCSI BECh, JIayKe eCJIM ITAIl BEePHYJ OMMOKY, U TOJbLKO B KOHIIE
COODIIAeTCS O HEyIate.

5. Uurerpanus «u3 kopobku» depes CodePipeline ¢ git (nanpumep
¢ ruTxaboM) OYeHb OIDAHUYEHA.

3akJiroueHue

Kak MbI BujinM, JeKjIapupyeMble U PeaibHbIe CIIEHAPUU UCIIOIb30-
BaHUs CepBUCOB AMa30HA BecbMa OTJIMYAIOTCs. HecMoTpsi Ha TO, 4TO
BCE CEPBUCHI 0DA3UPYIOTCS HA XOPOIIO M3BECTHBIX OTKPBITHIX PEIICHUSIX,
CTaHJIAPTHBIE CIEHAPUN WX WUCIOJIH30BAHUSI BHYTPHU CHCTEMbI AMa30H
He ToAXoAAT. la u pekoMeH10BaHHBIe caMuM AMa30HOM HE 0c000 XO-
POIIH IPU UCHOJIB30BAHUHU, YYTh OTKJIOHAIOMIEMCS OT CTAHJIAPTHOTO.
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Taurus: TecTbl Ha JIIOOUTESS

Taras Svirinovski, Minsk, Belarus

It makes sense to automate anything you repeat 10+ times.
Taurus improves experience of JMeter, Selenium and others.

CraTbsi CTABUT MEJBIO IMPOJAEMOHCTPUPOBATH HEKOTOPBIE TPUMEPDI
npakTudIeckoro nmpuMenenns Taurus tool. Marepuas mpenna3HatveH B
IIEPBYIO OYepeib Pa3pabOTINKaM U JIDYTUM TEXHUYECKUM CIEIUaJIN-
CTaM, HEIIOCPEICTBEHHO He 3aHUMAIOIIUMCS TeCTUPOBAHUEM.

Bseaenune

Taurus — 310 KpocciIaT@OPMEHHBIH TPOEKT ¢ OTKPBITHIM HCXO/I-
HBIM KOJIOM, TIpeJHa3HAYEHHBIH, B IEPBYIO O4Yepenb, JJIs YIIPOIIEHUs
aBTOMATHU3AIUN HAIPY30YHBIX U (DYyHKITMOHAJIBHBIX TECTOB. YCTaHOBKA
BECbMAa IIPOCTa — HAIl WHCTPYMEHT, B YACTHOCTH, PACIIPOCTPAHIETCS
“epes pip, MO3TOMY JIJIsl yCTAaHOBKM Bam xBaTuT Python’a (ycranosmu-
Ky 1I0j1 Win He Hy?KHO 1 3Toro). Ecrb deb- u rpm-nakers! (uro He 0co6o
AKTYaJIbHO), €CTh 00pa3 i JoKepa. MHOro JomoJHUTEILHOrO codra
MbI MOXKEM IIOCTABUTh CaMu, HO 4acTb — Her (manpumep, JVM/JDK,
TestNG, ...), HO MBI MOXKEM [POBEPATH Ha HAJMYUE B CUCTEME U B
CJIydae OCTYTCTBUS IOHSTHO PyTraTbCs.

MuHUMAaJIBHBIN CKPUIIT

Masio K10 HagmHAET PAOOTATH C HOBBIM HHCTPYMEHTOM C YHCTOTO
JINCTA, COBEPIIIEHHO He MMesT KaKux-au00 HapaboTok. IlycTs y HaC mme-
€TCsl KATAJIOr CO CKPUIITaMu Jijid selenium, nanucanabivu Ha Python (a
emg Java, JavaScript,. ..). CaMbIM TIOMYyJIAPHBIM CIIOCOOOM 03a/Ia9UTh
Tarus siByisieTcst epegada emy ckpunra Ha s3bike YAML. Pacemorpum
KAaK BBIIVISJUT BLIIOJIHEHNE TOTOBBIX CKPUIITOB:

execution:
- executor: selenium
scenario:
script: python_tests/

“grey.fenrir@gmail.com, https://lvee.org/ru/abstracts/246

74


grey.fenrir@gmail.com
https://lvee.org/ru/abstracts/246

Komananast crpoka:
\$ bzt jil.yml

[Toce 3amycka BbI yBUANTE IICEBAOTPAPUIECKYIO KOHCOIb. BO MHO-
IUX CJIydasi OHA He 00s3aTe/bHA, HO THKH JIIODSIT, TI09TOMY MBI PEITUIH
eé nobaBuTh. Pazymeercsi, BOSMOXKHOCTH BH3yaJH3aIMA B TEKCTOBOM
peXKUMe OUpaHUYeHbl, HO MBI MOXKEM II0Ka3aTh HEMAJ0 — TEKYIILYIO
HAIPY3Ky B XUTaX/CEeK, U3MEHEHHE BPEMEHHU OTKJIMKA, BO3HUKAIOIINE
OMOKY ¥ IIPEJIyNPeXKIeHHs], 3aTpadeHHOe/OCTaBIIeecss BpeMsl TecTa
u muoroe gapyroe. Ilocie okornvyanust paborsr Taurus’a MOXKHO BUJIETD
KPaTKAN 0TYeT, KPOME ITOrO JJIsT KaXKJIOTO 3aIlyCKa CO3/IaeTCsl KaTaaor
¢ daiinamu joros n orveros (artifacts dir).

TecT ¢ napameTrpamu

VenoKHUM CKPUNT U pa3bepeM HEKOTOpble 06a30Bble ONIUU U BO3-
MOYKHOCTH.

execution:

- executor: jmeter
concurrency: 10
ramp-up: 30s
hold-for: 1im
scenario:

requests:
- http://blazedemo.com
modules:
jmeter:
version: 3.1

3/iech MBI yKa3aju apaMerpbl Tecta (MHCTpyMeHT — jmteter, gecsaTb
BUPTYaJIbHBIX IOJIb30BaTe e, HOJIMUHYThI JUHEHHOIO POCTa HAIPy3KH,

MUHyTa €€ HOJJIepKaHusl), CleHapuil Tecra (IIOJYYUTh CTPAHUILY IO
URL’y) u napaMerp Jijisi THCTPYMeHTa, (3aIIpOoC KOHKPETHOH Bepcun ).

Multi execution

Paccmorpum HECKOIBKO 60JIee Pa3BUTHIN ClieHAPWL:

execution:
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- executor: jmeter
concurrency: 10
hold-for: 1im
ramp-up: 30s
scenario: shared_scenario
- executor: pbench
concurrency: 3
hold-for: 20s
delay: 10s
scenario: shared_scenario
scenarios:
shared_scenario:
requests:
- http://blazedemo.com

O6paruTe BHUMaHNE Ha OIUCAHNE CTPYKTYPHI B si3bike YAMI — uepap-
XUs OIPEENIAeTCsT OTCTYIAME, SJIEMEHTHI CIINCKAa HAYUHAIOTCH C Je-
duca, Bce OCTAIBHBIE JIEMEHTHI, HUMEIOIUe TOIIUNHEHHYIO CTPYKTYDY,
CUUTAIOT KJIFOYaMU CJIOBapsi. 371eCh MBI BHJIMM 3aIPOC BBITOJHUTH J1Ba
TecTa ¢ Pa3HBIMH MHCTPYMEHTAME, BDEMEHHBIMU M KOJIUYECTBEHHBIMU
MMOKAa3aTeJIsIMHA, HO C OIHUM BBIJEJIEHHBIM clieHapueM. J[jist pazaoobpa-
3Usi 3aIyCTUM TECT C KJIIOUYOM -report um mosiodyemcs Ha pe3yJbTaThl.
Ocoboii oJIB3BI TIOKa HETY, HO YTO-TO SIBHO PabOTaeT.

ApyxkenrobHbIil selenium

Ciemyromnuii TecT O3BOJISIET 3aUTH U BbIiiTH 13 BeO-1104uThI. O1ieHn-
Te KpaTKOCTh, YUTAOEIbHOCTH, JIEFKOCTh COCTABJIEHUsI W BU3YyaJIbHBIN
KOHTPOJIb pabOTHI.

execution:
- executor: selenium
scenario:
browser: Chrome
requests:
- url: \url{https://mail.ru
actions:
- keysByName(Login): strange_user
- keysByName (Password): secret_password
- clickByID(mailbox__auth__button)
- waitByLinkText (Brxox)
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- clickByLinkText (Bbxox)

ABTOMaTu3arus

PaccMoTpum THIIYHYIO aBTOMATUA3AIUIO TIOCPEICTBOM CSV-(DaiilioB.
Urak, myckait UMeIOTCs CJEIYIONNE JaHHbIe:

\$ cat urls_and_keywords.csv
URL,KEYWORD
\url{https://java.com, Java
\url{https://www.python.org,Python
\url{https://lvee.org,LVEE 3017

3/ech MbI BUJIUM Yepe3 3allATYI0 ajpeca U KJJYeBble CJIOBa Ha CTPa-
unurie. [locenass cTpouka JOJKHA BBI3BIBATH OIMHMOKY, TAK KaK KOH-
depeHIUst ¢ TAKMM Ha3BAHUEM B 9TOM T'OJIy HE ITPOBOJIATCSI.

execution:
- concurrency: 2
iterations: 2
scenario:
data-sources:
- urls_and_keywords.csv
requests:
- url: \${URL}
assert:
- \${KEYWORD}

[Tocjie BBITOJIHEHUST 3TONO CKPUIITa, MBI 3arjisiHeM B kpi.jtl, pa3meren-
Hbli B artifacts dir. Dot daiin aBaseTcs: CSV-0TIeTOM, KOTOPBIN BEPHYJI
jmeter. ObpaTnM BHUMaHUE Ha CJIELYIONLYIO YaCTh TAOIHIIBI:

label responseCode success
https://java.com 200 true
https://www.python.org 200 true
https://lvee.org 200 false
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31ech BUIHO, KAK BUPTYAJbHBIN [I0JL30BATEIb 110 OYEPE/IU 3aIpa-
IMUBAET afpeca U3 CIIMCKA, ONPEIEIeHHoro B csv-daiine. OTBeTH mosry-
ugensl (RC 200), HO nocjenuuii ajgpec He IIPOIIET IIPOBEPKY — U MbI
yKe 3HaeM, nodeMy. Ha 9ToM s 2Kejtaro BaM yJadd C HCIOJIb30BAHU-
€M HAIero MHCTpyMeHTa. Mbl Beerga pajpl IOMOYb BaM, BLICIYIIATH
[PEJJIOKEHNs] U PACCMOTPETD ILyJLJI-PEKBECTBL. 38 KOHTAKTAMU U JIOKY-
MeHTaluel npomry Ha gettaurus.org.
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The Invisible Internet Project [

Andrew Savchenko, Moscow, Russian Federation

This talk discusses why I2P network is needed, provides an
insight on how the I2P network works, how it is different from
Tor. Some use cases and safety tips will be discussed.

Introduction

The internet was created as a military DARPA project with security
model oriented on external threat like infrastructure destruction. But
its stack was not designed to withstand internal threats like IP spoofing
or malicious routes injections, or to provide any kind on anonymity.

BPG hijacking cases are quite often these days [I], providers can
easily spoof IP addresses or DNS names, http traffic is not secure and
even https may be hijacked by bogus or broken CA providers. Search
engines, markets, providers and other parties are actively collecting
private user data.

To remedy this problems the Tor network was created. While it is
a great achievement and compensates aforementioned problems up to
a large extent, it is not perfect as any pioneer solution and was already
compromised by the powerful adversaries [2]. The main Tor drawbacks
are:

— highly centralized architecture

— most users use entry points and most resources are accessible

using exit nodes, so endpoints are not protected from monitoring
and spoofing

— just 1 hop between entry and exit points, this simplifies statistical

analysis

To remedy these problems the second generation of overlay networks
was created: the I2P (Invisible Internet project).

How I2P works

I2P and Tor have somewhat different goals: Tor is focused on
providing an anonymous access to the Internet resources, while providing

*bircoph@gmail.com, http://lvee.org/ru/abstracts/258
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hidden services as an additional byproduct. I2P is focused on hidden
services only, the network itself does not provide any entrance or exit
points to the clear net; of course it is always possible to setup gateways
both ways on individual machines.

In I2P each node, every client or server are the network routers
by design. Routes in I12P are unidirectional, so request and replies are
travelling different paths. Furthermore I2P does not use onion routing
scheme like in Tor, instead it uses the garlic routing [3]: it is a multi-
layered encryption scheme:

— each transmitted packet is being encrypted and split into chunks

which are send via different tunnels

— each chunk is mixed with random chunks from transit traffic to

form a new packet

— between routers P2P encryption is used the same way as in onion

scheme

— number of hops is not limited and may be changed run-time

depending on application needs (usually 2 —3 hops are used)

— multiple different unidirectional tunnels are being used to send

and receive data

This way even if adversary will be able to break router-to-router
decryption only chunks of random encrypted packets will be available.

All I12P peers are addressed by 516-byte (or longer) keys containing
256 bytes of public key and 128 bytes of signature. For convenience
each address can be shortened to 32 bytes using SHA-256 hash, these
addresses are known as b32.i2p. The tunnels for these addresses are
available using DHT. This way it is not possible to spoof peer’s address
like it can be done in IP network and with much more effort in Tor
network, since Tor uses now insecure SHA-1 for that purposes. Only
private key holder can decrypt assembled packet.

There is not DNS service in I12P. Address books are used instead
and can be fetched from multiple sources, they are just maps between
shorter names and b32 addresses and contain full public key for each
b32. Of course each host is reachable using b32 address as well. This
way is resilient to an attack on centralized directories like in case of root
DNS servers or Tor directory services, because there are not directory
servers in 12P.

I2P supports number of access protocols, SOCKS is the most
commonly used one. Any user can easily setup a unique b32 address
for each services available from his host, any TCP or UDP port may
be exported.
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Implementations

There are two implementations of I2P available, both are the free
software. Original implementation [4] is written in Java.

Due to Java shortcomings in both performance and memory
consumption an alternative i2pd [5], [6] implementation in C++ was
created, allowing to run I2P daemon even on Raspberri Pi class
devices [1].

12pd is fully compatible with Java I2P, but provides an additional
feature of optionally using GOST 34.10 signing with both CryptoPro
and TC26 parameter sets and GOST 34.11 hashing [§]. Considering
the open nature of TC26 parameter set and fully open algorithms this
provides a very good level of data protection, at least from NSA and
alike adversaries.

Usage hints

Start your experience from any I2P wiki and/or identity service.

Aside from using http resources there is an interesting application in
building your own VPN, since 12P works well behind NAT: just export
your own services, you may use b32 white listing for clients as well.
Since it is impossible to find unpublished b32 except using full address
space brute force, you will have additional privacy.

Even if I2P network may be considered secure itself, do not forget
that incautious user will easily lose anonymity and privacy by advanced
fingerprinting, so:

— do not allow javascript, flash and other plugins

— do not use persistent cache

— do not use the same browser for clear net, tor and i2p

— use isolated environments for both daemon and browser (or other

clients)

References

[1] BGP hijacking https://bgpmon.net/category/hijack/

[2] How Did The FBI  Break  Tor?  https://www.
forbes.com/sites/kashmirhill/2014/11/07/
how-did-law-enforcement-break-tor/

[3] Garlic routing https://geti2p.net/en/docs/how/
garlic-routing
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Ocnosbl [Pv6

Ivan Semernik, Minsk, Belarus

2016 is a year when exponential growth of world IPv6 adoption

was confirmed. Fifth part of Global IP traffic going over IPv6
now. Per country adoption level of IPv6 is very different (from
0% to almost 50% in Europe region). Belarus is only 0,03%.
There are many reasons for that and poor technical knowledge
of IPv6 is one of them.

IPv6 — moBast Bepcust mporokosia [P, npusBannast pemmts mpobdieMsr,
C KOTOPBIMU CTOJIKHYJIACH Ipeabityinas Bepcust (IPv4) npu eé ucnosnb-
3oBannu B VIHTepHEeTE, 32 CYET HCHIOIB30BanusA 128-0uTHON ajpecarun
BMecTo 32-6utHoit. IIporokoa 61 paspaboran IETF[I].

B nmacrositiiee Bpemst mporokos IPv6 yake ucmosb3yercs: B HECKOIb-
KHUX JIecATKaX Thicsdax cereiil no Bcemy mupy (6osee 40000 cereil Ha
gero 2017 rozxa), HO HOKA eIlé He MOJYYHJI CTOJb IIMUPOKOIO PACIPO-
crpanennst B urepuere, kak IPv4. 2016 roj1 cTasr rogom moATBepK Ie€H-
HOT'0 9KCIIOHETIMAJILHOro pocra IPv6-noakrodennit no scemy mMupy [2].
Ha cepenuny 2017 roga mons IPv6 B obmemupoBoMm cereBoM Tpadure
cocrasaster okoso 18% [3].

Ilocne Toro, kax ajpecHoe mpocTpancTBo B IPv4 3akoHUYNTCS, J1Ba
creka TpoTokoJioB — [Pv6 u IPv4 — OyayT ucrobp30BaThCs mapasiiesib-
uo (IP dual stack), ¢ mocrenennpim yBesuaenuem noiu rpaduka IPv6,
o cpasuennio ¢ IPv4.

ITpu paspaborke HOBOrO ipoTokoJjia IPv6 6bLn yarersr MHOTTE TIPO-
6Js1eMBbl 1 y3Kue MecTa poTokosa IPv4.

Kpatkoe cpasuenune IPv4 u IPv6 npusemeno B Tabsurie.

B IPv6 Obi1 3HAYUTENBHO yIpPOIEeH (OPMAT 3ar0JIOBKOB IMAKETA,
6aaroapsi 9eMy 3aroJIOBOK IaKeTa YIJIMHUJICSA BCero Jjniib 10 40 6aitr
(dbukcupoBaHHBIil pa3Mep I1aKera) HECMOTPs Ha TO, 4To 32 Gaiita U3
HUX 3aHUMaET aJIpeCHad I/IH(i)OpMaLLI/IH. HOHBI/I.HI/ICI) METKHN IIOTOKOB N
KJIacChl TpaduKa.

®opwmar agpeca IPv6 orsinaaercs ot IPv4 u cocrout u3 cireryomnmx
OCHOBHBIX 4acTeil (Ha npumepe aapeca 2001:db8:f3d:1::1):

*ivan.semernik@gmail.com, https://lvee.org/ru/abstracts/250
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Pazpsamamocts
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RIR IPv4 Address Run-Down Model
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Puc. 17.1. IIporuos ucuepnanus anpecHoro mpocrpancrsa [Pv4
peruonasnbHbiMu perucrparypamu, Geoff Huston / ipv4.potaroo.net

IPv4 Header IPv6 Header

Version Flow Label
Class

Type of
Version Total Length

e to < Pr°t°c°I _

Source Address

Next o
Payload Length Header Hop Limit
Destination Address

[ Opers | acang | Source Address

Field’s Name Kept from IPv4 to IPvé
I Fields Not Kept in IPv6
- Name and Position Changed in IPv6
I New Field in IPv6

ke

@
g Destination Address
|

Puc. 17.2. ®opmar 3arososkos nakeros 1Pv4 u IPv6. [4]

Site prefix 06bIYHO HA3HAYAETCS TPOBAIEPOM UJIH PErHCTPATYPOit
uCnoJib3yercss npu Mapiipyrusanuu. Subnet ID wucmosib3yercst B To-
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2001:0db8:0£3d :0001 :0000:0000:0000:0001

Site prefix (48 bit) Subnet ID (16 bit) Interface ID (64 bit)

nojoruu cetu Kiamenrta, a Interface ID masnagaeTcss Ha KIMEHTCKHUE
YCTPOACTBA ABTOMATHIECKH JIUOO BPYIHYIO.

Pazsmaator nosayio u cxkaryio (compressed) dopmbl 3anucu IPv6-
ajpecoB. IIpu 9TOM CyIllecTByeT IBa OCHOBHBIX IIPaBUJIa CXKaTUs (POp-
MBI 3alIUCH:

1. JIunupyromue mysu (cieBa) B upejenax ksaprera (4 6aiita) mo-
I'yT HE yKa3bIBATHCH.

2. JI1rob6oe KoJIM4ecTBO M IyIMUX HOAPSL HyJeil MOXKHO 3aMEeHUTDL Ha
i1, HO TOJILKO OJIMH pa3. Fcim B ajpece MpUCyTCTBYIOT JIBE OJAHA-
KOBBIE TI0 JIJTUHE ITOCJIEIOBATEILHOCTH HYJIEH Pa3/IeeHHbIX JIIO-
OBIM JIPYTHM YUCJIOM, Ha :: 3AMEHSIETCS Ta, 9TO HAXOJUTCS JIEBEe.

IIpumepsnr:

— 2001:0db8:0£fc:0008:0000:0000:0000:002f — mosinast dpopma 3amu-

cu

— 2001:db8:ffc:8::2f — cxkarast popma 3amucu

— 2001:0db8:0000:0000:0001:0000:0000:0001 — mosiHas dhopma 3a-

THCH

— 2001:db8::1:0:0:1 — cxxaras dhopma 3anucH

ITpu nocryme k IPv6-aapecy uepes URL HeoOxomuMo ncmosib30BaTh
KBaJIpaTHble KaBblaku. [Ipumep: http://[2001:db8: f£ff: :2] :8081.

B IPv6 mosiBuinch Takue HOBbIE MOHSITHSI KaK OOJIACTH aJIpecoB
(address scopes) u crienuasbuble ajgpeca. CeroHs aKTUBHO UCIIOJIb3YeT-
cs Gostee 16 cueruanbabIX aapecos (Hampumep, loopback, unspecified,
uniq local addresses, ecTb maxke OTIaeIbHBIE aJpeca I IeJei JTOKy-
mertarn  — 2001:db8::/32) u 7 ocHoBHBIX 0bmacTeit agpecos (global
scope, link-local scope, interface-local u ap.)

Anpec IPv6 mMoxkeT ObITH BpYYHYIO CKOH(MUTIYPUPOBAH HA CETEBOM
naTepdeiice, MO0 HAZHAYEH ABTOMATHIECKH C IOMOIIBIO MEXaHU3Ma
SLAAC, 3a510:KeHHOI0O B caM IIPOTOKOJI. TaksKe IMOAIepKUBACTCS aBTO-
MaTudyeckoe HazHadeHnne IPv6-amapecos ¢ momorisio DHCPv6-cepsepa.
st BBIIAYN KIIMEHTY HE OJHOIO aJpeca, a OIpeJIeIéHHON ceru (IIpe-
duxca) mupoko ucnonbzyercs DHCPv6 Prfix Delegation [5]. Jlro6oii
ceTeBoit mHTEpdENC B COBPEMEHHBIX OIMEPAIMOHHBIX CHCTEMAax BCErjia
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nMeeT CKOH(MUIYypupoBaHHBI aBromarndecku [Pv6-agpec ¢ 061acThio
neitcrusd link-local.

B ormmgaer or mporokosia IPv4, pabora KoToporo 6asmpyercsa Ha
nporokosie ARP, B IPv6 unonbssyercss ICMP unicast u milticast.

KoopauHanuoHHbBIf EHTD €BPOIEHCKOro COODIIECTBa, MMOJIH30BATE-
steit ceru Unrepuer — RIPE NCC noarorosust ceputo OnLine-kKypcos,
KOTODBIE SABJISIOTCS XOPOITUM HAYAJIOM Ha IIyTH OCBOEHUS HOBOTO IIPO-
Tokosia [Pv6 [6].

JIuteparypa

[1] https://ru.wikipedia.org/wiki/IPv6

[2] https://www.youtube.com/watch?v=s61g_19NoR8,
AlexSemenyaka, RIPENCC

[3] https://www.google.com/intl/en/ipv6/statistics.html

[4] https://343networks.files.wordpress.com/2010/06/
ipv4-ipv6-header.gif

[5] https://en.wikipedia.org/wiki/Prefix_delegation

[6] https://academy.ripe.net/course/view.php?id=2| , TpeGyer-
¢l perucrpanys Ha caiire coofIecTsa.

article
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cnosb3oBanue OTKPbITBIX MCXOAHBIX

KOJIOB JIJIs1 paspaborku 3D ckanepa n
COOTBETCTBYIONIErO IIPOrPAMMHOIO

obecrieuenust Jjis 3D peKOHCTPYKINH
MO/JICJICH.

Jluna [MlupsieBa, Munck, Belarus

Nowadays 3D scanning is widely used in different areas of activity.
We developed 3D scanner and software using opensource code
and open technologies. Using this scanner you can reconstruct
models, which size is until 3 metres, with accuracy about 1 mm.

BBeﬂeHHeIIHpeﬂHOCMHKH

B HACTOSIIIEe BpeMsI 3D-ckanupoBanme HCIIONTb3YEeTCS
B pa3auYHBIX cdepax HAesTeJbHOCTH, TAKHX KaK WHXKEHEPHDLIN aHa-
JIN3, TIPOMBIIIJIEHHBIN JTu3aiiH, u(pPOBOe apXUBUPOBAHUE, pa3BJede-
HUE W UTPHI, MEIUIMHA U OPTONeAus U Jp. MHOXKECTBO KOHCTPYKIU
coBpeMeHHBIX 3D-cKaHEepOB MOXKHO Pa3e/uTh Ha JIBA TUIA: JIA3EPHBIE
u ontudeckue. Ha TekyImuit MOMEHT CYIIeCTBYIOT CBODOJIHBIE allapar-
Hble peann3alu Kak jgasepubix [I], rak u ontuyeckux [2] 3D-ckanepos.
O1HAaKO HAM JIOBEJIOCH MTO3HAKOMUTECs ¢ 3D-cKaHMpoBaHUEM MOOJIZKE
[IPY PEIEHUN JTOCTATOYHO CIIEIM(PUIECKON 3a1a4 — B X0JIe pa3paboT-
Ku onrTuyeckoro 3D-ckaHepa ¢ BO3MOKHOCTBIO CKAHUPOBAHUsT 00 bEKTOB
pasmMepaMu 10 3 METPOB, B CBSI3U C Y€M CYIIECTBYIOIINE CBOOOHbBIE Pe-
[MEeHNsT B UX MCXOJTHOM BHUJIE ObLIN HEIPUMEHUMBI.

[Ipu peanmzaruu IpoeKTa CTABUJINCH CJIEIYIONINE OCHOBHBIE IIEJIH:
OTHOCHUTEJIbHO HEBBICOKAsl CTOMMOCTb CKaHepa, BbICOKasi CKOpocTh 3D-
CKAHUPOBAHUSI ¥ PEKOHCTPYKIIUHU, UCIIOJb30BAHNE OTKPBITHIX UCTOYHU-
KOB (ucxoubie Kogpl, 6ubsmoreku, SDK) s co3ganus mporpaMMHOro
obecrniedenns yrupasienns 3D-ckamepom u paboTsr ¢ 3D-momensvu.

Bri6op meTtona 3D-pekoHCTpyKIINHA

Samada 3D-peKOHCTPYKINHI O0ObEKTa 3aKII0YACTCS B ONPEJIeIEHUN
KOODJIMHAT TOYEK OOBEKTa B TPEXMEPHOM IIPOCTPAHCTBE — TO €CTh

*linashiryaeva@gmail.com, https://lvee.org/ru/abstracts/257
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B HOJIydeHuu obsiaka Todek 00bekTa. CyIlnecTByeT MHOXKECTBO Pas3iIit-
HBIX TEXHOJIOTHI IIOCTPOEHUS ONTUIECKAX 3D-CKaHepOB: HAIpUMEp, Ka-
Mepa U [OBOPOTHBI cTou [3], pasiuunoe kosmdectBo Kamep (4 u 6oJee,
MeK/[y KOTOPBIMH TIOMEIAIOT OOBEKT), KAMepa M IPOEKTOD, U JIPyTHe.
Hamu 6bl1a BeIGpana oTKpbITast Texuoaorus Structed Light [4] (meroz
CTPYKTYPHOIl 10jicBeTKH). B MeTo/ie CTPYyKTYpPHOH HOJCBETKI 3aJaua
PEKOHCTPYKIH PENIaeTcs ¢ MOMOMNIBIO MMPOEKTOPa W KAMEPBI: IIPOEK-
TOp HIPOENUPYeT Ha OOBLEKT ClelualbHOe N300parkeHue (CTpyKTypHas
[IOJICBETKA), a (DOTOANIIAPAT DPErUCTPUPYET OOBEKT CO CIEIUAILHBIM
nzobpaxkenneM (puc. [18.1)).

projector

camera 1 camera 2

Puc. 18.1. Beibpannas konctpykims 3D-ckanepa

IloapobGuee o pazpaborke

B paspaborke 3D-ckanepa, coorBercrsyormiero 110 k memy u, coor-
BETCTBEHHO, B CAMOM IIPOIECCE CKAHUPOBAHWST MOXKHO BBIJEJIUTH CJIe-
JIYIOIIVE SJIEMEHTHI:

1. Koncmpyxuus ckanepa. B pa3paboTaHHOM CKaHEpe NCIHOIb3YIO0T-
cst e kamepbl Canon cepun EOS u LCD-mipoekTop paspemntenuem
1920 x 1080 mukceseii. Beibpannbie KaMepbl IPEIOCTABIIAIOT BO3-
MOXKHOCTD YJIQJIEHHOTO yupasJeHus depe3 narepdeiic USB. [l
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HAIMCAHUs KJIMEHTCKOI'O MPUJIOXKEHUSI, YIIPABJISIOIIEr0 KaMepa-
mu, ucnosb3osadics poanoit SDK Canon EOS [5], peanusoBannbiii
ua sa3bike C.

Kaaubposxa. Kamubposka 3D-ckamepa COCTOUT U3 ABYX ITAIOB:
BHYTpPeHHel KaJuOpOBKU OTIE/IbHBIX YacTell CKaHepa, B Pe3yiib-
TaTe KOTOPOU PACCUUTHIBAIOTCST (POKYCHBIE PACCTOSIHUS U TUCTOP-
CUU KaMep U MPOEKTOPa, U BHEIIHEH Wi NeOMeTPUIECKON Kaaub-
POBKY YCTaHOBKH, B PE3YJIBTATE KOTOPOU MBI TIOJIy9aeM MaTPHUIIhI
[IOBOPOTA W CMEIIEHUsT JIJIsI COIMMOCTABJIEHUs] CHCTEMbBI KOO IUHAT
poekTopa 1 Kamepbl. CaMbIM pacIpOCTPaHEHHBIM U ITPOCTHIM
CI10cO00M KAJIMOPOBKY KaMepbl B JIAHHBIIT MOMEHT CUUTAETCS Me-
oy, Zhengyou Zhang [6], ocHoBaHHbIHI HA HCIIOJBL30BAHUU TLIOC-
KOrO MabJjIoHa B BUJIE MAXMATHOM J0CKH. JIaHHBI MeTo/1 peaJiu-
30BaH B OTKpHITOH Gubimoreke OpenCV [7], [8], pacupocrpansie-
Moii Ha yesoBusix jmnensun BSD (manucana na C/C++, a Takxke
nmeer ounHuHTY 1yist Python, Java, Ruby, Lua u ap. momynspabix
SI3BIKOB).

Cranuposanue. OCHOBHBIM HEJOCTATKOM METOJA C UCIOJIH30Ba-
HUEM HECKOJIbKUX KaMep 06e3 POEKTOPa sIBJISIETCS CJIOKHOCTD CO-
MOCTABJIEHAST TOUEK NBYX M300paskeHuii (T.e. OmpemeseHust Koop-
JIUHAT OJHON U TOM K€ TOYKH Ha OJHOM U BTOPOM U300DAKEHUN ).
Touka momkHa 00/1a1aTh XapaKTEPHBIMU OCOOEHHOCTSIMU, UTO-
ObI ee MOXKHO OBLIO OJHO3HAYHO WACHTH(MUIMPOBATL. B MeTome
CTPYKTYPHO! IOJICBETKU 3Ta MpobjieMa PEeIaeTcst 3a CYeT mpa-
BIWJIBHO HOJ0OPAHHOTO MPOENUPYEMOro IMAOJI0HA — B UTOTE MBI
nostygaeM Gousibiie ToYeK (B HMiease — BCe OCBEIIEHHBIE TIPOEKTO-
POM TOYKH O0BEKTA) IIPU MEHBIIEM KOJUYECTBE M300parKeHHuii.
T.e. ocHOBHas 3aja4ya COCTOMT B BBIOOPE TAKOrO CIIOCODA TIOMI-
CBETKHU, KOTOPBIIl TIO3BOJUT OJJHO3HAYHO OMPEJIETUTh, KaKas TOY-
Ka M300parkKeHusi MPOEKTOPa OCBEIAEeT TOUKY OObEKTa, 3aperu-
CTPUPOBAHHYIO KaMepoil. Mbl BBIOPAJIH JJIsl UCCIIEIOBAHUSI CEpPhIe
KOJIbI, KaK 00Jjiee TOYHBIE JJIsI JIeKoaupoBanusi. Ha oObekT mpo-
€IUPYIOTCS Cepble KOIbI JJIsi BEPTUKAJBHBIX M TOPU30HTAJIBHBIX
smunii. B Structed Light ects peanmsarius gByx TexHOJIOTHI j1e-
KOIUPOBaHUs: ray-ray (mepecedeHue Jiyda KaMepbl U JIyda [IPO-
ekTopa) u ray-plane (mepecedenue Jyda Kamepsbl € IIJIOCKOCTBIO
npoekTopa). K npenmyiiecTsaM MeTozia ray-ray CjieyeT OTHECTH
60Jiee BBICOKYIO TOYHOCTH PEKOHCTPYKIIUU B CPDABHEHUU C METO-
JIoM ray-plane 3a cueT HCIOJIB30BaHUs KaK BEPTUKAJBHBIX, TaK



¥ TOPU3OHTAJILHBIX JIMHUI [TATTEPHOB, YTO IIPUBOJUT K yBeJIMIe-
HUIO BPEMEHU CKAHUPOBAHMUSI.

3D-pexoncmpyryusa. Ilocrpoenne 3D-obsaka cocrout u3 ciemy-
IOIUX 3TAIOB: JEKOJUPOBAHME, PACUeT ONTHYECKHUX JIydeil Ka-
Mephl U HPOEKTOpa (IJisi MeTojia ray-ray) WU pacder ONTHIe-
CKUX Jiydeil KaMepbl U ILJIOCKOCTH IIPOEKTOpa (I MEeTOoua Tray-
plane). Koopaunara Touky nepecedenus Jiydeil KaMepbl U IPOeK-
Topa (WK ILUIOCKOCTH HPOEKTOPA) U SBJISIETC MCKOMON KOODJIU-
naroit Touku 3D-obnaka. st paboTel ¢ 3D-obsakamu ncmosib3y-
ercst Point Cloud Library (PCL) [9] — xpoccrnardopmennast or-
kpbiTag 6ubsmoreka (Linux, MacOS, Windows u Android/IOS),
KOTOpast TaK»Ke PACIPOCTPAHsIeTCS B ycjaoBusax jurersun BSD.
B nannoit 6ubnmoreke peasm30BaHbI PA3JINIHBIE METOIBI 00pa-
6otk 3D-0b671aK0B, TaKne Kak CriakKuBaHnue, OUIbTPAIHS, COB-
Merenus 0071aKoB u T.1. JlamHas 6ubaInoTeKa MO3BOJISIET COXpa-
uarb 3D-o6s1aka B obmenssectbix popmarax (*.ply, *.obj, *.stl).
Haunnas ¢ Bepcun 1.8.0 PCL mommep:kuBaer pacrapaJiienBa-
Hre pacyeToB HeKOTOpbIX ajroputmoB Ha GPU. Pezymbrar 3D-
PEKOHCTPYKIHUHN IpecTaBieH Ha puc. [18.2]

Ilocmpoenue noseprrnocmu. Ob1ako ToueK 06bEKTa JUCKPETHO,
7 pa3Mep TOYKU OIPEJIEIISIETCS PA3MEPOM MUHUMAJIBHO PA3JIMIN-
MOTr'O Ha M300parKeHNN JIEMEHTa — ITIKCe s m300pazkeHusi. 1To0bl
[IOJIY9HTD JIAHHBIE O BCEH MOBEPXHOCTU 00BHEKTA, HEOOXOMMMO WH-
TEPIOJINPOBATH IIPOCTPAHCTBO MEXK/Iy TOYKAMU HEKUMU ITOBEPX-
HOCTAMH WM yHKImeil. B ciydae OOJbIINX U CIIOXKHBIX O0b-
€KTOB WHTEPIIOJIANNST OMHON (DyHKIMel HeBO3MOXKHa. llosromy
OOBIYHO TTPUMEHSIETCS WHTEPIOJISIUS HAOOPOM IeOMeTPUIECKUAX
buryp — «kycodukoB» mockocreir. CaMpblif TPOCTOi CIOCO0 — WH-
TEPHOJISAIUS TPEYrOJbHUKAMU (TPUAHTYJIAIMs). Tpyu TOYKU Tpe-
YTOJIbHUKA OJJHO3HAYHO OIIPEJIEJISIOT IIJIOCKOCTh B IIPOCTPAHCTBE.
st co3aHus TPUAHTYJISIME MbI HCIIOJIB30BAJIN IIPOIPAMMY C
OTKPBITBIM UCXOAHBIM KojtoM MeshLab [I0]. Jauuasi nporpamma
pacnpoctpansiercst nox, jguriersueit GPLv2, mmeer peammsaruio
oy Linux, Windows u MacOS u npegocrasiisier 60J1b1110# (hyHK-
nuonaJs mo obpaborke 3D-06/1aK0B U TTOBEPXHOCTEHH.
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Puc. 18.2. IIpumep 3D-pekoHCTpYyKITNN

3akJiroueHue

B zakioyennn XoTes0Ch OTMETUTD, 9TO HCIOJIb30BAHHBIE OCOOEHHO-
CTU KOHCTPYKIIAM U OIMCAHHbIE IIPOrPAMMHBIE KOMIIOHEHTBI I103BOJIN-
g co31aTh 3D-cKaHep ¢ BBICOKON BBICOKO# TOYHOCTBHIO PEKOHCTPYK-
1y (OTHOCHTEJIbHASI MOIPEIHOCTh MOPAaKa 1 MM), ObICTPO CKOpO-
CTBIO CHEMKH U 00pabOTKU JAHHBIX (MeHee 1| MUHYTBI OT HAYAJIA IIPO-
1ecca CKAaHUPOBAHUSL JI0 [IOJIYYeHUs Pe3yJIbTaTa).

Jlureparypa

[1] http://www.instructables.com/id/
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The Invisible Internet Project

Andrew Savchenko, Moscow, Russian Federationl’

This talk discusses why I2P network is needed, provides an
insight on how the I2P network works, how it is different from
Tor. Some use cases and safety tips will be discussed.

Introduction

The internet was created as a military DARPA project with security
model oriented on external threat like infrastructure destruction. But
its stack was not designed to withstand internal threats like IP spoofing
or malicious routes injections, or to provide any kind on anonymity.

BPG hijacking cases are quite often these days [I], providers can
easily spoof IP addresses or DNS names, http traffic is not secure and
even https may be hijacked by bogus or broken CA providers. Search
engines, markets, providers and other parties are actively collecting
private user data.

To remedy this problems the Tor network was created. While it is
a great achievement and compensates aforementioned problems up to
a large extent, it is not perfect as any pioneer solution and was already
compromised by the powerful adversaries [2]. The main Tor drawbacks
are:

— highly centralized architecture

— most users use entry points and most resources are accessible

using exit nodes, so endpoints are not protected from monitoring
and spoofing

— just 1 hop between entry and exit points, this simplifies statistical

analysis

To remedy these problems the second generation of overlay networks
was created: the I2P (Invisible Internet project).

How I2P works

I2P and Tor have somewhat different goals: Tor is focused
on providing an anonymous access to the Internet resources, while

*bircoph@gmail.com, https://lvee.org/ru/abstracts/2568
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providing hidden services as an additional byproduct. I2P is focused on
hidden services only, the network itself does not provide any entrance
or exit points to the clear net; of course it is always possible to setup
gateways both ways on individual machines.

In I2P each node, every client or server are the network routers
by design. Routes in I12P are unidirectional, so request and replies are
travelling different paths. Furthermore I2P does not use onion routing
scheme like in Tor, instead it uses the garlic routing [3]: it is a multi-
layered encryption scheme:

— each transmitted packet is being encrypted and split into chunks

which are send via different tunnels

— each chunk is mixed with random chunks from transit traffic to

form a new packet

— between routers P2P encryption is used the same way as in onion

scheme

— number of hops is not limited and may be changed run-time

depending on application needs (usually 2-3 hops are used)

— multiple different unidirectional tunnels are being used to send

and receive data

This way even if adversary will be able to break router-to-router
decryption only chunks of random encrypted packets will be available.

All I12P peers are addressed by 516-byte (or longer) keys containing
256 bytes of public key and 128 bytes of signature. For convenience
each address can be shortened to 32 bytes using SHA-256 hash, these
addresses are known as b32.i2p. The tunnels for these addresses are
available using DHT. This way it is not possible to spoof peer’s address
like it can be done in IP network and with much more effort in Tor
network, since Tor uses now insecure SHA-1 for that purposes. Only
private key holder can decrypt assembled packet.

There is not DNS service in I12P. Address books are used instead
and can be fetched from multiple sources, they are just maps between
shorter names and b32 addresses and contain full public key for each
b32. Of course each host is reachable using b32 address as well. This
way is resilient to an attack on centralized directories like in case of root
DNS servers or Tor directory services, because there are not directory
servers in 12P.

I2P supports number of access protocols, SOCKS is the most
commonly used one. Any user can easily setup a unique b32 address
for each services available from his host, any TCP or UDP port may
be exported.
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Implementations

There are two implementations of I2P available, both are the free
software. Original implementation [4] is written in Java.

Due to Java shortcomings in both performance and memory
consumption an alternative i2pd[5,6] implementation in C++ was
created, allowing to run I2P daemon even on Raspberri Pi class
devices [1].

12pd is fully compatible with Java I2P, but provides an additional
feature of optionally using GOST 34.10 signing with both CryptoPro
and TC26 parameter sets and GOST 34.11 hashing [§]. Considering
the open nature of TC26 parameter set and fully open algorithms this
provides a very good level of data protection, at least from NSA and
alike adversaries.

Usage hints

Start your experience from any I2P wiki and/or identity service.

Aside from using http resources there is an interesting application in
building your own VPN, since 12P works well behind NAT: just export
your own services, you may use b32 white listing for clients as well.
Since it is impossible to find unpublished b32 except using full address
space brute force, you will have additional privacy.

Even if I2P network may be considered secure itself, do not forget
that incautious user will easily lose anonymity and privacy by advanced
fingerprinting, so:

— do not allow javascript, flash and other plugins

— do not use persistent cache

— do not use the same browser for clear net, tor and i2p

— use isolated environments for both daemon and browser (or other

clients)

References

[1] BGP hijacking https://bgpmon.net/category/hijack/

[2] How Did The FBI  Break  Tor?  https://www.
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«DJILOPYCY HAa aabTe

Muxans HIuropun, Mocksa, Russian Federation

The report covers state of progress of porting ALT Linux to
Elbrus machines, which is currently self-hosted and targeted at
rebuilding the Sisiphus package base.

Kak ynommuasocs B mokiage nponuioro roga [I], 8 «Bazaasr CIIO»
HAYAJIM IKCIEPUMEHTHI 110 MIEPEHOCY CBOETrO IUCTPUOYTHBA HA HOBYIO
armapaTHyo miardopmy e2k B Bujie pabodeii cranuu «anopyc-401».
Pamnmneit Becroit 2017 rosia ona y»ke ObLIa epeBeeHa Ha 3arPy3Ky C ajlb-
TOBCKOI'O KOPHEBOI'O pazjiesia, 1 B OCHOBHOM HadajIbHAs «PACKPyTKa»
ObL1a 3aBepIleHa ¢ (GOPMUPOBAHUEM ITAKETHOI'O PEIIO3UTOPHUS EMKOCTHIO
6ostee 1200 makeToB ¢ MCXOIHBIM KOJOM B OCHOBHOM m3 Sisyphus. Ha
JAHHBIII MOMEHT YHCJIO TaKeTOB yzke npesbicriio 1500.

M3znavanabao pabora Besrach B chroot mos ympaBjeHueM IITATHOM
OC Dubpyc (OSL). Iocne nepec6opkn penosuropusi B hasher [I] un
samycka mkimage Bmecre ¢ mkimage-profiles [2] nomyumiocs usroro-
BUTb apXUB KOPHEBO# (ailjloBOil crCTeMbl, KAKOBOI W OBLI B HWTOTE
pa3BEpHYT Ha OT/EJbHOM Jucke. OTiaebHOe cracubo pazpaboTdnKam
yA00HOM B 9TOM Ij1aHe 6a30BOI TPOIIMBKY, YMEIONIEH 3arpyKaTh SIpO
u o6pa3 initrd ¢ daityioBoit cucrembr Ext2, 4To m0o3BOJIIET OTKA3aTHCS
or GRUB.

ITo mepe pacimupenus perno3uTopusi MEHSJINCh U POOJIEMBI, C KOTO-
PBIMU TIPUXOAUIOCH UMETH JIEJI0 — OT KECTKO 3aIJAHHOTO IIyTHA CAMBIX
[IEePBBIX MMArOB K MHHUMAJBHOW BO3MOYKHOCTH MOJyMaTh O TOM, KyJa
" KaK JBUI'aTbCdA JaJIbIle, a 3aTeéM — C BbIXOJIOM Ha <<OIIepaTI/IBHbII‘/JI
pocTop» 6a30BBIX COOPOUYHBIX 3aBUCUMOCTEH — CKOpee «KaKue IOJCH-
CTeMbl B KAKOM HODsijike yaoOHeil 6parb B pabory» (Qt? Java?).

Cyns mo TekyIneMy IOJIOKEHUIO JIeJI, B UTOre ITOJIy9aeTCs IepBas
cobpaHHasl Ha HbIHEIIHEM <«DJIb0pyce» 6e3 IMpUMEHEHHs KPOCC-KOMIIN-
JISITIEL OTIEPAITMOHHAST CUCTEMa ODIIEero Ha3HAYEHUSI.

Ha momenT mogauu resucos (mauaso jera 2017 roma) cOGopka ie-
PEHOCHUTCST HA YeTBIPEXIIPOIECCOPHBIN «Dbbpyc 4.4» ¢ mpakTUIecKu
JIMHEHHBIM POCTOM CKOPOCTH COOPKH — M 9Ta MAIIWHA, Pa3yMeeTcs,
TOXKE 3arpyKeHa MMOJT AJIbTOM C YKe COOPAHHBIM HAMHU SIIPOM.

*mike@altlinux.org, https://lvee.org/ru/abstracts/251
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['ostoc crioncopa: SaM Solutions
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I/IHTepBbIO C YV9aCTHUKaMHt

ITo Tpasuru B COOPHUK MATEPHUAIOB BXOIAT HHTEPBBIO, B KOTOPBIX
AKTUBHBIE YIaCTHUKHU COOODIECTBA OPEN SOUrce JIeJIATCs CBOUM MHEHU-
eM 0 cBo6ogHOM I1O, OTKPBITHIX TEXHOJIOTUSIX, POJIM U MeCTe CBODOJI-
HBIX JINIIEH3UI, PaCCKa3bIBAIOT, KAK BUJIST IIPOOJIEMATUKY CBOOOIHBIX
MPOEKTOB. B 3TOT pa3, n3-3a aHTJIOA3bITHOCTH BCEX NHTEPBHIONPYEMBIX,
WHTEPBbIO IPUBOAATCA Ha JBYX A3bIKaX - aHIVIMHCKOM U PYCCKOM.
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Pawel Chojnacki

Warsaw, Poland.

LVEE: Can you briefly introduce yourself?

Pawel Chojnacki: My name is Pawel, I live in Warsaw. I used to
be a part of Warsaw hackerspace; right now I'm not engaged in any
organizational activity, may be beside the Global Innovation Gathering
(slobalinnovationgathering.com), a community which also involves
hackering. I'm a web developer, a freelancer, a frontend professional
doing some Open Access Science in the meantime. I deal a lot with
open source in my professional activity. And in addition to that I'm
giving cybersecurity lectures, an introduction to cybersecurity: what
to store, why should you use Firefox and Chrome but not Internet
Explorer and Safari. And I work with open source every day.

L: How did you get acquainted with open source software?
Do you remember?

P: I've started using Firefox very early in my life. It was the first year
of Firefox existence, I don’t remember exactly which year it was. But I
didn’t consider it open source, I knew nothing about it. So my first con-
scious meeting with open source was related to GIMP graphic editor.
I just wanted some program which had more options than Paint, and
I didn’t want payed Photoshop version. That’s why I learned GIMP.
I looked through one tutorial, and the second, and started learning to
work with GIMP. Than I met some people speaking Polish who were in-
terested in GIMP and helped them to found Polish Gimp Users’ Forum
(messaging board for Polish-speaking GIMP users). And from that I
started reading and got very interested in Linux and the open source
philosophy, and that was, I think, in mid school and high school.

L: By the way, did you have some previous experience with
Photoshop, before starting GIMP, or not?

P: I didn’t have any previous experience. Nothing with Photoshop, or
Corel, or anything else.

L: It’s an interesting question, because we know a lot of ex-
amples, when different previous experience had complicated
people using GIMP more or less. And you have also men-
tioned Hackerspace. It’s a hackerspace in Warsaw?

P: Yeah. Warsaw hackerspace.
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Pawel Chojnacki

Bapmasa, Iosbiia.

LVEE: Ins Hadajia, HECKOJIBKO CJIOB O cebe.

Pawel Chojnacki: Mens 30ByT IlaBes, g xkuBy B Bapmase. Panbmie
AKTUBHO y4acTBOBaJ B Baprumasckom Xakepcreiice; B HACTOSIIIHI MO-
MEHT OpPraHW3alMOHHON aKTUBHOCTHIO HE 3aHUMAIOCh, HY MOYKET OBIThH
kpome Global Innovation Gathering (globalinnovationgathering.
com), COOBITECTBO, CBSI3aHHOE B TOM YHCJIE C XaKepcTBoM. ¢ Be6-paspa-
60TUYNK, (bpUIIaHCep, CIEIUAINCT IO pa3paboTKe (GDPOHTIHIA, & KPOME
TOrO 3aHUMAIOCH HAyKOH ¢ OTKpbIThIM gocrynoMm (Open Access). Mue
MHOTO TIPUXOJIUTCS paboTarh co ¢BobomaubiM 10 B mpodeccrnonaabHOM
JIeSITeIbHOCTU. A erre s1 YUTaro JIeKINN 110 KOMIILIOTePHON 6e30macHo-
CTH, TaKOe BBeJleHNEe B NH(POPMAIMOHHYIO OE30IIaCHOCTh: YTO XPaHUTh,
moyemy ucrojib3oBarh Firefox m Chrome, a nme Internet Explorer maun
Safari. Hy u xaxmpriit ens numero mesio co ceobomabiv [10.

L: He BcrioMHUINIb, KAK ThI BOOOIIE TTO3HAKOMMJICS CO CBODO/I-
HbiM 1107

P: ¢ magan nons3osarbes Firefox B ouens pannem Bo3pacre. 910 ObLIT
HepBBIit 1o cyriecTBoBanus Firefox kak TakoBoro, ceifdac He BCIIOM-
HIO, B KAKOM UMeHHO rojy. Ho s He BOCIIpUHMMAJ €ro Kak CBODOIHOE
ITO, mpocto HUYero o6 3ToM He 3HaJ. Tak 4TO HepBas CO3HATE/bHAS
BcTpeda co ceobomabiM 110 Obia cBszana ¢ rpadudecKuM peakTOPOM
GIMP. Mue 6bu1a HyKHA Kakas-HUOY/b MPOTrpaMMa ¢ OOJIBIIIMA IeM
y Paint BosmoxkHOCTSIMH, 1 MHE HE XOTEJOCh UMETHb JEJIO ¢ ILUIATHOMN
Bepcueit Photoshop. Ilostomy s uzyunn GIMP. 3arssinyn B onus Ty-
TOpHUAJ, TIOTOM B JPYroii, W HaJaJ yYUTHCsi ¢ HUM paborarh. 3areMm
s MO3HAKOMUJICS C MOJIbCKOTOBOPSIIIIMMHU JIIOJbMU, KOTOPBIE HHTEPECOo-
Basuch GIMP, u nomor um coszgare Polish Gimp Users’ Forum (mwio-
Ky JJIsl IOJIbCKOroBopsmux nosb3osaresieil GIMP). 11 naunnas c
3TOr0 MOMEHTA $I CTaJl YUTATh, 3anmHTepecoBasica Linux u dpumocodueit
cBobouoro I10, mymaro, 570 OBLIO B CPEIHUX WJIM CTAPIIAX KJIACCAX.

L: A kKcratm, y Tebsi y>ke ObLI Kakoii-TO OmbIT paboThl B
Photoshop mo GIMP wusau Her?

P: Hukakoro npexnuero onbita. Hu ¢ Photoshop, uu ¢ Corel, au ¢ gem-
Jaubo ee.
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L: The topic of hackerspace itself is rather interesting, because
we have finally officially registered Hackerspace in Minsk some
time ago. How long does it work in Warsaw?

P: Four or five years. I was in the board of hackerspace, and was
basically driving it full time as a community manager, or whatever you
want to call it, for several months. It was founded basically by some
enthusiasts but got wheel speed when Warsaw University of Technology
decided to shut down their experimental technology division and all
people who wanted to experiment went to the hackerspace. And right
now Warsaw hackerspace is a club. It’s typical members are people
who have quite similar background from the Internet, who chat there. ..
Even with a similar sense of humor. Those who like specific areas of
IT, the security, administration, and who want to contribute to some
projects or just to use technology for fun.

L: Usually hackerspace communities have strong connections
with some open hardware projects: they are either developing
their own or using some devices previously developed under
such open hardware licenses. Perhaps there is the same situ-
ation in Warsaw, isn’t it?

P: We don’t have any projects that the hackerspace is creating as a
hackerspace, but several members have created several hacks, for ex-
ample way to install OpenWrt on specific devices which where unknown
to be able of doing this.

Also there is some tool for gathering money from the members, just
to send e-mails with reminders, and show current status. So hack-
erspace has some infrastructure. It is open but not necessary all of it
is open source.

A lot of things are based on Arduino, but I wouldn’t call it open
hardware with us, as not all this things are documented and shared.
But at least few things are.

L: At the very beginning open hardware was exotic, it was
even supposed that open source licenses are good for software
but not for hardware and other areas, like art. But well, later
several really popular projects have appeared published under
such licenses. How do you think, what’s the reason of their
success?

P: I think it is because they bring right now technology to the people
who have open hardware which is also standartized.
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L: 910 nHTEpECHBIIT BOIIPOC, IOTOMY YTO €CTh JJOCTATOYHO IIPU-
MEPOB, KOIZla NPeJbIAYyIuil ONBIT C YEM-TO APYTUM B TOIl MU
WHOI cTenmeHW OCJJ0XKHAJ JiioasaMm mu3dydeuue GIMP. Urtak, Tbi
YIOMHHAaJ Xakepcreiic. 9T1o xakepcneiic B Bapiuase?

P: /la. Bapmasckuit xakepcrieiic.

L: Tema xakepcneiica cama 1o cebe MHTEpecHa, MOTOMY YTO
He TaK JaBHO Mbl HaKOHeIl O(pUIMATIHLHO 3aperucTpUpOBaTIUA
xakepcnetic B Murcke. Kak mosro o cymiectByet B Bapinase?
P: Yersipe nim nsats Jsrer. £ 6pL1 B coBeTe XaKepcieiica, HECKOIBKO Me-
csreB (paKTUIECKH TSHYJI ero Ha cebe Ha IITaTHOW OCHOBE B KadecTBe
KOMBIOHATH-MEHE/[2KEPA, WK KaK eI MOXKHO HA3BATH 3Ty JOJKHOCTb.
On ObLT CHaYAJIA OCHOBAH HECKOJBKUME SHTY3MACTAMHU, 8 PACKPYTUJI-
cs1, KOT/1a B BapimaBcKOM TEXHOJIOIMYECKOM YHUBEPCHUTETE 3aKPBLIOCH
9KCIIEPUMEHTAJIBHOE TEXHOJIOIMYECKOE OTJEJIEHNe, I TOTa BCE, KTO XO-
TeJl 3aHMMAThCS YKCIIEPUMEHTaMU, OTIIPABUINCH B Xakepcueiic. A ceii-
vac Bapmasckuit xakpecneiic — 310 Kiay6. Ero Tunuunbie wiensr —
9TO JIFOM CO CXOXKUM OIbITOM B VHTEpHET, KOTOpbIe B HEM OOIIAIOT-
cd. .. Butors mo cxoxkero yyBcTBa omopa. Te, KoMy HpaBATCs OIpe-
nenéuupbie obnactu I'T, 6e3omacHoCcTh, AAMUHUCTPUPOBAHNAE, KTO XOTET
ObI BHOCUTBH BKJIaJ[ B HEKOTOPBIE IIPOEKTHI UJIU IIPOCTO BO3UTHCS C TEX-
HOJIOTUSIMU PaJIA COOCTBEHHOT'O YIOBOJIBLCTBHUSI.

L: OObIYHO KOMBIOHUTHU XaKEPCIIENICOB MMEIOT CUJIbHbIE CBSI3U
C IIPOEKTaMM CBOOOJHOTO anmapaTHOro obdeciieyeHusi: pa3pabda-
THIBAIOT YTO-TO CBOE, MJIY UCIOJIb3YIOT yCTPOICTBA, CO3JAHHbIE
paHee 1oz cBOGOAHBIME JinleH3ussmu. B Bapiuase HaBepHoe
Takas >Ke CUTyaunus?

P: V¥V Hac HeT mpoeKTOB, CO3aBAEMBIX B XaKepCIieiice MMEHHO OT UMEHU
Xakepcrieiica, H0 HEKOTOPDLIE YJIEHBI ObLIA HHUIIUATOPAMHU HEKOTOPBIX
XaKOB — HAIpUMeED, crocod ycranoBuTh npormmeKy OpenWrt Ha Heko-
TOpBIE YCTPOICTBA, /I KOTOPBIX IIPEXKJe HIYero He ObLJIO U3BECTHO O
TaKOl BO3MOXKHOCTH.

Emé ects uHCTPYMEHT 1711 cOOpa JIeHer ¢ y9aCTHUKOB: HAIIOMWHA~
HUS 10 e-mails u T. 1., oToOparkeHne TEKyIero craryca. 1IoHaTHO, y
XaKepcreiica ecTb ompejiesennas nadpacrpykrypa. OHa OTKpbITa, HO
He 00s13aTeJILHO ABJISIeTCsl CBOOOJIHOI BCSI II€JIUKOM.

Mmuorue Bemu moctpoenbl Ha Arduino, HO B HallleM cjydae si He
Ha3BaJI ObI 9TO CBOOOIHBIM AIMTAPATHBIM 00ECIIeIeHNEM, TIOTOMY 9TO He
BCE MPOEKTHI 33/ I0KyMEHTHPOBAHBI U BBLIOXKEHBI B 00mmit goctym. Ho
HECKOJIBKO — JIa.

109



Because right now you can take Arduino, take Raspberry Pi, and
you can be sure that the most of software written for the one piece will
work on any similar kind of chip, anywhere in the world.

For example we have OpenBCI brain amplifier created by a small
startup in US, which is becoming a new Arduino for brain amplifying,
for just brain signal analysis which is also a very important for the
community. There are a lot of other projects...

So they are bringing the costs down, as you don’t have any kind of
overprotection from company that puts control and keeps the prices so
that they are profitable.

This hardware projects are just tools for sharing knowledge and for
sharing technical experience using them as building blocks in practice.
L: Thank you. I think that open source is the most powerful
in software areas nowadays, but with open hardware and open
media like Wikipedia for example, or creative Commons ma-
terials online — perhaps together they are three most widely
used open directions.

P: I think you forgot about one thing. You’'ve mentioned the media
as Creative Commons and Wikipedia, but there’s also open access and
open notebook at science.

Right now I'm working on the scientific project of my own, creating
it with the totally open notebook access, so that I'm commenting every
step of my experiment, with use of open source tools. This approach
allows people to replicate the experiment in same environment. If I
actually had the equipment which would be open hardware, it could be
much easier to actually replicate the data gathering.

L: It’s really interesting, as it’s not very easy to reproduce
results of other researchers sometimes. And open source soft-
ware has some powerful positions in scientific research because
it allows to see sources and control how where all the calcu-
lations really done.

P: Yes especially, but there also may be problems. I don’t know if
you have heard, recently we have lost about 40,000 articles regarding
neurology and fMRI, because someone put the wrong code into scientific
tools used to monitor them.

The package itself was open source, but nobody was actively testing
it, nobody was actively looking. So it’s not only about saying “Hey this
is open”, as universities are saying — “This piece of software is open,
but please don’t look at it because only we understand how it works”.
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L: B camom HauyaJjie cBOOOHOE anmapaTHOe obecrevyeHue cYu-
TaJIOCh 9K30TUKO, CANTAJIOCh Ja>Ke, YTO CBOOOIHbIE JINIIEH3UN
XOPOIIHN JJIsi IPOrpaMM, HO He JJIs alnapaTypbl 1 HEKOTOPBIX
npyrux obJiacreil, Kak HanpuMep uckKyccrso. Ho ommako, 1mos-
Ke IMOSIBUJIOCHh HECKOJILKO efiCTBUTEJIBHO IIOILYJISPHBIX IIPO-
€KTOB MMEHHO MO/l TaKuMu JuleH3uaMu. Kak Thl AyMaelnb, B
4€éM mpuYnHaA UX ycoexa?

P: Jlymaio, B TOM, 9TO OHU MPSIMO ceifdac HECYT TEXHOJIOTUIO JIIOISM,
B PACIIOPS2KEHNN KOTOPBIX €CTh allapaTypa, CBOOOJIHAS U IIPU ITOM
CTaHIaPTU30BAHHAS.

[psmo ceitaac moxuo B3saTh Arduino mwimm Raspberry Pi m 6biTh
yBepeHHBIM, 9TO 04Jibinast gacTb [10, HaImcaHHOTO J1J1s1 OJIHOTO YCTPOii-
cTBa, Oymer paboTaTh Ha TAKOM Ke Julle B JIF000I TOUYKe ILJIaHEeTHI.

Hanpumep, cytmecTByer yCUIUTENb 3JIEKTPUIECKOM AKTUBHOCTH MO3~
ra OpenBCI, cozmannbriit HebosbmuMm crapramnoMm B CIITA | koropsrii cra-
HOBHUTCS HOBBIM Arduino 3.1 sHIedaaorpadun, It aHAJIN3a, CATHAJIOB
MO3Ta, U 9TO TOXKE OYEHb BAXKHO JIjIsT KOMBIOHUTH. ECTh MHOTO JApyrux
MTPOEKTOB. ..

OHU CHMXKAIOT 3aTpPaThl, IOTOMY YTO HET HUKAKOW M30BITOYHON 3a-
IUTHI OT KOMIIAHUIT KOTOPbIe BCE KOHTPOJUPYIOT U JIOJI2KHBI IIOJJIEP-
JKWBATH IIEHBl HA TAKOM YPOBHE, YTOOBI COXPAHUTH HPUOBLILHOCTb.

Ot almapaTHbIe IPOEKTHI — IPOCTO WHCTPYMEHTbI, KOTOPBIE 1103~
BOJIAIOT OEJIUTHCA SHAHUAMUA U TEXHUYICCKUM OIIBITOM, UCIIOJIb3yd UX HA
IIPpaKTUKE B Ka1eCTBE€ I'OTOBBIX OJIOKOB.

L: Coacubo. lymaio, Ha TeKyIiuii MOMEHT CBODOJHbIE TEXHO-
Jorumu HaunboJiee cuibHBI B objiactu 11O, anmaparHoro obecrie-
4eHUst U CBOOOAHBIX MeiNa, TAKNX KaK Bukuneausi, HAIpuMmep,
niin Creative Commons — 1mmoxkaJtyii, BMecTe 3T0O Tpu HauboJiee
CUJIbHbIE HAIIPaBJIEHUS.

P: d nymato, ThI 3a0bLT ONHY BasKHYIO BEIlb. ThI YIIOMAHYT CBOOO-
Hble Mejua, Takne Kak Creative Commons u Bukunenus, Ho ects Benpb
ere B cdepe HAYKU U MaTEPUasbl C OTKPBITHIM JOCTYIIOM, U OTKPBITHIE
JaboparopHble xKypHaJbl (open notebook).

[Ipsimo ceityac st paboraro HaJ COOCTBEHHBIM HayYHBIM IIPOEKTOM,
COBJAI0 €T0 B PEXKIME OTKPBITOTO Ky PHAJIa, KOMMEHTHPYIO C ITOMOIIBIO
CBODOIHBIX MHCTPYMEHTOB KazK/IbIil IIar KCIepuMeHTa. TaKoil moaxos
TIO3BOJISIET JIO/IsIM BOCIPOM3BECTH IKCIEPUMEHT B aHAJIOTHUIHBIX yCJIO-
Busx. I Oyap y MeHsT 000pyI0BaHme, PACIIPOCTPAHAEMOE Ha, YCIOBUIX
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Yes, you have to document it. You have to put it to open environ-
ment and encourage people to test it, to modify, to understand how it
works.

If you are the the owner and the creator, and also the only person
who understands how it works, it’s not really the open source. Some-
body has to look at it, somebody has to analyze it. If that would
happened to the FMRI tools that where used around the world for the
last 15 years, we could have all the knowledge gathered with this tools
intact. But now we have to scrape basically the 15 years of neurol-
ogy, because the software was faulty. It contains different statistical
methods than it was supposed to. ..

L: And what is the role of community in supporting such
projects? For example there is the known problem of open
source projects with only one person who really knows their
internals. If such person goes away for some reasons and aban-
dons the development process, the project is in real trouble.
So what about the problem of the community involvement in
the development?

P:I believe that in case of some projects community has to be more
involved, test something, develop harder, even if sometimes there is no
need in development. For example we have that issue with the set of
statistical tests that nobody else is going to implement because they
are working, they are fast, they are okay. But we still need someone
who actually got stuck in the code. Those who got check it from time
to time and notice if anything does go wrong.

Basically university workers can be maintainers in some cases. [
think that if there’s nobody from the community to volunteer, nobody
able to make some package of software — then we should start looking at
the university’s officials, asking universities to maintain that. Actually
start paying the university researchers to maintain some software and
respond to all the people who requires something or would like to ask
some questions.

I am speaking about employees, who would do it instead of working
on some of their own projects. Because I know how this is in compu-
tational neuroscience in Warsaw, and in Poland. More than 60% of
people aren’t contributing to science. They are mostly just read that
old papers and do not creating anything but useless pieces of software
that only they can use, but no one else. It is waste of money that are
going to the universities. If they are to be useful, they should become
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CBOOO/IHBIX JIUIIEH3Ui, ObLI0 OBl HAMHOI'O JIerde BOCIPOU3BECTH cOOP
JIAHHBIX.

L: D9To oueHb MHTEpPECHASI TeMAa, PEe3YJIbTAaThl APYTUX UCCJIEO-
BareJieii BooOIIle ObIBaeT He TaK y2K JIETKO BOCIIpOuU3BecTu. A
cBobogHoe IIO B HayYHBIX HMCCJIEOBAaHUAX MMEET CePbE3HbIE
NPEenMYyIIEecTBa, IOTOMY YTO ITO3BOJISIET MOCMOTPETh UCXOTHbIN
KO/, U IPOKOHTPOJINPOBATh, KAK HA CAMOM Ji€Ji€ BBIIIOJIHSIJINCH
BCE€ BBIYUCJIEHUSI.

P: a, numento, HO 3/1eCh TOXKe MOTYT OBITH TIpobsiembl. He 3Har0, C/IbI-
IIaJI JIU ThI, HeJIaBHO MBI IToTepsinn 0kKoJo 40 000 craTeit 1o Heitposorun
u dyuknuonasnbHoit MPT, moToMy 9TO KTO-TO IOMECTHII HEBEPHBIN KO/
B IIPOI'PaMMHbBIE HHCTPYMEHTHI, UCIIOIb30BABIINECS JIJIsi MOHUTOPUHTA.

Cam mo cebe maker 6611 cBobOAHBIM [1O, HO HUKTO ero ocobeHHO He
TECTHUPOBAJI, HUKTO HE YIEJsI eMy 0co0Oro BHUMaHUsA. Tak 4To 1es10
HE TOJIbKO B TOM, YTOOBI cKa3arh «lIpuBeT, 3T0 OTKPBHITO», KaK JIFOOST
nesiaTh B yHEUBepcuTerax: «9T1o I1O oTKphITOE, HO Jake He MbITaiiTech
3arJIsiHyTh B €r0 KOJI, BCE PaBHO TOJIBKO MbI IOHMMAEM, KaK OHO pabo-
TaeT».

Jla, BaM HY?KHO 3aHMMAThCHA JIOKyMeHTHpoBanueM. Hy»kKHO pasme-
CTUTH €r0 B OTKPBITOI CpeJie M BOBJIEKATH JIIOJIEfl B €r0 TECTHPOBAHUE,
U3MeHeHne, YTO0bl OHM [MOHUMAJIA, KAaK TaM BCE paboTaer.

Ecim BBI Bragesner u co3maresib TPOEKTA, U IPUA ITOM €JIMHCTBEH-
HBIM, KTO TIOHMMAET, KaK OH paboTaeT — 3TO He HACTOSIIee CBOOOIHOE
ITO. Kro-T0 J10JI7KeH 3a HUM IPUCMATPUBATH, AHAJIM3UPOBATH ero. Byib
TaK C TeMU MHCTpyMeHTaMmu 1o dyuknunonaabuoit MPT, koropbie uc-
[MOJIb30BAJIM BO BCEM MHpe B TedeHue 15 JieT, 3HAHWs, TOJIYIEHHBIE C
IIOMOIIBIO TUX MHCTPYMEHTOB, He TocTpajayu Obl. A ceiidac HaM Ha-
0 BBIYUCTUTH IpuMepHO 15 jrler HeBposornu ms-3a gedexrnoro 110.
CraTucTUIecKne MeTO/Ibl TaM OKA3AJIMCh COBCEM He Te, 9TO MPEeIoia-
rajioch. . .

L: A kakyro poJib BOOOIIe UrpaerT KOMbIOHUTH B IIOAJEPXKKE Ta-
Kux npoekros? Hampumep, ectb n3BecTHasi mpobJjiema cBob0/I-
HBIX IIPOEKTOB, BHYTPEHHEE YCTPOICTBO KOTOPBHIX 3HAET OAUH
eIMHCTBEHHBIN 4YejioBeK. Ecim Takoili pa3dpaboTunkK mo KaKoii-
TO IPUYNHE OTXOAUT OT JeJI U IpeKpaliaeT padboraTbk HaJ IPo-
€KTOM, TO IPOEKT OKa3bIBaeTcs B OoJibIoii 0ese. Tak Kak ObITH
c 1pobJieMoil BoBJIeueHUs1 coobIecTBa B pa3paboTKy?

P:4 Bepro, 4TO B HEKOTOPBIX MPOEKTAX COODOIIECTBO OJIZKHO OOJIbITE
y4IaCTBOBATDH, YTO-TO TECTUPOBATH M OOJIbIIIE BKJIAJIBIBATHCS B Paspa-
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maintainers of the scientific packages, they should start analyzing them,
they should start being responsible for how they work.
I believe that would be one of the best uses of university money.

Questions and Russian translation by Dmitriy Kostiuk.
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OOTKY, JlazKe ecJIi HHOTJIa B pa3paboTke HET 0coboii Hy K 1bl. Hanpumep,
9TOT HAIl CJIy4ail ¢ HAOOPOM CTATUCTUYIECKUX TECTOB, KOTOPbIE HUKTO
He cobMpaeTcs Pean30BbIBATH 3aHOBO, TIOTOMY YTO OHU PabOTAIOT, OHU
ObICTpBIE, U ¢ HUMU BCE B mopsake. U BCE ke Hy2KeH KTO-TO, KTO pe-
AJIbHO BO3UTCS € KOJOM. KTO-TO, KTO IIPOBEPSIET €ro BPeMsI OT BpEMEHU
U 3aMETHT, eCJIM YTO-TO IOWIET He Tak.

Boo0r11ie-T0 B HEKOTOPBIX CJIy4dastX COTPYJIHUKNA YHUBEPCUTETOB MOT-
s 661 OBITH MIiTHTEIHEpaMu. [lymaro, eciin He HAXOIAUTCS BOJIOHTEPOB
OT KOMBIOHUTH, M HUKTO HE MOYKET IOATOTOBUTH HEKWil TPOrPAMMHBII
[MaKeT — TOTJIA €CTh CMBIC/I IOCMOTPETh B CTOPOHY YHUBEPCUTETCKOI a1
MUHUCTPAIUHU, 0OPATUTHCA K YHHBEPCUTETAM C IPOCHOOi O TOJIEPKKE
TakuX MpoeKTOoB. PaKTUIECKH, IJIATUTh UCCJIEI0BATEISIM B YHUBEPCH-
TeTax 3a MOIEePKKY Kakoro-to 110, u 3a obienune ¢ JTIOApMU, HHTEPE-
CYIOIIUMIUCST KAKUM-TO (DYHKIIMOHAJIOM WU MMEIOIMUMU KAKNE-TO BO-
MIPOCBHI.

4 rosopio 0 coTpyIHUKAX, KOTOPbIE MOIVIH Obl 3aHUMATHCH ITUM
BMeCTO PabOThI HaJl HEKOTOPBIMU CBOMMHU IpoekTamu. [loromy d4To st
3HAI0 KaK OOCTOSIT JeJia ¢ BBIYUC/INTE/IBHON Helipobuosiorueit B Bapima-
Be, n Boobme B Ilonbme. Bosee 60% mozeit He BHOCAT BKJIaJ, B HAYKY.
OHU B OCHOBHOM IE€PEYUTHIBAIOT CTAPHIE CTATHU U HE CO3JAI0T HUYE-
ro kpome Gecriosieznoro 110, KOTOPBIM He MOYKET MOJIb30BATHCS HUKTO
KpOMe HUX. DTO IyCTasl TpaTa MOCTYHAIONINX B YHUBEPCUTETHI JCHET.
YT006BI IPUHOCUTH TIOJIb3Y, OHU MOIJIM OBl CTaTh MIUHTEHEpAMU KAKIX-
TO HAYYHBIX IIAKETOB, MOTJIA Obl HAYATH UX AHAJM3UPOBATH, B3ATh HA
cebst OTBETCTBEHHOCTD 3a TO, KaK 3TU MAKEThl paboTaioT.

4 Bepro, YTO 3TO OBLIO OBI OJHUM U3 JIYUIIHX CIIOCOOOB TPATHUTDH
YHUBEDPCUTETCKIE OIO/I2KETHI.

Bonpocwr u pycexuti nepecod JImumpusn Kocmioxa.
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Michael Meeks

Cambridge, UK. General Manager, Collabora Productivity

LVEE: Hi, Michael. Can you briefly introduce yourself?
Michael Meeks: I'm Michael Meeks: Christian, Husband, Hacker —
I live near Cambridge in the UK, and these days I work primarily on
LibreOffice.

L: Tell us something about your first experience with the open
source software.

M.: Heh; so — I played with Linux a fair bit quite early on, when I
became a Christian.

L: Your interest to GNU/Linux was driven by a Christian
ethics? Can you recall (approximately), which age was it?
Some more details?

M.: When I was around eighteen, as a somewhat aggressive and
inquisitive, agnostic skeptic, lodging in my gap year with a very loving
and patient Christian family. I guess I had enough of my questions, and
fears addressed that I was confident that the rest could be. I've never
regretted building my life on this rock, though I often fail in so many
ways He is so satisfyingly good.

I became rather unwillingly convicted that my stolen copy of Windows,
compiler tools etc. were wrong. So I installed this (at the time unutterably
terrible) GNU/Linux thing, and got hooked, after replacing my hard-
disk (presumed bricked by some kernel bug). Anyhow — in the last 20
years, things have improved — and that choice turned out to launch
me on an amazing career working with some extraordinarily sharp and
interesting people on GNOME, openSUSE, and LibreOffice.

L: And, which GNU/Linux distro was your first one? This
one, unutterably terrible.

M.: I started with some ancient version of Slackware, I really can’t
remember which version; I recall the upgrade to RedHat Linux 4.2 with
some pleasure. Now I use openSUSE exclusively across the family’s
estate; its a great distribution, quite apart from my familiarity gained
working on it. My preferred DE is (sadly) these days XFCE — due
to its reliable 2D virtual workspaces — but my less expert family use
vanilla GNOME. For development I use a mix of emacs, occasionally
vim, Visual Studio, and XCode (depending on platform).

116



Michael Meeks

Kemb6pumxk, Benmukobpuranusi. General Manager, Collabora Productivity

LVEE: IIpusetr, Maiika. IIpesacraBbcs, moxkasayiicra.

Michael Meeks: Mens 3oByr Maiika Muke, s XpucTuaHuH, MyX,
xakep, )kuBy Hemaaeko or Kembpumka B Beaukobpuranuu, u cefigac B
ocuoBHOM paboraro nas LibreOffice.

L: Pacckaku HaMm, MHOXKaJIylicTa, O CBOEM NHEPBOM OMBITE CO
cBoboauabim I10.

M.: Hy... g magas unrepecoBarbcs JIMHYKCOM HOCTATOYHO TABHO,
KOIJ[a I CTAJI XPUCTUAHIMHOM.

L: Tsoii uarepec k GNU/Linux ObliI BbI3BAH XPUCTUAHCKOM
stukoit? IlomHuInb (IpUMEpHO) B KAKOM BO3pacTte 3T0 ObLio?
NuaTepecubl moapobHOCTH.

M.: Korma MmHe ObLIO OKOJIO BOCEMHAIIIATH, s1 OBLI JIOCTATOYHO arpec-
CUBHBIM W IIBITJIMBBIM arOCTUKOM-CKEIITUKOM. B TO BpeMsi si CHUMAJI
KOMHATY B JIOMe JTIIOOSIIell U TepPIenBOil XpUCTHAHCKON cembu. 91 Ha-
€1 OTBETHI HA OOJIBIIUHCTBO CBOMX BOIIPOCOB U OIACEHWI, ¥ IIPUIIEST
K yOeJIeXKIeHNIO, YTO BCE ITO MMeeT CMbICJ. f HUKOrja He Kajes O
TOM, YTO CBSA3AJI CBOIO YKU3Hb C XPUCTUAHCTBOM, XOTs S YACTO TEPILIIO
Hey/la4M B Belax, B KOTOPbiX OH HACTOJBKO XOPOIIL.

B kakoii-ToO MOMEHT si HEXOTS IIPUIIEN K BBIBOLY, UTO MOJIb30BATHCS
nuparckuMu Windows, KOMIMJISITOPOM M T. . HEIPABUILHO. Tak 49To
g ycraHoBuI o1y mrykosuny 1oy HazsanueMm GNU /Linux, HeBeposiTHO
YKACHYIO0 B TO BPeMsl, U <IIOJICE/I» — IIOCJIE 3aMEHBI YKECTKOTO JIUCKA
(koTOpBIit 9 «yOui» KakuM-TO GaroMm B gupe). B jmobom ciyuae, 3a
nocyienane 20 JileT BCE CHIIBHO YIIYUINUIOCh, M B PE3YJILTATE STOTO Pe-
[IEHUs] MHE OTKPBUIACH JBEPU K 3aMedaTebHON Kapbepe U BO3MOXKHO-
cTU PabOTATH C HEBEPOSATHO YMHBIMU U UHTEPECHO JIIOAbBMH B IIPOEKTAX
GNOME, openSUSE u LibreOffice.

L: 1 kakoii ke 6611 TBOI nepssoiit quctpubyrus GNU /Linux?
Hy ToT, HEBEPOSITHO y>KACHBIIA.

M.: 4 maumnas c Kakoil-To crapoii Bepcun Slackware, He IOMHIO y¥Ke
Jayke Kakoii; 9To s IOMHIO, TaK 3TO TO, 4To anrpeiin Ha RedHat Linux
4.2 npunéc muoro pagoctu. Ceituac y mens goma Besge openSUSE:;
KpPOME TOr0, 9TO s K HEMY IPHUBBIK, s CIATAIO, YTO ITO 3aMeJaTEb-
ubtit qucrpubyTus. f npemnounrtaio XFCE (K coxajnenuio) — B OCHOB-
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L: How did you become the developer of FLOSS?

M.: So, after some small hacks I found I was missing a warning for
undefined behaviour in gcc; so I grabbed the code, read it, added
a warning for this behavior (-Wsequence-point). Unfortunately this
lingered for years on the gce mailing list with no response; so I moved on
to GNOME, making mahjongg solvable, then lots of work on Gnumeric
around file formats, before LibreOffice, openSUSE and more.

L: Patching a compiler is rather serious start. Our readers
would be interested to know, how much development experi-
ence you had up to this moment?”’

M.: Oh; yes — a particularly serious start when you read the gcc
code for a bit: not a good place to learn to program. Having said that
— it really is just software I suppose, not some kind of magic — I'm
convinced that a reasonable, intelligent person can become the world’s
expert on any one particular (well scoped) issue in FLOSS simply by
focused research and code reading in a reasonable time even without a
programming background. Having said that, I had a lot of preparation:
writing games in BBC Basic, 6502 assembler then x86 assembler, C, and
a year’s internship writing Pascal at Quantel for real-time embedded
video editing systems (68040 based, compiled on a VAX — using a real
VT420 green-screen terminal). That certainly helped a lot.

L: Something about your experience with the community?
M.: My experience of the FLOSS community is of amazing diversity
of experience and background, a huge richness of ideas and cultures
which is exciting, interesting, and challenging. I love the experience
of intellectual freedom — of discussing ideas and perspectives intensely
without people taking things personally. I have good friends with whom
I disagree really profoundly on all sorts of topics, but really enjoy
working alongside in various projects.

L: And what about your impressions from contributing to
GNOME and OpenOffice/LibreOffice? How is it to be the
part of such a large FLOSS project?

M.: Its great. Most newbies to FLOSS think they want to start their
own project, and grow it to being huge and successful — so they can
take the credit. Inevitably this dooms them to lonely futility. A FLOSS
project has a significant fixed-cost for releasing, infrastructure, website,
translation, marketing, brand building etc. Even with the great new
services springing up around git — its still not trivial to build your own
project — and to scale it. Working with others is really stimulating,
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HOM, M3-3a HaIEKHO paboTtaromux 2D BUpTyanbHBIX pabOIuX CTOJIOB,
HO 4JIEHBI MO€l ceMbH TOJIb3yoTcst «BaHmwibHbIM» GNOME. s pas-
paboTKu & MOJBb3YIOCh emacs, naoraa vim, Visual Studio u XCode — B
3aBUCHMOCTH OT TLJIAT(OPMBI.

L: Kak TbI cTasa pazpaboruynkoMm cBobomHoro I1O?

M.: OjHaxKIbI s BBISICHII, 9TO B ECC HE XBAaTAeT NPEIYIIPEXKJICHUSI
0 HEOIIPEJEJIEHHOM MoBejgeHnu. 91 cKaday Koj, U3y4dus ero, J00aBuI
npenynpexaenue (-Wsequence-point). K coxkasenuio, mard cjaumkom
JIOJITO TPOOBLIT 6€3 OTBETA B PACCHLIKE ECC, TAK UTO 51 YCTAJ XKIATh U 3a-
asicst GNOME, noanrmr Mahjongg, MmaOrO paboTtast HaJT Mo IepKKOi
daiutoseix dopmaros B Gnumeric, uy a morom LibreOffice, openSUSE
U Tak JaJiee.

L: ITaTunTh KOMIIMWJISITOP — 3TO cepbEé3Hoe Hadaso. Hammmm
YuTaTEJ M OBbIJI0 ObI MHTEPECHO Y3HATh, KAKOB ObIJI TBOI OMbBIT
pa3paboTKu HA TOT MOMEHT?

M.: A, my ja, 9yTeHHe KOJa ECC — JOBOJIBHO CEpbE3HOE HAYAJIO, TaM
MOYKHO MHOTOMY Hay4IuTbcst. C Jpyroit CTOPOHBI, 3TO TPOCTO KOJ, HU-
Kakoit Mmaruu. ¢l yBepeH, 4To JI000H pasyMHBIH YeI0BEK MOMKET CTATh
9KCIepTOM B J1I000it obsactu cBobomuoro 11O mpocro ycuaeHHO u3y-
gasi KOJ[ KAKOe-TO MPOIOKUTEIHHOE BPEMsl, JTazKe €CJIU y HEro He Obl-
JIO CepPBE3HOTO OMBITAa TPOTPAMMUPOBAHUSI JIO 9TOr0. Y MeHsI, [TPaBJa,
ombITa OBLJIO MHOTO: HAIIUCAHUe Urp Ha Belicuke /st MUKPOKOMITBIOTE-
pa BBC, norom accembiiep 6502 u x86, Cu, rox npaktuku B Quantel,
[IPOrPAMMHUDPYS CUCTEMbI BUICOPEIAKTUPOBAHUS B PEAJHLHOM BPEMEHU
ua [Tackase (npomeccop 661 68040, HO KoMumIMpoBau Mbl Ha VAXe
— ¢ 3es1éubiM TepMunasioMm VT420!) Beé sro, KoHEIHO, TOMOLVIO.

L: A xak Hacdér onbiTa B3auMOJIeNCTBUsI C coobrrecTrBom?

M.: CoobiIecTBO YAUBATEIHHO PA3HOOOPA3HO OIBITOM M MHTEPECaMu
OTJIEJIbHBIX €r0 YJIEHOB, JIFO/M IIPUHAJJIEXKAT K Pa3HbIM KYJIbTypaM, U
Yy HUX BCEX pa3Hble MHEHUsl W WJEeh. JTO OJHOBPEMEHHO WHTEPECHO,
3aXBATBIBAIOIIE, HO U CJIOXKHO. MHE HPABUTCS 9TOT OIBIT WHTEJIICKTY-
AJIBHOM CBOOOJBI: TOPAYO OOCYKJIATH MJIEH W TOYKHU 3PEHUsT, TPH ITOM
He IPUHUMAas BEIM HA CBOI CYET. Y MeHs eCTb XOPOIIHEe JIPYy3bs, C KO-
TOPBIMU $I COBEPIIIEHHO HECOIJIACEH BO MHOI'OM, HO BMECTe C KOTOPBIMU
MHE B TO K€ BpeMsl IPUSITHO paboTaTh.

L: Yto ckaxkenib Hac4€T onbIiTa padborsl ¢ npoektamMmu GNOME
u OpenOffice/LibreOffice? KakoBo 3T0, O6bITb 4aCTHIO TAKOTO
OTrPOMHOTrO IIpoeKTa?
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and a great learning experience. I'd strongly recommend contributing
to a large existing project where you can gain deep skills before trying
to start anything of your own — as it turns out LibreOffice has a great
Easy Hacks list of simple first tasks to get involved with.

L: What do you think about serious changes in the vision of
the project, how they occur? Something like transition from
GNOME 2.x to 3.x.

M.: Software is a very human thing; it is largely a reflection of the
people and personalities that are involved and how well they work
together. I think bad things happen to projects when they don’t listen
carefully particularly to their contributors, but also users. I was involved
quite heavily in the development and transition from GNOME 0.x to
1.0, 1.2, 1.4, 2.0 and beyond. Over that time there was lots of change
eg. the team who decided that ’sawfish’ was written in a hard-to-debug
scripting language and needed re-writing in C (as Metacity) to make
it maintainable to some heart-ache; then some years later the same
team decide it needed re-writing into harder to debug and maintain
JavaScript (Mutter). Personally I thought the GNOME 3.0 transition
pathologies were refreshingly different to anything I'd seen before; so
I disagree with the orthodox group-think on that topic that this is
somehow normal. The project had different personalities in charge at
this transition, but I'm no expert on GNOME anymore sadly. There
are some really great guys who started their life in GNOME who now
fight at the cutting edge of other big problems in the FLOSS world.

L: It looks like GNOME 3.0 transition was rather uncomfortable
for you. What do you think about MATE as a continuation of
GNOME 2.x7

M.: Really uncomfortable. With regard to MATE — I was responsible
for trying to redeem some of the worse design decisions in GNOME
2.x around the ‘Object Model Environment’ piece of GNOME, and
I’d be rather happy if that code didn’t exist anymore. Each to their
own though — if maintaining that floats someone’s boat. Then again, if
there is lots of spare man-power floating around, then we have tons of
really valuable work that can be done on LibreOffice and a great team
to work with.

L: Let’s turn to LibreOffice then :) What do you think about
the attempts to supply LibreOffice with an improved tab-
based Ul, like ‘ribbons’ appeared in MS Office after 20077
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M.: Dto kpyTo. BosbimacTBO HOBUYIKOB B cBobo1HOM 110 X0TST Ha-
9aTh CBOI COOCTBEHHBII IIPOEKT, KOTOPBIi ObI CTajI M3BECTHBIM U YCIIeII-
HBIM, W MIPOCJIABUJI ObI UX, HO C TAKUM TIOIXO/IOM IIPOEKT COBEPIIIEHHO
GecrieperiekTuBeH. B ipoekTax mo pazpaborke cBoboHoro [10 Beé mme-
eT onpeaeaeHHyI0 (PUKCHPOBAHHYIO TEHY: NHMOPACTPYKTYpa, BeO-CAHT,
IePeBOJIbI, MAPKETUHT, CO3JaHune Opena, peiussnl. .. Jlaxe mecMoTpst
Ha TO, CKOJIBKO Ceffi1ac BO3ZHMKAET KJIACCHBIX CEPBHUCOB BOKDPYT git, co-
3/1aTh W IIOJ[JIEPKUBATH HOBBIIl IIPOEKT He Jierko. Pabora ¢ apyrumu
JIFOJTBMU OY€Hb TIOJIE3HA, IPUHOCUT HOBBIH OIBIT U ITO-HACTOSIIEMY CTH-
MyaupyeT. ¢l peKOMEeHIyI0 KaxXKI0My MOIpOobOBATEH OBITH acTHIO HOJIb-
IIOTO UMEIOIIETOCs IIPOEKTa, B KOTOPOM MOXKHO HabOpaTbCs OIbITA U
YeMy-TO HAy4YUThCsl, MPEXKJEe YeM HauMHaTh 9To-TO cBoé. Hampumep,
B mpoekre LibreOffice ects crmcox Easy Hacks, mpocreix 3amaq, Ha
KOTOPBIX MOXKHO TOTPEHUPOBATHCsI, IIPUHOCS MOJIB3Y ITPOEKTY.

L: Yo ThI AyMaenib 0 TOM, KOT/Ia MPOEKT PE3KO MEHseT KyPC,
Kak 3710 mnojgy4aercs? Hanpumep, Takue curyamuu, Kak C Ime-
pexomom or GNOME 2.x K 3.x.

M.: IlporpammHOe obeciiedeHre TUIIETCs JIFOJIbMU U C OOJIBIIEr0 OTPa-
2KaeT XapaKTephbl U OCOOEHHOCTH JTIOJIE, KOTOPBIE ero IHIIYT, & TAKXKe
X B3aMMOOTHOIIEHUs. Kak MHE KaykKeTcsl, U3MEHEHUsI K XY/IIIeMy CJIy-
Yar0TCsl, KOTJIA TPOEKTHI HE CJIYIIAIOT He TOJIHKO CBOMX KOHTPUOYTOPOB,
HO U TI0JIb30BaTeieil. 91 6bL1 cepb€3HO BOBJIEYEH B paspaborky GNOME
Bepcuii 0.x, 1.0, 1.2, 1.4, 2.0 u mamee. B To BpeMs B TPOEKTE TTPOUCXOJIH-
JIO MHOTO paJIMKaJbHBIX m3MeHeHnit. Hanpumep, ogHa KOMaHIa peru-
Jia, 910 T. K. sawfish Hammucan Ha CKPUITOBOM SI3bIKE, KOTOPBINA HEJIErKO
OTJIAXKUBATD, ero HeobxoauMo nepernncarh Ha Cu (pe3ysbraT u3BecreH
kaK Metacity), 4To6bl ero X0Th KakK-TO MOXKHO OBLJIO IIOJJIEPXKUBATS.
HeckoJibKo JieT cIrycTs Ta »Ke camasi KOMaHJIa PeIlnia, YTO ero Hy»K-
HO Iepemnucarhb Ha Javascript, KOTOPBIil TOXKe HeJIerKo OTJIAYKUBAThb U
nopgepxkuBarh (Mutter). JIuano s gymaro, 4To mpormece nepexoja Ha
GNOME 3.0 cuiibHO OTJIMYAJINCH [B XYIIYI0 CTOPOHY| OT 4ero-jaubo,
9TO s BHUJE] paHee, W s HECOTJIACEH C PACIPOCTPAHEHHLIM MHEHUEM,
qr0 310 HOpMaJibHO. B GNOME 3a nepexoj Obli OTBETCTBEHHBI Pas3-
HBIE JIIO/IM, HO, K COXKAJIEHUIO, s1 Dojiee He CJIeXKy 3a IPOeKTOM. Ecth
HECKOJIBKO KJIACCHBIX Pa3pabOTUIMKOB, KOTOPbIe HAavYaJu CBOIO IIpodec-
cuonasbayio xku3ub B GNOME, u Terreps oHu Ha mepeneM Kpae, Cpa-
JKAIOTCSL € JIPDYTUMA BayKHBIME 1Tpobsiemamu Mupa FLOSS.
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M.: Personally I really like a tab-based palette of tools to use,
LibreOffice now has a Notebookbar which may be more familiar to
some newer users. I can’t see us ever removing the classic toolbars
though, and of course — we have a great sidebar panel which is a far
better use of screen real-estate on 16x9 screens I think. Through good
design and re-use, they are reasonably easy to maintain (I hope).

Again — I like the power of possibility — of seeing people who firmly
disagree on what is the right way to do toolbars, menus (or whatever)
work towards a common goal of thrilling each of their constituents
with a choice of the functionality they like best. I really don’t buy
the rationales for: ‘We will choose everything for you’, and luckily the
LibreOffice UX team is interested both in making thing much easier to
use (there is lots of scope for that), and also in allowing choice.
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L: Tloxoxe, uro mepexom Kk GINOME 3.0 masa Tebss He ObLa
odYeHb NpUATHBIM. A 4To ThI AyMaelnb HacdéTr MATE kak mipo-
nomxkennst uaeit GNOME 2.x7

M.: a, sToT mepexo/i ObL Jjisi MEHsI OYeHb HENPUATHBIM. A HACIET
MATE cka:Ky, 9T0 IMEHHO s1 OBLJI OTBETCTBEHHBIM 38 IIOIBITKH UCIIPaB-
JIEHUsI HEKOTOPBIX IJIOXUX PEIleHnuil B 00JacTH «OOBbEKTHOU MOJIEIn»
GNOME, u s1 6611 OBI 60JIEE YEM CUACTIIUB, €CJIU OBl TUM KOJIOM DOJIb-
e HUKTO He MoJib30BaJicsa. Ho 0 BKycax He CIOpsT — €CJId 3TOT MpPOo-
€KT KOMY-TO HyKeH, TO IrycTb Oymer. C Apyroit CTOPOHBI, €CJin KOMY-TO
X04eTcsl 4eM-To 3aHAThesA, y Hac B LibreOffice ects muOrO paborsr n
NPUSTHBIA KOJIJIEKTHB.

L: Jasait norosopum npo LibreOffice :) Yro TbI gymaems Ha-
cuét nonbiTOK BHeaputh B LibreOffice unrepdeiic Ha ocaoBe
«BKJIQJIOK», Hammogmobue «pubbouoB» u3 MS Office 20077

M.: Mmue su9HO HPABATCS MAHEJN HHCTPYMEHTOB C BKJIAJIKAME, U B
LibreOffice remeps ectb ecth Notebookbar, Kk KoTopomy, BEpOSITHO, TpHU-
BBIKJIN HOBBIE T10Jib30BaTeu. C Apyroil CTOpOHbBI, i HE MOTY IIPEJICTa-
BUTb, YTO MBI KOIJa-HUOY/b OTONAEM OT KJIACCHYECKUX IaHeJeil wH-
crpymenToB. Hy n morom, y Hac ecTb 3aMedaTesibHas OOKOBas MaHE b,
KOTOpasi, Ha MOH B3IV, ropa3no 3pdeKTuBHee PACXOIAYeT IKPAHHOE
IIPOCTPAHCTBO Ha dKpaHax ¢ cooTHOIIenneM ctopon 16:9. IIpu xopomrem
Ju3aiiHe ¥ IIOBTOPHOM HCIIOJIB30BAHUH KO/a, UX II0-BUIUMOMY OyJIeT
HECJIOXKHO TIOJJIEPKUBATH (HAJEIOCh ).

Hy a BooOIie, MHE HpaBUTCS CaMa BO3MOXKHOCTB ITOIO, ITO 3aMe-
9aTebHO, ITO €CTh JIIO/IM, Y KOTOPBIX COBEPIIEHHO PA3HbIE MHEHUS Ha~
CYET TOro, KaK IPABUJIBHO JIEJIATh IAaHEJIN NMHCTPYMEHTOB, MEHIO U TaK
Jajiee, 1 OHU BCe PabOTAIOT BMeECTe, YTOOBI MPEJIOKUTH II0JIb30BATE-
JsiM BBIOOD. ¢l He corytaceH ¢ momxomaom: «Mpl BCE pemuM 3a Bacy. K
cuacTbio, KoManma UX LibreOffice 3amnrepecoBana u B TOM, 9TOOBI ClIe-
sgare LibreOffice npore B ucnosnbzosanuu (y HAC €CTh 4TO yJIydmars!),
U B TO 2K€ BPEMsI IIPEIOCTABIATH BO3MOXKHOCTH BBIOODA.
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L: Finally, it would be interesting to know how would you
compare your impressions on FLOSS with one on proprietary
software. Something about good and bad features you are
noticing. ..

M.: Good and bad features?

I guess the bad feature I see in the world of FLOSS is that proprietary
software appears extremely easy to sell; whereas services and support
around great FLOSS like LibreOffice is hard to close. I regularly suffer
customers who refuse to pay even 10% of the price of MS Office for
their deployment in return for great services, support and maintenance
— which in turn Collabora can re-invest into LibreOffice development.
Apparently it is a common hope that someone else can pay to make
LibreOffice better, and to contribute about the third of commits we
write. While the license of course allows this, that’s a really bad feature
of my experience at least.

On the good side — I'm a huge fan of LibreOffice Online — which
Collabora has invested a fortune into creating. We’ve put a huge amount
of time and effort to allow people to host their own collaborative
productivity software in conjunction with our many partners in ways
which respect their privacy, as well as letting people exchange open
file formats without needing to install software at the recipients’ end,
that’s a great ‘good’ and it excites me.

Questions on behalf of LVEE where asked by Dmitriy Kostiuk and
Andrew Shadura. Russian translation by Andrew Shadura.
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L: Haxkoweri, 661710 661 MHTEPECHO y3HATh TBOM BII€YATJIECHUS O
ceoboguom I1O B cpaBHeHuu B nponpuerapHbiM. W xoporiue,
U IJIOXWE OCOOEHHOCTHU, KOTOPbhIE€ Thl 3aMeYaelb. . .

M.: Xopomnre u wioxue 0coOOeHHOCTH !

Hagepmoe, m10x0 TO, 9TO Cy/isl IO BCEMY, UTO MPOIMPHUETAPHBII cODT
ropaszio Jierde IpoJaTh, YeM CJIyKObl U IOIJEPKKY JJIs CBOOOIHOIO
ITO (manpumep LibreOffice). Yacro ciydaercst, 9T0 KJIMEHTHI OTKA3bI-
BaloTcs WIaTuTL gaxke 10% toro, uro omm miarar 3a MS Office, 3a
nomzepxkky LibreOffice — menbru, koropsie Collabora moxer myctursb
Ha JajbHelInyo pa3paboTky. Buanmo, Bce HaAeoTCst, YTO Kmo-mo opy-
201 MOXKeT 3aIIaTUTD 3a yiaydamenne LibreOffice, u BrecTn okosio Tpern
TeX KOMMUTOB, KOTOPbBIE IIHIIEM MbI. XOTsI, KOHEYHO K€, JIMIIEH3UsI ITO
[IO3BOJISIET, U3 MOETO OIBITA ITO JOCTATOYHO HEIIPUSITHO.

N3 xopomrero — LibreOffice Online. Collabora Bioxkua orpomebie
cpezcTBa B ero cozganue. Mbl moTpaTmiii MHOTO BPEMEHU U CHJI, ITO-
OBI TIO3BOJIUTD TTOJIH30BATE/ISIM PA3MeIIaTh Ha UX COOCTBEHHOM nHMpa-
crpykrype odpuctuoe I1O ¢ dpyHKIMEH KOJIIEKTUBHOIO JOCTYIIa, OOIIN-
MU YCHJIMSIMUA C HAIMMU [MapTHEPAMU, TaK, YTOOBI 3TO He HAPYIIAJIO
X KOH(MUIECHIMAIBHOCTH, IAJIU JIOASM BO3MOXKHOCTH OOMEHUBATHCS
daitmamu B OTKPBITHIX hopmaTax 63 HeOOXOMMMOCTH YCTAHOBKY KJIM-
earckoro [0 — u 310 Topowee MPUBOIUT MEHsT B BOCTOPT.

Bonpocor om umenu LVEE 3adasasu JImumput Kocmiox u Andped
IHladypa. Pyccruti nepesod Andpes Illadypol.
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Florian Miillner

Madrid, Spain. Red Hat

LVEE: Can you briefly introduce yourself?

Florian Miillner: I'm Florian Miillner and I work for Red Hat’s
desktop team from Madrid, Spain, where I live with my husband and
cat. Within GNOME, I work mainly on GNOME Shell and Mutter,
which I maintain. I also like to put some time each cycle into the Polari
IRC client, which started as a fun side project some years ago.

L: Tell us something about your first experience with the
open source software? It may be your first understanding that
free/libre software is not about ‘pay nothing’

F.: Between graduating from high school and beginning my substitute
service, I had some months of idle time. It was way too much time to
fill with party alone, and as I was interested in computers, I decided
to take a look at this Linux-thing people were talking about. I fell in
love almost instantly — unlike the Windows 98 of the time, it didn’t
hide away what’s going on behind pretty (rather pixelated by modern
standards) images and cryptic errors, but invited you to just dive right
in and explore — source included (on a separate CD)! Oh, and its ‘Blue
Screen of Death’ was a screensaver! instead of the real thing. ..

It didn’t take long to come into contact with the philosophical

underpinnings — not least to find out why software you paid good
money for was still calling itself ‘free’. So I discovered copyleft — using
the same copyright law that was used elsewhere to restrict users’ rights
to grant and guarantee rights instead didn’t just look like a good thing:
it was a quite brilliant legal hack that was easy to sympathize with. As
much as I've learnt since then, I still think it is a brilliant hack :-)
L: Which GNU/Linux distro was your first one, if it wasn’t
already mentioned? Which distro (distros) are you using now?
F.: In case the umlaut in my name hasn’t given it away already, I'm
originally from Germany. Back in the day, SuSE was the dominating
distribution there, so SuSE 6.1> was my very first Linux distro —
purchased in a bookstore as a set of CD-ROMs.

Over the years I have used a couple of different distributions —
Debian, Gentoo (yes, really), Arch... I switched to Fedora when I
started working for Red Hat (I didn’t have to, but then maintaining

126



Florian Miillner

Magapun, Ucnanus. Red Hat

LVEE: IlpencraBbcs, moxkaayiicTa

Florian Miillner: Mens 3oByr @iopuan MriojbHep, s paborato B
Red Hat B xomaHze pa3spaboTUYMKOB OKpYy:KeHHsI pabodero croja. 7
xuBy B Majpujie co ceonm myzkeMm u kKotom. B GNOME s B ocnoBHOM
paboraio nag GNOME Shell u Mutter, koropsie s moiep:kuBao. Eié
s CTapaloch yIeIsTh Kakoe-To BpeMs pabore uaj IRC-kimenrom Polari,
KOTODBI s Ha4asl pa3pabaTbiBaTh B CBOOOJHOE BPEMs HECKOJIBKO JIET
Ha3aI.

L: Pacckaku HaM, moxKaJjiyiicTa, O CBOEM II€PBOM OIIbITE CO
cBoboaubim I1O. Hanpumep, Kak ThI IIOHSJ, YTO CBODOOIHOE
IIO — »T0 He 0 neune?

F.: ITocse okoHIaHUS TITKOJIBI Y MEHs OBLIO HECKOJBKO MECATIEB CBOOOI-
HOI'O BPEMEHU — CJIMIIIKOM MHOT'O, YTOOBI IIPOBOJIUTH €0 B OJIMHOYKY,
¥ TIOCKOJIBKY sl MHTEPECOBAJICH KOMITBIOTEPAMH, TO PEIIHI [TOCMOTPETH
Ha 3TOT JIMHYKC, 0 KOTOPOM Tak MHOro roopuiu. ¢ Bawobmics B Li-
nux mouru cpasy: B oriamume or Windows 98, om Huuero me mpsiTas
3a KpacuBbIMHU (IO T€M BpeMEHaM) KAPTHHKAMU M HEIIOHSATHBIMH CO-
obrenussMu 00 ommbKax, cucremMa Kak OyATo ObI mpurJariaia Teds ¢
rOJIOBOII OKYHYTBbCsI B HCCJIEIOBaHUsS — BeJb HUCXOJIHUKU OBLIM 3]1€Ch
ke, Ha oThesbHOM KommakT-jaucke! Hy u koHedHO ke, CHHUIT SKpaH

cMepTH GBIT BCEro JINITh 3aCTaBKOM!, a He BCephés.

Bcekope g cronknyaca u ¢ dumocodCKoit CTOPOHOM BOIPOCa, B TOM
qucye, NBITasACh MOHATh, Kak 3T0 11O MoxKeT ObITh «CBOOOIHBIM», €CJIN
ThI 3a HEro ILIATUINL WHOIJA HeMaJible JIeHbru. Tak s y3HaJ O IOHSs-
Tuu copyleft: ncmosb30BaHNN 3aKOHOB 00 ABTOPCKUX IIPaBax, KOTOPHIE
OOBIYHO OI'PAHUYUBAIOT TOJIB30BATEIEH, [IJI TOTO, YTOOBI JATh UM IIpa~
Ba W rapaHTUU. DTOT XUTPHIH «XaK» IOKA3ajcsd MHE 3aMedaTebHON
ujeeit. I XoTst ¢ Tex mop MPOILIO MHOTO BPEMEHU U C TeX HOP s y3HAJ
MHOT'O HOBOTO B 9TOii 06JIaCTH, MHe BCE PABHO HPABUTCS 9TOT «XaK» i-)
L: Kakoii 6611 TBOI 1epBbiii guctpubytus? W vyem ThI MOJIb-
3yemnibesa ceiigac?

F.: Ecaum ymusyT B MOEM WMEHHU eImié MeHs He BBIIAJ, s BOOOIIE-TO
memer. B Te Bpemena SuSE ObLI caMbIM pacipoOCTPAHEHHBIM JUCTPH-
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Fedora packages is part of the job). To tell the truth, I usually build all
of GNOME from upstream and use that as my login session®, so the
underlying distribution doesn’t matter too much anyway.

L: How did you become the developer of FLOSS?

F.: I was a Linux user that went to university to study CS, so becoming
a FLOSS developer seems obvious. Alas, it wasn’t that easy at all. For
a very long time, I was working with FLOSS rather than working on
FLOSS — partly because I didn’t have a particular itch to scratch,
but to be honest, partly because putting your code up for everyone’s
scrutiny can be scary as well (and the idea that people could blame my
sexuality for obvious blunders rather than my inexperience didn’t help
either). And not least, getting yourself to work after working a day job
is hard.

However eventually the GNOME project announced plans for a new
major version with a revamped user interface (after the initial ‘grown-
up’ plan of only removing deprecated APIs from GTK+). I starting
running early versions of GNOME Shell; it was rough and more of a
runnable prototype at that stage, but there was a lot to like as well - or
rather, there was a lot I knew I would like once it became more fledged
out.

At last, I had found my itch. Very soon after contributing a first
patch, I was working on GNOME Shell on a daily basis. I was given
git commit access and danced around the house, became a GNOME
Foundation member, and attended my first GUADEC. GNOME quickly
became a second home to me, and it still is to the current day.

L: Something about your experience with the community
(anything from first impressions to your current vision)?

F.: There’s a popular children’s novel in Germany that includes the
character of an ‘illusory giant’ — a normally sized person who appears
taller the farther you get away. The community is a bit like that —
big and scary from the outside, it gets more approachable the closer
you get, until you attend a conference and meet the actual people who
make up the community, and they turn out to be just friendly, regular
people. ..

(Well, definitively nerdier than your average person, and as a whole
too white and too male, but some effort is put into increasing the
community’s diversity*)
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6yTuBoM B [epMaHny, Tak ITO MOil epBEIil ucTpubyTHs 6611 SUSE 6.12
. 4l ero Ky B KHUXKHOM Mara3uHe B Buje HabOpa KOMIIAKT-/MCKOB.

C rex nop st nosb3osasicst Debian, Gentoo (za, cepbésno!l), Arch. ..
nepeiiasa Ha Fedora, korma s magasr paborats B Red Hat. IlepexomuTn
OBLIIO HEODHA3ATEIPHO, HO TaK IIPOINE OBLIO IMMOMIEPKUBATH AKETHI B
Fedora, wem s 3ammmasica mo pabdote. Ilo mpaBrae, 1 OOBITHO KOMITH-
supyto GNOME u3 ancTpuMHBIX HUCXOJHUKOB W CaM IOJIB3YIOCh pe-
synbraroM (ombiT ¢ Gentoo maét o cebe 3HATB!)?, TaK UTO Ha KaKOM
IUCTpUOyTHUBE si pabOTar0, HE TaK YK U BaXKHO.

L: Kak TbI cTas paspaborynkom cBobogroro 1107

F.: 4 61 mosb3oBaTeem Linux, KOTOPHBIi yumnjics B yHUBEPCUTETE Ha
KOMITBIOTEPHON CIeNuaaIbHOCTH, TAK UTO BIIOJHE OXKHUIAEMO, 9TO S CTAJ
paspaborunkom. K coxkasieHnio, 310 ObLIO HE TaK MPOCTO, KAK MOYKET
nmoka3aThbcsa. JIoBOIbHO 10T0 1 paboTas co cBOOOTHBIM cOPTOM, a He
Ha0 HUM — B YACTHOCTH, IIOTOMY KaK y MeHs He ObLIO e, 4TO Obl
TaKoe KOHKPETHO I0pa3pabaThiBaTh, HO, YECTHO NOBOPsI, €II€ MHE OBLIO
HEMHOI'O CTPAllHO MOKA3bIBATH CBOI KOI BceM Ha obo3penue (Kpome
TOrO, HE XOTEJIOCh ObI, IYTOOBI JIIOJU ONPAB/BIBAIN MOU IIPOMAXHU MOEM
CEKCYAJIbHOCTBIO, & He HeOoILITHOCTHIO). Hy n HakoHer, 3acraBuTh cebs
3aHATHCS MPOTPAMMUPOBAHUEM BEYEPOM IOCJTEe PADOUero JiHs He Tak
JIETKO.

Opnuax el npoekT GNOME 00bsiBu 0 m1aHax pa3paboTKu HOBOIA
BEPCUH C [EPEOCMBICJIEHHBIM TI0JIb30BATEIbCKUM uHTepdeiicom (mocie
<IIOMIPOCIIIEr0» U3HAYAJIBHOTO IIJIAHA BCErO JIUIIh YIAJATH YCTAPEBIINE
API uz GTK+). 4 nauan upo6osars panuue Bepcun GNOME Shell;
B TO BpeMsl 9TO ObLI CKOpee IIPOTOTHUIl, HO yKe Ha ITOH crajuu ObLIO
MHOI'O MHTEPECHOI'O0 — TOYHEe, TaKOro, PO YTO si IOHUMAJ, 9TO OHO
MHE [TOHPABHUTCH B 00JIee «OTECAHHOM» BHUJIE.

Hakownerr, s Haméa To, 9To MeHsl HHTepecoBaJsio. Bekope mociie oT-
MMpaBKM CBOErO II€PBOrO TAaTYa s HAaYaJ €XKeIHEBHO paboTarh HAa
GNOME Shell. ¢ nomyuans gocrym B git 1 TaHNEBAJ 110 IOMY OT Pajo-
cru, s craj wieaom GNOME Foundation, B mepBbIii pa3 moydacrsoBat
B koHpepeniuu GUADEC. Ckopo st craj 4yBcTBOBaTh ce0sl B IIPOEKTE
GNOME kak joMa, ¥ TaK OHO U IPOJIOJIZKAETCS I10 Ceil JIeHb.

L: Pacckaku 4To-HHOYJb O TBOEM ONBITE€ B3aMMOAEHCTBUS C
co00111eCcTBOM (YTO YrOJIHO, OT IEPBBIX BIEYATIECHUN 10 CBOErO
HBbIHEIHero BuaeHusi)?

F.: B I'epmanun ecth Takas u3BecTHasl JETCKas KHUYKKA, B KOTOPOit
OIMH U3 IePCOHAXKEH — «MHUMBIN BEJIHMKAH», I€JOBEK HOPMAJIHLHOIO
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L: Of course it would be great to know something about your
impressions from contributing to GNOME. How is it to be
the part of such a large project?

F.: It’s smaller on the inside!

Joking aside, GNOME consists of lots of more or less independent
modules. At least while starting out, it’s common to only focus on
a single module — so while you are indeed part of a large project,
most of your interactions happen with a fairly small group of people
working on the same module (or team — let’s not forget that there’s
more to GNOME than code, like translations, documentation, design
or engagement).

There’s no denying that it’s a big project though, when you travel to
a GNOME event knowing that besides meeting with old friends, you’ll
return with a couple of new ones as well.

L: What do you think about serious changes in the vision
of the project, how did they occur? Something on transition
from GNOME 2.x to 3.x.

F.: This is a hard question for me, considering that I was a GNOME
2.x user who only became a developer during the 3.x transition itself.
While development was still in relatively early stages when I joined, in
hindsight the most significant shift had already taken place (at least as
far as GNOME Shell was concerned): making design and user experi-
ence an integral part of the development process. I'm a big fan of that,
but can’t compare it to what was there before.

Another important change that took place at around the same time
was envisioning the desktop as an integrated product, rather than as a
grab bag of interchangeable components — it is worth reminding that
3.0 was the first GNOME version that had built-in printer configuration.

Thanks to those two changes, upstream GNOME now provides a
level of polish that was previously only possible on a distribution level
(for distros that had the resources to do the integration work, and
duplicated for each distro).

L: Something about appearance of GNOME Shell, its evolution
through the years? May be some pieces of further vision, etc.
)

F.: It’s true that there have been many improvements and refinements
over the years, for example:

— the overview originally used tabs to switch between window- and

app picker, until 3.6 added the show-apps button to the dash;
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pocTa, KOTOPBIl KayKeTCsl TeM BBIIIE, YeM JIajIbIle OT Hero OTONIEITh.
Co00111ecTBO B 4€M-TO TTOXOXKe: DOJIBINIOE U YKACHOE CHAPYKU, OKA3bI-
BaeTcsa 0oJiee MOCTYITHBIM BOJIN3H, & MOC/E TTOCEIeHsT KOH(DEPEHITHN 1
JINYTHOTO 3HAKOMCTBA OKa3bIBAETCsI, ITO BCE 9TO OOBIYHBIE JIPYIKETI00-
HBIE JIFOJIN. . .

(Hy, xoneuno xe, 6osiee «GOTAHUCTBIEY, 9eM «OOBIYHBIE» JIIOJU, U
OOBIYMHO CJIUIIKOM OeJible W CJIMINKOM MY KYUHBI, XOTs €CTh YCHJIUS TI0
YBEJIMIEHHIO Pa3HOPOJHOCTH coobmecTra’t)

L: Koneuyno, naTepecHo 6bljI0 ObI y3HATHL IIPO TBOU BII€YAT-
JeHusi ot paborel ¢ mpoektom GNOME. KakoBo 3T0, OBITH
4acThI0 TAKOTO OIPOMHOTO MpoeKTa?

F.: VsHyTpu OH BHITISIUT MeHbIIeE!

Ecmu cepnésnee, GNOME cocrour m3 MHOXKeCTBa OTHOCHUTEIHHO
He3aBUCUMBIX Mojyseil. Kak MUHUMYM, HOBHYKH OOBIYHO (DOKyCHPY-
FOTCSI Ha OJJHOM MOJLYJI€, TaK 9TO XOTs Thl — YaCTh OOJIBIIOTO IPOEKTA,
B OCHOBHOM ThI ODITAEITHCS C MAJION I'PYIIIOil JItojeil, KOTOpble paboTa-
0T HaJ[ TeM K€ MOJysieM (Hy Ui ¢ KOMaHJIOil — He CcTOuT 3a0blBaTh,
aro GNOME 310 Gosiblie 4eM Ko, 9TO elIé U IePeBObl, JOKYMEHTa-
IUsl, TU3aiH, NOIb30BATEIbCKAST AKTUBHOCTD ).

He 6yny orpumniars, 970 OOJIBIIONI IPOEKT, 1, HAITPUMED, KOTJIA €IeIlb
Ha BCTPEYU PA3pabOTIMKOB, TO 3HACIIb, YTO HE TOJHKO YBHUIMIILCI CO
CTapbIMU JIPY3bsIMU, HO U MPUOOPETEITbh HECKOJIBKO HOBBIX.

L: Yo ThI ayMaelnb 0 TOM, KOT/Ia IIPOEKT Pe3KO MEHSIET KYyPC,
Kak 9To noJjy4daercsi? Hanpumep, kak c nepexomom or GNOME
2.x K 3.x.

F.: Cioxuo ckazarh, T. K. BO BpemeHa GNOME 2.x st ObL1 1m0I630Ba~
TeJeM, a pa3pabOTINKOM CTaJI TOJBKO BO BpeMs Iepexoa Ha 3.X. XOTsd
pa3paboTka 1 ObLIAa HA CPABHUTEJHHO PAHHUX CTAJUIX, KOTIA s [MPH-
COEIMHUIICS K TMPOEKTY, HO CaMble CYIECTBEHHOE M3MEHEHUs] K TOMY
MOMEHTY y2ke npowusonum (mo xpaiineit mepe, B GNOME Shell): nun-
zaiin u UX crajm HeoThbeMJIEMOH YacThIo Ipolecca paspaboTku. Mue
9TO OYEHb HPABUTCSI, HO sl HE MOT'Y CPABHUTH CUTYAITUIO C TOM, YTO ObLIA
panee.

Emgé osao Ba)XHOE M3MEHeHWe, KOTOPOe IIPOU3O0IIIO TOI/a YKe —
MMOSIBUJIOCH BUJIEHUE OKPY2KeHUs Pab0UIero Crojia KaK NHTeIPUPOBAHHO-
ro MpoAyKTa, a He HabOpa B3aMMO3aMEHsSIeMbIX KOMIIOHEHTOB. CrouT
HanoMHUTh, 910 3.0 ObuTa TepBoit Bepcueit GNOME co BerpoenubiMu
CpeJICTBAMU HACTPOMKM IPUHTEPA.
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in 3.8, traditional menu categories where dropped from the app
picker in favor of app folders and the separate ‘frequent’ and ‘all’
views we have today; scrolling was replaced by pagination in 3.10,
and 3.14 finally updated the various transition animations to give
the component its current appearance

notification handling saw two major redesigns - in 3.6 and 3.16
- each followed by further refinements, the last as recent as the
current 3.24 release

most system status menus where combined into a single system
menu in 3.10

However as much as GNOME Shell has changed over time, it’s
equally impressive to see how much of the initial design document® is
still relevant today, even despite major changes to the overview layout
that happened before 3.0. More so when revisiting the actual release®,
which does show how the project has evolved over time, yet is still
easily recognizable as GNOME desktop.

As boring as it sounds, you can expect more of the same in the
future — improve and refine what we have, while keeping true to a
core vision. And of course is anything in need of refinement itches you:
please get in touch and start scratching!

Questions on behalf of LVEE where asked by Anastasia Markina.
Russian translation by Andrew Shadura.
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Brarogapst stum nByx mamenennsam «BaHmIbHbI» GNOME BoBITIS-
JUT HACTOJIHBKO OTHLIN(OBAHHBIM, KAK PAHBIIIE OH MOT BBIIVISAIETH TOJIb-
KO B qucTpubyTuBax (B TeX, KOTOPble MOIU cebe I03BOJIUTh HeMAJIbIi
00bEM 3aTpaT HA UHTETPAIUIO, U 3aHIMAJIICH €10 CAMOCTOSTEIHLHO, JTy0-
Jupyst paboTy JPYT JIPyTa).

L: Yro-unb6yns npo nosiBiienue GNOME Shell u To kak ona
pa3BUBaJIach 3a Bce 3Tu roabi?! MoxKeT ObITh, KAKOE-TO BUIe-
HUe Oyaylero NpoeKTa U T. J. :)

F.: Jla, 3a 3Tu rogp! 6bLJIO MHOTO YJIyYINEHNN, HAIIPUMED:

— B peKuMe 0030pa U3HAYAJIHHO UCIIOJIb30BAJINCH BKJIAIKHU JIJIs T1e-
PEKJTIOUEHUS MEXKTy SKPAHOM MTPUJIOZKEHUN U SKPAHOM OKOH, HO B
Bepcuu 3.6 B JOK-TIAHE b T00ABUIN KHOIKY ITOKA3a IPUJIOKEHU;
B 3.8 INPUBBIYHBIE KATETOPUHM MEHIO ObLIN 3aMEHEHBI HAITKAME C
[IPUJIOKEHUSMU U OTJIEJILHBIMHI PEKUMaMU OTOOPAYKEHUS «IIOILY-
JISIDHBIX» M «BCEX» IPUJIOYKEHMIT; BMECTO MPOKPYTKHU B 3.10 ObLI
MIPUMEHEH TTOCTPAHUIHBIA TPOCMOTD, a B 3.14 HaKOHeI TOMEeHsI-
JINCh AHUMAITUH, TIOCJIE 9€r0 BCE CTAJIO BBITVISAIETh TaK, KaK ceifaac

— nnrepdeiic yBemoMmiiennii ObLI 3aMeTHO repesienan B 3.6 u 3.16,
¢ HeOOIBIIUMU YIIYyYIIEHUSAMHA B IIOCJEYIOIINX BEPCUSX, B TOM
quciie U B TeKylelt Bepcun 3.24

— 6OoJIbIIIast YaCTh U3 BCEX MEHIO CTaTyca ObLIM O0bEINHEHBI B €11~
HOEe CHCTEeMHOe MeHIO B Bepcuu 3.10

Hecmorpsa ma Takoe 4ncjio m3MeHEHWi, TOPA3UTEIHHO, HACKOJIBKO
pejleBaHTeH M3HAYAJILHBI IPOEKTHEIN JOKYMEHT®, JajKe ¢ yU&TOM ce-
PBE3HBIX TIEPEJIESIOK peXKUMa 0030pa, KOTOPBIE MTPOU3OILIHN TEPEJT BbI-
nyckoM Bepeun 3.0. Ecim B3aTh camy Bepcmio 3.0, emé 6osiee 3ameTHO,
KaK IIPOEKT, IIPOHd TaKOU JIOJTHl IIyTh Pa3BUTHs, BCE €I1€ BBITVISIAT
y3uaBaembiM, Kak GNOME desktop.

Kak 0bI cKyYHO 3TO HEM 3BydYaJio, HO IIJIaH Ha OyIyInee MPUMEPHO
TaKOl 2Ke: YJIydIIaTh U COBEPIIEHCTBOBATH TO, YTO y HAC €CTh, OCTaBa~
sICb BepHbIMU OCHOBHOIT ujee. Hy m camo coboit, ecjiu BaM MHTEPECHO
YTO-TO YJIYYIIATh, BHIXOJUTE HA CBSA3b W IIPUCOEIUHIATECE!

Bonpocor.  om  umenu LVEE  3adasana Anmacmacus Mapruna.
Pyccxuii nepesod Awndpes Illadypo.
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https://www.jwz.org/xscreensaver/screenshots/
https://en.opensuse.org/Archive:SuSE_Linux_6.1

Did I mention that I was using Gentoo in the past?
https://www.gnome.org/outreachy/

https://people.gnome.org/ mccann/shell/design/GNOME_Shell-20091114.
pdf

6 https://help.gnome.org/misc/release-notes/3.0/
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