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security: aim

Llenb:

MuHUMU3aUMa NoceacTBUI OGHAPYXEHNS U
3Kcnyatauum ysi3BUMOCTEN 3/10YMbILLIIEHNKOM.
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security: task

 clsync HaGnopaaeT 3a hannioBbIM gepeBOM C
NPON3BOJIbHLIMUY NpaBaMu Ha OO BbEKTbI
BHYTpPMW.

* 3/10yMbILWIEHHNK UMEET NOMHbIA AO0CTYN K
AaHHomy channoBomy aAepeBy.

 clsync He HabnwgaeT 3a hannamm, KOTopble
npeacTaBAsaoT UHTEPEC ASIA 3/I0YMbILLIEHHUKA

» Clsync 3anyckaet BHeLHWit npolecc Anst
< Q
OCYLLIECTB/IEHMS CUHXPOHM3ALNY \\/,%;é’
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security: application example

[srv/lxc/containerQ

/srv/Ixc/container0 .
containerl -« containerl
container2 » container2
containern .« containern

clsync
¢ 3]10YMbILLII'IEHHI/IK 3anepTt BHYyTPU | s
KOHTelHepa. &
S% Sas
» clsync 3anyckaeTtcs ¢ host-cuctembl. &9
LVEE 2014
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security: clsync v0.3

Attacker
.sshd of
the malefactor
atta clsync
e Clsync v
host system Prey
° 3I'IOYMbILLII16HHI/|K 3anepTt BHYyTpPU |
KOHTeliHepa /&
oS3 s
- clsync 3anyckaetcsl ¢ host-cuctembl. 58
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security: clsync v0.3

Attacker
\"4

&
Prey %
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security: clsync v0.4

Attacker
\"4

&
Prey %
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security: no guarantee

Attacker
\"4
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security: surface

[ToBepXHOCTb ANd aTaKu

MaJiasa
nporpamMmma !
oonblLlasd
nporpamMmma
secured
oonbLad
nporpamMmma
/ bOAQ
N\ %
— \/ X4
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security: overview

e CbHpoc npuBUNErNn

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
* Thread splitting

e seccomp

e cgroups
» fork()

D unshare \// )

[ drop privileges /\/°“° T
S0\

QS q (3
IS

. thread splitting “ ‘7/\$‘\
— s etC LVEE 2074
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security: what is the first?

> COpoc npuBuneruu

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
* Thread splitting

e Seccomp

e cgroups
» fork()

D unshare N 4%
S

[ drop privileges — NI
S 55

. thread splitting Y

— m———— LVEE 2014
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security: drop privileges

TpuBnasnbHasa npoueaypa c setuid()/setgid().
[TpoGnemsi:

* clsync gomkeH uMmeTb BO3MOXHOCTb Habnogartb
3a (hannoBbIM gepeBoM, 4YTO TpebyeT Nnbo
npusuiernn root, nnbéo capability
“CAP_DAC READ SEARCH”.

* B onpeanenéHHbIX KoOHpUrypaumax, clsync sanyckaer
BHelLLHee npunoXxeHue (Hanpumep “rsync”) ans
OCYLLIEeCTB/IEHUA CUHXPOHU3ALUNN. Y OAaHHOIO
npuNoXXeHne A0/IHKHbI ObITb  [IOCTaTO4HbIE U
npaBa Ha YTeHMe BCEero (haii/IoBoro Jepesa.  op L ies

LVEE 207t
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security: CAP DAC_READ SEARCH

PelleHne npobnemsl Nel (HabnwaeHme):

» CoxpaHeHue capability
“CAP_DAC READ SEARCH” pna HabnwoageHus.

HoBasa npobnema:

» [laHHbIN capability JaéT BO3MOXHOCTb
HenpsaMoro AoCTyna Ha YTeHmne KO BceM pannam
pasgena (4epes bruteforce handle-os). ./ 2

LVEE 2014
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PelleHne HOBOW NPo6Giemsbl:

* Pasnenatb npouecc Ha aBa thread-a [thread
splitting].

3ameuaHue: setuid()/setgid() pencreyet

e )
Ha Bce thread-bl, a capabillities l\//g%’
MHOVBU YA bHbI. 555}?/\“3%5’
LVEE 2014
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security: CAP_SETUID | CAP_SETGID

PewieHne npobnemsbl No2 (“3anyck rsync”):

* AHaNOIMMYyHoe pelleHne He paboTaeT n3-3a
HeobxoaMmMocTu akTuBaumn capability B nouepHem
npouecce. Noatomy npennaraeTca coxpaHeHue
capabilities “CAP_SETUID” n “CAP_SETGID”
ncnonb3oBaHue setuid()/setgid() nepepn 3anyckom.

HoBas npobnema:
* [NosBnseTcsa BO3MOXXHOCTb MOYUNTb

NPVBWUIETNU root-a, YTO NMOJSTHOCTLIO /\ <7 ,q%t,
NNKBUAMPYET 3aLuTy §§5’3/ \“‘\‘%5’
LVEE 207‘#
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PellieHns HoBon NPo6GeMbI:

 Pasnenarb npouecc Ha aAsa thread-a [thread
splitting] ¢ pasHbiMU NpMBUAEHUAMN (MCMOMNb3YA
capabillities).

* Paznenartb npouecc Ha ABa NOJIHOLIEHHbIX
npouecca [uepe3s fork()]. Bonee 6e3onacHbIN
BapuaHT.

)
3aMmeuaHue: ataka c thread-a Ha thread l\//‘jf’ .
Ha NopsifoK npouue, Yem Ha “fork()-HyTeli” 45 (5%
poLece LVEE 2014
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security: what is next?

e CbHpoc npuBUNErNn

> A3onAauuna B COOCTBEHHbIe hamespace-bl
* Thread splitting

e Seccomp

e cgroups
» fork()

D unshare _\// R7)
(4

I drop privileges N

':agw “qﬂobg

. thread splitting SN EAY
e—— e etC LVEE 2014
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security: unshare()-ing

unshare() flags (Linux 3.13):

C
C

O O O 0O O

_ONE_FILES — File descriptors
_ONE_FS — FS attributes
_ONE_NEWIPC — SysV IPC

_ ONE_NEWNET  — Network

_LONE_NEWNS — Mounts

ONE_NEWUTS - UTS A&

 ONE_SYSVSEM - SysV semaphores & 255

LVEE 207t
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security: unshare()-ing
mountpoints

Hanbosiee aBToMatnyeckuini BapumaHT:

e chdir(newroot);

* mkdir(“old_root”);

 unshare(CLONE_NEWNS);

« mkdir(newroot_bind, 0700);

* mount(newroot, newroot_bind, ..., MS_BIND | ... , NULL);
 chdir(newroot_bind);

* pivot_root(“.”, “old_root”); )

e chroot(*.”); />§a’: \@?vg

. umount2(“old_root”, MNT_DETACH); ke
LVEE 207‘#
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security: problem of unshare()-
INng mountpoints

* BKkntoueHHbIV capability
“CAP_DAC READ SEARCH” co3paér
YA3BUMOCTb, 3a CUET pa3pelleHuns bruteforce-a

nandle-oB ¢C.

« Ho “CAP_DAC_READ_ SEARCH” HeoGxoaum
19 BO3MOXXHOCTM HabnaeHna 3a panioBbiM
nepeBoM Npu co6POLLEHHbIX NPUBUETNAX.

e PelwleHne naHHOW NPoO6GAemMbl — 3TO _\///z%
. . /—/\ §d47t>
thread splitting S5 K405
LEN
LVEE 2014
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security: what is next?

e CbHpoc npuBUNErNn

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
> Thread splitting

e seccomp

e cgroups
» fork()

D unshare _\// R7)
(4

I drop privileges N

':agw “qﬂobg

. thread splitting SN EAY
e—— e etC LVEE 2014
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security: what is thread splitting?

[Tog TepmuHOM “thread splitting” noHMmMaeTcA
co3fiaHne gonosiHuTenbHoro thread ons
06paboTku syscall-oB, TpebyloLnx 0CobbIX
npuBUIETNN.

cap preserve gap drop
& setuid
) —————  E -
RUN Eap enable _/\///%g
AR % &
dangerous A

syscalls  LVEE 2014
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security: privileged syscalls list

Cnncok pyHKUMn, TPpebyownii NOBbILLEHHbIX
NnPUBUNIETNN:

» fts_open()

e fts_read()

» fts_close()

* Inotify _add_watch()

. setuid()/setgid() &

LVEE 207t
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security: problems of the thread
splitting

[Mpo6siembl gaHHOro noaxoaa:.

* TpebyeTcsa ncnonb3oBaTb 6/TOKMPOBKU ANA
KaXxaoro npusunernposaHHoro syscall, Uto
CHMXXaeT Npon3BOANUTENNbLHOCTb B HECKO/1LKO
pas.

» TpebyeTca 3alWunTUTb NPUBUIETNPOBAHHbLIV
thread oT HenpuBunernpoBaHHOro. a4 aToro
MCNOJIb3YETCA Sseccomp, 0 YEM byaeT //g,

Q
47

PaCCKa3aHO [MO03)Ke. /qg‘, K 05

S5
(7 \
bOC _~ o~

LVEE 2014
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security: the performance
problem of the thread splitting

140 N simple
120 114.8 ® thread splitting (mutex)

100

86.9

80

sec

60
40
20

0

real
LB

/,\
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* [Mpob6nema Bbi3BaHa MCMO/1b30BaAHNEM
pthread mutex_*(), KOToOpble pacuMuTaHbl Ha
b6osiee meaIeHHYH G/TOKMPOBKY-
Pa30/10KNPOBKY.

o [1ns ObICTPbIX 6/TOKNPOBOK-PA306/T0KMPOBOK
6biBaeT spinlock, ogHako oH He noaxoaAnT ANs
6/T0KMPOBOK U Pa3b/10KMPOBOK C 6OMbLLIUMMU
MHTepBaaMu (YTO ABNSETCA LUTATHOW
cutyaumen ans clsync).

* bbINo NPen/IoKeHo caenatb

Lismr \acation | Eaters Evnrope
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3aBUCUMOCTb BpeMeHU BbINOJIHEHUS
initial sync ot timeout-a spinlock-a
B0
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 [Tocne initial sync cnctemHble Bbi30Bbl ObIBAIOT
N0CTaTO4YHO peaiko, MO3TOMY MUCMNOJIb30BaHMe
spinlock-a ¢ BbICOKMM timeout NpMBOAUT K
6ecnosiesHbIM A0MNO/THUTENIbHLIM 3aTpaTam
pecypcoB CPU.

e ONTUMasibHOEe 3HavyeHue timeout 3aBUCUT OT

KOHKPETHOIO fiipa, OKPY>XXEHUS U annapaTrHoro
obecneyeHuns.

* bb1/10 NpeanoXeHo ncnosibaoBatb 8192
nTepauun Kak HysieBoe npuonmxexHve, a ,u,anee
nenartb aBTOMaTNYECKY0 KaJIMOPOBKY. Jy &

/\/

DQ

>

4 o
NG

Y

N
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3aBUCUMOCTb BPEMEHU BbINO/THEHUS
Initial sync ot pexuma clsync

Hsimple

thread splitting (high load locks + auto adjust)
¥ thread splitting (high load locks)
m thread splitting (mutex)

120 114.9

100

87.0

a0

&0

40

457294218

, 1N

11.9 ﬂé}u@ 14.5

real SYS
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security: problem of the new
locks

* licnonb3oBaHue spinlock Ha oaHOAAEPHbIX
cucTemMax nNpmBoOauT K eLlé 60sbLUIen notepe
NPoOn3BOANTENIBHOCTMW.

o KasinbpoBKa MOXeT paboTtaTb HETOYHO B
cucTtemax C CyLlecTBeHHO HepaBHOMEPHOM
Harpy3Komu.

/ 8384
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3aBUCUMOCTb BPEMEHUN BbINOJIHEHUA
Initial sync ot spinlock timeout Ha

1E+3

oAHOAAePHOU cUucTeme

——— -]
et} k-

user

1E+1 1E+2 1E+3 1E+4 ‘?OEQ
. . Vg o
iterations /\ S 2
3" R
LAY
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security: what is next?

e CbHpoc npuBUNErNn

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
* Thread splitting

> seccomp

e cgroups
» fork()

D unshare \// )

[ drop privileges /\/°“° T
S0\

QS q (3
IS

. thread splitting “ ‘7/\$‘\
— s etC LVEE 2074
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security: seccomp

* [lpepnaraetcsa ncnonb3oBaTb seccomp filter
nna 3agaHua whitelist syscall-oB ans
HenpuBmunernpoBaHHoro thread.

e OTO 3aNPEeTUT UCMOo/Ib30BaHMEe mprotect, YTo
NaéT BO3MOXHOCTb 00ecneynTb 3alinuTy oT
3anMcu Koga u AaHHbIX NPUBUIETMPOBAHHOIO

thread.

N
G
VY

- QS
d

>

4 o
NG

Y
wv ¢
/

N

\
S~

LVEE 2014
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Cnncok paspelléHHbixX syscall-oB:

futex
Inotify initl
alarm

Stat

fstat

Istat

open
write
close
wait4
unlink
nanosleep

tgkill

clock gettime
rt_sigreturn
brk

mmap
munmap
wait4

rmdir
exit_group
select

read
rt_sigprocmask
rt_sigaction

36149
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security: problems of seccomp in
clsync

[Tpo6iembl:

e 3anpeLleHo NpMMeHeHne MHOrornoTo4YHOCTH
CUHXpPOHN3auUnmn [13-3a 3anpeta mprotect() He
paboTaet pthread_ create()]

%ng/\\ \

LVEE 207t
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security: what is next?

e CbHpoc npuBUNErNn

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
* Thread splitting

e seccomp

> cgroups
» fork()

D unshare \// )

[ drop privileges /\/°“° T
S0\

QS q (3
IS

. thread splitting “ ‘7/\$‘\
— s etC LVEE 2074
Lismur Vacation | Eastersn Ewnrope
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security: cgroups

Ha naHHbIN MOMEHT cgroups B clsync
MCNOJIb3YETCA TOJIbKO ANA OrpaHnyeHnsa gocTtyna
K “ycTpoucteam” (B /dev).

Ha 3anunchb: Ha yTteHwue:
e /dev/console e /dev/console
o /dev/null e /dev/zero
e /dev/random l/\/%i
e /dev/iurandom £ ;,‘“‘\q‘ 5
LVEE 2014
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security: what is next?

e CbHpoc npuBUNErNn

* 130n1AUMA B COOCTBEHHbIE Nnamespace-bl
* Thread splitting

e seccomp

e cgroups
> fork()

D unshare \// )

[ drop privileges /\/°“° T
S0\

QS q (3
IS

. thread splitting “ ‘7/\$‘\
— s etC LVEE 2074
Lismur Vacation | Eastersn Ewnrope
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security: fork()

 fork() ncnonb3yetca ansa 3anycka BHellHero helper-a,
BblNo/IHAKOLLEero onepauun setuid()/setgid() n exec*().
YTo no3sonsget copocuthb capabilities CAP_SETUID u
CAP_SETGID B atakyemom npotLecce.

cap preserve sap drop
& setuid
pre®——=._  Cap enable&drop
RUN <=
dangerous
fork syscalls .

cap enable&drop /\/ é’?a% X

< 455 s

setuid, setqgid, "o~
execvp LVEE 2014
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porting to

FreeBSD _cclNtY

features

clsync v0.2
(LVEE 2014 winter) ~//&
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porting to freebsd: problems

3agaya no NopTUPOBaHMIO BK/OYAET B CEOS
PELLEHNE crieayoLLmnx Npoodiem:

 OTCyTCTBME NOoAAePXKK Inotify B aape.

* Pas/inyHble Mesioun, Bbl3BaHHbIE
MCMNO/1Ib30BaHNEM APYroro OKPY>XeHUs:
komnunaTop, shell, BSD make n T1.n.

e [TogrotoBka u nyénukauunsa freebsd port.

LVEE 2014
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porting to freebsd: inotify

44 | 49

B kayecTBe asibtepHaTuBbl Inotify Bo FreeBSD
nns HaénwaeHna 3a ©C npennaraetcs 3

backend-a:
* kqueue()/kevent()
« BSM API

e dtrace

LVEE 2014
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porting to freebsd:
kqueue()/kevent()

[Tpoonemsbl kqueue()/kevent():

« TpeboBaHne open() Ha KaxXabin HabnrogaemMbln
OObEKT.

 HegocTatouyHOCTb NoJslydaemMomn nHopmMalmu,
HeobXoAMMOCTb MepeckaHNpPoOBaHNA ONPEKTOPUN U
NeTasibHOro creXxeHus 3a inode-amu.

* bonbLIOE KONMMYECTBO C/TOXXHOYUNTbIBAEMbIX

npo6nem.
p 1%
e &
A
Ho ecTb libinotify-kqueue... LVEE io\qq
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porting to freebsd: BSM API

[Tpo6niembl BSD API:

 HeobxoanMOCTb rnobasibHOWU
nepekoHdurypauun auditd.

* /Icnonb3oBaHMe CUCTEMbI HE MO CBOEMY
Ha3HaA4Y€HUIO.

LVEE 2014
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porting to freebsd: dtrace

[Tpobniema dtrace:

» dtrace Bo FreeBSD peanmn3oBaH B “ype3aHHOM”
BapuaHTe (6e3 noanepxkm HekoTopbix built-in
nepemMeHHbIX), B pe3ynbrare CTaHOBUTCS
HEBO3MOXHbIM NOyYaTb NOJIHbIE NYTU
0O0BHEKTOB, COOTBETCTBYHOLLINUX COBLITUAM.

Livur Vacation | E4derss Evnope
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conclusions

o KoOMOMHMPOBaHMe pa3nnyHbix Linux API
NO3BOIAET CO34aTb MHOIOC/10UHbIE
NPenaTCcTBUA A1 3/I0YMbILLU/IEHHUKA.

e [1na FreeBSD He HanaeHo
YAOBMETBOPUTESILHOIO MHTEPdIenca as
HabnoaeHnsa 3a cobbiTuamm C. OaHako
PEKOMEHOYETCSA UCMNO/1b30BaTb
libinotify-kqueue.
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clsync progress: security and
porting to freebsd

Q&A

LVEE 2014
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