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Traditional Steganography

The use of steganography dates back to the time of
Herodotus, the fifth century BC. Examples of traditional
steganography can be tattooing the scalp (after the hair

grew back information remains invisible). One of the best
solutions of this kind applied by the Germans during

World War Il - microdots technique. It was based on

minimazing pictures to such scale so that you can paste
them into the text as a dot.



Image of a tree with a steganographically
hidden image. The hidden image iIs revealed
by removing all but the two least significant
bits of each color component and a
subsequent normalization. The hidden
Image is shown below.

LVEE

Logo of the conference LVEE with hidden text ,,LVEE — the
best conference”.



Cryptography

Steganography

Transforming information into
a form incomprehensible to
third parties

Yes

Yes

Hiding mformation

Yes

Key usage

Yes

Hiding the fact of
communication

No

Yes

Ensuring anonymity of
communicating parties

No

Yes

The amount of information
transmitted in the
communication process

Comparable to the amount of
encrypted information

Much greater than the amount
of encrypted information

Additional carrier needed

No

Yes
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Int crypt_space_1bit(char *buffer, char *open_text, long int start_position, long int
open_text size, long int space_size)

.
long int i;
for(i=0; i < (open_text size * 8); i++)
{
If( check_bit(open_text[i/8], 1%8) )
{
set_bit(buffer[start_position+i*space_size], 0);
}
else
{ | . .
clear_bit(buffer[start_position+i*space_size], 0);
}
}
}

The function encrypting the data in the image using one least
significant bit.



long int breaker_standard_1bit_unknown_size openmp(char *buffer, long int buffer_size,
long int size_down, long int size_upper, result_structure *result, int number_of threads)

{

char *open_text;
long int start_position;

long int index_result;
index_result = 0;

long int i;
long int j;
] = size_down,

#pragma omp parallel for shared(buffer, buffer_size, size _down, size upper, result,
iIndex_result) private(i, |, start_position, open_text) num_threads(number_of threads)
for(i=0; i < (buffer_size - )); i++)

{

open_text = (char*) malloc( (size_upper+1) * sizeof(char));
start_position =i,
for(j=size_down; j <= size_upper; j++)

{

encrypt_standard_1bit(buffer, open_text, start_position, j);



If (ascii_veryfi(open_text,j))==1)

{
open_text[j] = "\0O’;

#pragma omp critical

{

resultfindex_result].start_position = i;
strcpy(result[index_result].text, open_text);
index_result++;

}
}
}

free(open_text);

}

return index_result;

}

Function to extract information from the least significant bits
without the initial information.



Execution time
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Number of CPU's

4x AMD Opteron 6272 — IBM Blue Gene/Q



Execution time

Number of

‘hreads IBM Blue Gene/P IBM Blue Gene/Q AMD Opteron 6272
1 4769.00 s 1309.42 s 1282.08 s
2 2482.00 s 651.12's 652.00 s
4 1311.00 s 308.89 s 401.00 s
6 - 201.24 s 265.00 s
8 - 147.00 s 200.00 s
12 - 97.25 s 132.00 s
16 - 74.19 s 107.00 s
32 - 36.90 s 59.00 s
48 - 25.76s 43.00 s
64 - 2249 s 35.00 s
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