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[TpobnemaTunka

YacTo gaxke onbITHbIE
nonb3oBaTtenu Linux/FreeBSD
He 3HAlOT YTO KOHKPETHO HYXXHO
MOHUTOPUTL!
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0. Uenb

1. 'padpukm

2. MoHuTOpuHr hardware
3. MoHutopuHr OS

4. MOHUTOPUHI CeEpPBUCOB

P.S. Security MOHUTOPUHT B 3TOM
OOoKnaje He paccmaTtpuBaeTcA.




Llenb

o OTCnexmBaHne KPUTUYECKNX 3HAYEHUI
OVNarHOCTUYECKUX NapaMeTpoOB COCTOAHUSA U
yBeJOMIIEHMNE NHXEeHEePOB 06 X NOSABNEHUN.

 HakonneHune ctatmctnyeckom nHpopmaLunn
Onga nocnenylowero aHanusa.




1. 'padukn

Interface traffic (Kbss)
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Last In: 3.75% KBit/s Last Out: 0.10 KBit/s
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Disk Load (in percents)
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2.1. Temnepatypa CPU

NB: npoBepka TemnepaTypbl Ha HEKOTOPOM Xefede NpUBOAUT K
noaBucaHuto unu nepesarpyske OS.

freebsd# kldload coretemp

freebsd# sysctl -n dev.cpu.0.temperature

linux# cat /proc/acpi/thermal_zone/THRM/temperature

linux# sensors-detect # Im-sensors
linux# sensors # Im-sensors
linux# mbmon

linux# ipmitool sdr




2.2. HDD SMART

# smartctl -a /dev/ad0
NMpaBuNbHLIN BbIBOA:
5 Reallocated_Sector_Ct 0x0033 200 200 140 Pre-fail Always - 0
197 Current_Pending_Sector 0x0012 200 200 000 Old_age Always - 0

SMART Error Log Version: 1

No Errors Logged

SMART Self-test log structure revision number 1
Num Test_Description Status Remaining LifeTime(hours) LBA_of_first_error
# 1 Extended offline Completed without error 00% 283 -




2.3. Hardware RAID

« 3ware 5000/6000/7000/8000/9000/9500/9550/9650 series
# tw_cli

# smartctl -d 3ware,0 /dev/twa0
« MegaRAID, Dell PERC
# megarc -ldinfo -a0 -Lall




3.1. CPU

« Load Average
# uptime

o ldle. CkayeTt, ona KpUTUYECKOro COCTOSIHUA cpeaHee 3a 3 MUHYTHI
AOMKHO 6bITb HE MeHee 20.

freebsd# top -q-n-u-s1-d20
linux# mpstat -P ALL 10 1

o |ldle per core
freebsd# top -P -g-n-u-s1-d20
linux# mpstat -P ALL 10 1




3.2. HDD

 MecTO
e Harpyska Ha HDD B npoueHTax

CkKayeT, Anga KpUTUYECKOro COCTOSIHUS cpeaiHee 3a 3
MUHYTbl JOJTKHO ObITb He MeHee 20.

freebsd# iostat -dxz -w 10 -¢c 2
linux# iostat -dx 10 2




3.3. SWAP

Ha cepBepe, roe HeT 6a3 gaHHbIX:

e [NormkHO BbITb HE Bonee 50-100M6 ncnonb3oBaHoO.
freebsd# pstat -T

linux# free -m
« He nomkHo BbITb aKTMBHOM 3anncu B swap.

freebsd# sysctl vm.stats.vm.v_swappgsout
vm.stats.vm.v_swappgsin

linux# cat /proc/vmstat
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3.4. Memory

o Konnyecrtso ncnonb3oBaHHOW NamMAaTH

freebsd sysctl — vm.stats.vm.v_page_size * ( vm.stats.vm.v_page_count -
vm.stats.vm.v_inactive _count - vm.stats.vm.v_cache count -
vm.stats.vm.v_free_count)

linux# free -m

» 'padpvk No konNu4ecTBy NAamMATU NOTPEBNAEMbBIM KaXabIM
NPUNOXeHNeM.

/bm/ps awwwwx -0 USE,Tss, command




3.5. Network Interface

« [padpuk 3arpys3km ceTeBoro MHTepgenca
freebsd# netstat -inb -1 rl0
linux# cat /proc/net/dev
« Full-duplex
freebsd# ifconfig rl0
linux# ethtool ethO
o OWINOKM M KONNN3UN
freebsd# netstat -inb -1 rl0

linux# cat /proc/net/dev
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3.6. vm.zone

e VM.zone
freebsd# sysctl -n vm.zone
 mbuf clusters in use
freebsd# netstat -m

Hy>XKHO NpoBEPUTL YTO Obl KaXXAoro nokasarens obIno
He meHee 10% cBoboaHo.




3.7. Syscll

« Open files
freebsd# sysctl kern.maxfiles kern.openfiles
linux# sysctl fs.file-max fs.file-nr

 Open sockets

freebsd# sysctl kern.ipc.maxsockets kern.ipc.numopensockets
« KVM Size

freebsd# sysctl vm.kvm_size vm.kvm_free
« Pipe KVA usage

freebsd# sysctl kern.ipc.maxpipekva kern.ipc.pipekva

« Number of sendfile(2) sf bufs in use

freebsd# sysctl kern.ipc.nsfbufs kern.ipc.nsfbufsused



3.8. Software bugs

« Zombie. | see dead people! &
freebsd# top -n -u 0 | grep zombie
linux# ps hr -Nos,pid | grep "*Z"

e Coredumps
freebsd# sysctl kern.corefile=/var/tmp/%U.%N.core

Imux# syscitl kernel core_pattern=/var/tmp/%e.core




4.1. MOHUTOPWHI cepBUCOB
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4.2. Watchdog

* Cron, ntp, syslog, sshd, sendmail, httpd, mysql.
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4.3. Network

« Receive queue size
freebsd# netstat -n -p udp -a
linux# netstat -n -u -a
« Dropped due to full socket buffers
freebsd# netstat -n -p udp -s
« Packet receive errors
linux# netstat -n -u -s
« Number of packets dropped from the IP input queue

ops

freebsd# sysctl net.inet.ip.intr_queue dr




4.4.1. Mysq|

mysql> show /*150002 GLOBAL */ status;
mysql> show variables like 'max_connections’,

« Max_used connections, Threads connected,
max_connections.

« Questions, Slow_queries.
e Innodb data reads, Innodb data_ writes.




4.4.2. MySQL Replication

ql Lag (in s
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