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Traditional Steganography 

The use of steganography dates back to the time of 
Herodotus, the fifth century BC. Examples of traditional 
steganography can be tattooing the scalp (after the hair 

grew back information remains invisible). One of the best 
solutions of this kind applied by the Germans during 
World War II - microdots technique. It was based on 

minimazing  pictures to such scale so that you can paste 
them into the text as a dot.



  

Image of a tree with a steganographically 
hidden image. The hidden image is revealed 
by removing all but the two least significant 

bits of each color component and a 
subsequent normalization. The hidden 

image is shown below.

Logo of the conference LVEE with hidden text „LVEE – the 
best conference”.



  

Differences between steganography and cryptography.



  

Applying the LSB using one least significant bit.

Application of the LSB method using the two least 
significant bits.



  

int crypt_space_1bit(char *buffer, char *open_text, long int start_position, long int 
open_text_size, long int space_size)
{
  long int i;
  for(i=0; i < (open_text_size * 8); i++)
  {
    if( check_bit(open_text[i/8], i%8) )
    {
      set_bit(buffer[start_position+i*space_size], 0);
    }
    else
    {
      clear_bit(buffer[start_position+i*space_size], 0);
    }
  }
}

The function encrypting the data in the image using one least 
significant bit.



  

long int breaker_standard_1bit_unknown_size_openmp(char *buffer, long int buffer_size, 
long int size_down, long int size_upper, result_structure *result, int number_of_threads)
{
  char *open_text;

  long int start_position;

  long int index_result;
  index_result = 0;

  long int i;
  long int j;
  j = size_down;

  #pragma omp parallel for shared(buffer, buffer_size, size_down, size_upper, result,   
index_result) private(i, j, start_position, open_text) num_threads(number_of_threads)
  for(i=0; i < (buffer_size - j); i++)
  {
    open_text = (char*) malloc( (size_upper+1) * sizeof(char));

    start_position = i;

    for(j=size_down; j <= size_upper; j++)
    {
      encrypt_standard_1bit(buffer, open_text, start_position, j);



  

      if ( ascii_veryfi(open_text, j) == 1 )
      {
        open_text[j] = '\0';

        #pragma omp critical
        {
          result[index_result].start_position = i;
          strcpy(result[index_result].text, open_text);
          index_result++;
        }
     }
   }

   free(open_text);
 }

 return index_result;
}

Function to extract information from the least significant bits 
without the initial information.



  

Performance results obtained during scan of the image with a 
resolution of 1600x1200 (searching one least significant bit 
using length of the search phrase in the range of 10 to 25).



  

The speedup obtained on platforms AMD Opteron 6272 and 
IBM Blue Gene/Q while searching an image with a resolution 

of 1600x1200 (search only one least significant bit of the 
length of the text to search in the range from 10 to 25).



  

Performance results obtained during scan of the image with a 
resolution of 4096x4096 (searching one least significant bit 
using length of the search phrase in the range of 10 to 25).



  

The results of the analysis of performance for different sizes 
of searched hidden string [Down_Size; Upper_Size] (the 
ranges of [10, 15] to [10,60]) and platform based on AMD 

Opteron 6272.

Table 5. The results of the analysis of performance for 
different sizes of searched hidden string [Down_Size; 

Upper_Size] (the ranges of [10, 15] to [10,60]) and platform 
based on processors installed in the Blue Gene/Q.



  

Graph showing the resulting speedup on AMD Opteron 6272 
and IBM Blue Gene/Q in the analysis of performance for 

different sizes of searched hidden string.



  

Graph showing the time difference obtained on a platform 
consisting of the AMD Opteron 6272 and obtained on the 

Blue Gene/Q in the analysis of performance for different sizes 
of searched hidden string.
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